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vidual international lawyers from most of the world’s leading law firms and some 190
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The IBA Arbitration Committee focuses on the laws, practice and procedures relating to
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maintains standing subcommittees and, as appropriate, establishes task forces to address
specific issues.






ACKNOWLEDGEMENTS OF THE CO-CHAIRS

In view of the complexity and importance of the ICCA-IBA Roadmap to Data Protection
in International Arbitration (“Roadmap”), it is impossible to acknowledge all those who
contributed to the project. Yet, the Roadmap would not have seen the light of day without
the invaluable contributions of the following individuals and organisations.

First, the members and rapporteurs of the ICCA-IBA Joint Task Force on Data Protection
in International Arbitration (“Task Force”) have devoted countless hours, attending task
force meetings, drafting and reviewing the Roadmap and the Annexes, and hosting and
participating in events to ensure we had adequate feedback from the arbitration com-
munity, as well as the many other administrative tasks involved in a project of this size.
Thank you for all you have contributed, for your good cheer and constructive attitude
throughout the process. A special word of thanks goes to Emily Hay of Hanotiau & van
den Berg, for her generosity and hard work, without which this Roadmap simply would
not have been possible.

We would also like to extend our heartfelt thanks and appreciation to ICCA President
Lucy Reed, past-Presidents Gabrielle Kaufmann-Kohler (Lévy Kaufmann-Kohler) and
Donald Donovan, the ICCA Governing Board, Lise Bosman (Executive Director), Lisa
Bingham (Deputy Executive Director), and the members of the ICCA Bureau, whose
support throughout the process has been invaluable.

We would also like to sincerely thank the Arbitration Committee of the International
Bar Association, and especially its present and past co-chairs, Eduardo Silva Romero,
Gaetan Verhoosel, Philippe Pinsolle, Julie Bédard, Samaa Haridi and Valeria Galindez
for their support and contributions throughout the project. Special thanks goes to Xavier
Favre-Bulle for the thoughtful and constructive input he has provided on the successive
drafts.

We are also grateful to the representatives of all the arbitration institutions and interna-
tional organizations who kindly devoted their time to discussing the Roadmap with the
Task Force and commenting on drafts, including the AAA-ICDR, HKIAC, ICC, LCIA,
SCC, SIAC, DIS, and VIAC as well as ICSID, the PCA and the WIPO. We know your
time is valuable, and we appreciate your help enormously.

We would also like to give our thanks and appreciation to Tatiana Campello (Demarest)
and Rodrigo Azevedo (Silveiro), and Aaron Kamath (Nishith Desai) and Payel Chat-
terjee (Adani Enterprises), who, although not being Task Force members, generously
gave their time to address the data protection laws of Brazil and India for the Roadmap.

vii



THE ICCA REPORTS

Likewise, we are grateful to members of the arbitration community who took the time
to provide their comments on the public draft of the Roadmap, and whose input was
extremely valuable.

Lastly, we would like to thank the law firms of Ambos Law, Derains & Gharavi and
Hanotiau & van den Berg for their generous support throughout the process.

The bottom line is that this was a collective effort, going well beyond the Task Force
itself. We greatly enjoyed the exchanges and remain forever grateful for all your contri-
butions to the ICCA-IBA Roadmap to Data Protection in International Arbitration.

Kathleen Paisley

Melanie Van Leeuwen
Co-chairs

viii



MEMBERS OF THE ICCA-IBA JOINT TASK FORCE
ON DATA PROTECTION IN
INTERNATIONAL ARBITRATION

Co-Chairs
Kathleen Paisley, Ambos Lawyers

Melanie van Leeuwen, Derains & Gharavi

Members

Lawrence Akka QC, 20 Essex Street

Rosa Barcelo, McDermott Will & Emery
Niuscha Bassiri, Hanotiau & van den Berg
Markus Burianski, White & Case

Hugh Carlson, Three Crowns

Daniel Cooper, Covington & Burling LLP
Javier Fernandez-Samaniego, Samaniego Law
Hilary Heilbron QC, Brick Court Chambers
Robert Maddox, Debevoise & Plimpton LLP
Charlie Morgan, Herbert Smith Freehills LLP
Philippe Pinsolle, Quinn Emanuel Urquhart & Sullivan LLP

Jacques de Werra, University of Geneva

Rapporteurs
Emily Hay, Hanotiau & van den Berg

Brianna Gorence, Freshfields Bruckhaus Deringer

X






Table of Contents

ACKNOWLEDGEMENTS OF THE CO-CHAIRS

MEMBERS OF THE ICCA-IBA JOINT TASK FORCE

INTRODUCTION
A. Data Protection and Arbitration
B. Intended Scope and Purpose of the Roadmap

I. GENERAL DATA PROTECTION PRINCIPLES RELEVANT TO

INTERNATIONAL ARBITRATION
A. Material Scope of Data Protection Laws

1.
2.
3.

Personal Data
Data Subject
Processing

B. Jurisdictional Scope of Data Protection Laws
C. Roles under Data Protection Laws

1.
2.
3.
. Lawful Basis for Processing
. Data Transfer Rules
Data Protection Principles Applicable in Arbitration

mm g

o

PN R LD =

Data Controllers
Joint Controllers
Data Processors

Fair and Lawful Processing
Proportionality

Data Minimisation

Purpose Limitation

Data Subject Rights

Data Accuracy

Data Security and Data Breach
Transparency

Accountability

II. DATA PROTECTION COMPLIANCE IN INTERNATIONAL
ARBITRATION PROCEEDINGS
A. Preparing for the Arbitration

1.

Bl

Applicable Data Protection Laws
Roles of Arbitral Participants
Use of Service Providers

Data Collection and Review

vii

ix

WO =

32
32
34
35
35
36

X1



THE ICCA REPORTS

B. During the Arbitration 37
1. Filing the Request for Arbitration 37
2. Appointment of Arbitrators 39
3. Documenting Data Protection Compliance 40
4. When Data Protection Issues Arise During the Proceedings 57
5. Remote Hearings 62
6. Arbitral Awards and Other Decisions 63

C. After the Arbitration 64
CONCLUSION 66
ANNEXES 67
ANNEX 1 - Glossary 68
ANNEX 2 — Data Protection Practice Tips 75
ANNEX 3 — Checklist: Data Protection Considerations 78
ANNEX 4 — Checklist: Online Case Management Platform 85
ANNEX 5 — Checklist: Legitimate Interests Assessment 88
ANNEX 6 — Sample Standard Contractual Clauses for Controller-

Controller Transfers under the GDPR 90
ANNEX 7 — Sample Provisions for Data Protection Directions 112
ANNEX 8 — Sample Data Protection Protocol under the GDPR 118
ANNEX 9 — Sample Privacy Notices 126

ANNEX 9A — Data Privacy Notice for Arbitral Institutions 127
ANNEX 9B - Data Privacy Notice for Arbitrators 134
ANNEX 9C — Data Privacy Notice for Legal Counsel 141
ANNEX 10 — List of Sources by Category 149

ANNEX 11 — Compendium of Selected Data Protection Laws 154

Xii



INTRODUCTION

This ICCA-IBA Roadmap to Data Protection in International Arbitration (“Roadmap”)
has been developed by the ICCA-IBA Joint Task Force on Data Protection in Interna-
tional Arbitration as a tool to assist arbitration professionals in applying data protection
and privacy laws during international arbitration proceedings.

A. DATA PROTECTION AND ARBITRATION

The European Union’s (“EU”)' General Data Protection Regulation® (“GDPR”) and
similar laws in other jurisdictions® apply as a matter of law to the collection, retention,
processing and security policies of personal data, including during arbitration proceed-
ings. As non-compliance may trigger civil and/or criminal liability (for example, under
the GDPR potential fines for non-compliance may rise to 4% of global gross revenue

1. “European Union” or “EU” designates the current twenty-seven EU Member States: Austria,
Belgium, Bulgaria, Cyprus, Croatia, Czech Republic, Denmark, Estonia, Finland, France,
Germany, Greece, Hungary, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Poland,
Portugal, Romania, Slovakia, Slovenia, Spain, Sweden and the Netherlands. It bears noting
that the Roadmap throughout uses the term “EU”, while in fact the scope of application of the
GDPR extends to the whole European Economic Area (“EEA”). The EEA encompasses the
27 EU Member States and three additional states: Iceland, Liechtenstein and Norway. On 31
January 2020, the United Kingdom withdrew from the EU. The UK General Data Protection
Regulation (“UK-GDPR”) mirrors the GDPR and has been deemed by the EU to be adequate
and the UK is an adequacy country. Therefore, at the time of writing, although the UK is no
longer a member of the EU, the provisions described herein generally apply in the UK as a
matter of application of the UK-GDPR.

2. Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016
on the protection of natural persons with regard to the processing of personal data and on the
free movement of such data, and repealing Directive 95/46/EC (General Data Protection Reg-
ulation), OJ L 119, 4.5.2016.

3. To assist in deciding the scope of potential legal responsibilities, Annex 11 contains a table
including a non-exhaustive list of references to national and regional data protection laws of
important arbitration jurisdictions, including those where the EU has issued adequacy deci-
sions. Moreover, in the EU, it is important to keep in mind that, even when the GDPR applies,
the national laws of the relevant EU country also need to be considered. Although the GDPR
is a European Regulation that should be consistently applied throughout the EU without the
need for national implementing legislation, the GDPR itself allows EU Member States dis-
cretion (described as a “margin of manoeuvre”) and the possibility to implement derogations
in several areas potentially relevant to arbitration (e.g., GDPR Recital 10). Annex 11 also
includes a list of the data protection laws of the EU Member States.



THE ICCA REPORTS

or EUR 20 million, whichever is higher*), it is important for arbitration professionals
to consider what data they process, as well as where, why, by what means, with which
information security measures and for how long they do so.

Data protection laws and regulations are generally of mandatory application. They pre-
scribe the legal rules applicable whenever personal data is processed, including when,
where and how personal data may be processed. However, such laws and regulations do
not address how they should be applied in specific contexts, such as in arbitration. More-
over, although data protection authorities have provided guidance as to the way data
protection rules should be given effect in certain industries, such guidance is not yet
available for international arbitration. It is also not possible to draw conclusions from
how such laws apply to courts, because, at least in the EU, courts are generally not sub-
ject to the jurisdiction of the data protection authorities. It is therefore necessary for
arbitration professionals to consider how these laws apply to them generally and in their
cases specifically.

In the absence of specific guidance, it is important to think through the steps of the
arbitral process and document the data protection and procedural measures adopted in
the different phases of an arbitration within the framework of whatever data protection
law(s) apply. To assist in that process, this Roadmap identifies the data protection issues
that may arise in the context of international arbitration proceedings, as well as solutions
that may be adopted to address them.

Data protection obligations apply to the processing of personal data by individuals and
legal entities that fall within the material and jurisdictional scope of the relevant data
protection law. Therefore, it is not the processing of personal data for the arbitration as
such that is subject to the data protection laws. Rather, the individuals and entities that
are involved in the arbitration are subject to the data protection laws. Each of them may
fall under the scope of a different data protection law, or none at all, which means that in
any arbitration proceedings, different data protection rules may apply to different partic-
ipants. Some of those involved may have certain data protection obligations and others
may not.

4. Under the Lei Geral de Protecdo de Dados (Brazilian General Data Protection Act) (Statute
13709/18) (“Brazil Act” or “LGPD”), the fines may be up to 2% of gross revenue in Brazil
or BRL 50 million. The Brazil Act unified 40 pre-existing laws to regulate processing of the
personal data of individuals. The California Consumer Privacy Act of 2018, Cal. Civ. Code
§§ 1798.100 et seq. (“California Act” or “CCPA”) similarly provides for monetary penalties:
depending on where the violation occurred, the penalty may be up to USD 2,500 for each
violation or USD 7,500 for each international violation. In addition, and unlike the GDPR and
the Brazil Act, the California Act does not provide a maximum amount of penalty.
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It is important to appreciate that if even one participant in an arbitration is subject to
data protection obligations, this may have an impact on the conduct of the arbitration as
a whole. This is because the participant’s compliance with its data protection obligations
may have a spill over effect on the arbitration and require others to process the personal
data for the arbitration in a particular way.

B. INTENDED SCOPE AND PURPOSE OF THE ROADMAP

The Roadmap’s intended scope and purpose consists of the features set forth in this
Section.’

Types of Proceedings. The type of arbitration (for example, commercial or inves-
tor-State) typically does not determine whether data protection laws apply.® Rather, the
application of data protection laws is determined by whether the data processing during
the arbitration by a specific participant falls within the material and jurisdictional scope
of a relevant law.

Arbitral Participants. The Roadmap is only addressed to Arbitral Participants, which
is defined in the Roadmap as, and limited to, the parties, their legal counsel, the arbitra-
tors and arbitral institutions. However, while it is not explicitly addressed to them, the
guidance provided herein is also relevant to those working for or with Arbitral Partic-
ipants during an arbitration, such as tribunal secretaries, experts and service providers
(e.g., e-discovery experts, information technology professionals, transcribers, translation
services, online case management platform providers, remote hearing platform provid-
ers, etc.). Therefore, Arbitral Participants who are assisted by others during the arbitral
process should consider how data protection laws affect those relationships, taking into
consideration that:

5. While data protection laws apply in a similar manner to professionals and entities involved in
mediation and forms of alternative dispute resolution, they are not expressly addressed in this
Roadmap. Moreover, in many jurisdictions, including those of the EU, special rules apply to
courts, including self-regulation and certain exemptions, which are also not addressed in this
Roadmap.

6. In the case of arbitrations administered by an international organisation, determining whether
any relevant privileges and immunities will impact the application of data protection laws turns
on the breadth and scope of the relevant privileges and immunities, as well as the language of
the relevant data protection law, both in terms of whether data protection laws would come
within their scope, and, if so, which Arbitral Participants would be covered by them. This is an
institution-specific and arbitration-specific enquiry, which is beyond the scope of this Roadmap.
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— where an Arbitral Participant is a legal entity,” employees of that entity are
not considered separately for compliance purposes, rather their actions are
attributed to that entity;

— where arbitration-related information containing personal data is shared with
a third party,? this is considered to be processing, which requires compliance
with data processing rules and transfer restrictions; and

— where an Arbitral Participant uses a third party to undertake data process-
ing activities on its behalf (such as a data analytics company), both parties
are responsible for compliance with the data protection laws during that
processing.’

General Data Protection Principles. The Roadmap addresses data protection com-
pliance in international arbitration with reference to general data protection principles,
rather than the law of a particular jurisdiction (unless otherwise indicated by way of
illustration). However, the examples provided in the Roadmap are often based on the
GDPR because it is one of the most comprehensive and onerous data protection regu-
lations, and is becoming a global reference. The GDPR and its predecessor legislation,
the Data Protection Directive, ' have been widely drawn upon by jurisdictions across the
globe for their data protection laws, which are referred to in the Roadmap as “EU-style”
data protection laws.

Roadmap Organisation. The Roadmap is divided into two sections:

— Section I describes the primary data protection principles potentially applica-
ble to international arbitration; and

7. The entity may qualify as a data controller. A “controller” means the natural or legal person,
public authority, agency or other body which, alone or jointly with others, determines the
purposes and means of the processing of personal data; where the purposes and means of
such processing are determined by Union or Member State law, the controller or the specific
criteria for its nomination may be provided for by Union or Member State law (GDPR Art.
4(7)).

8. A “third party” means a natural or legal person, public authority, agency or body other than
the data subject, controller, processor and persons who, under the direct authority of the con-
troller or processor, are authorised to process personal data (GDPR Art. 4(10)).

9. GDPR Data Controllers and Data Processors, https://www.gdpreu.org/the-regulation/
key-concepts/data-controllers-and-processors/.

10. Directive 95/46/EC of the European Parliament and of the Council on the Protection of Indi-
viduals with Regard to the Processing of Personal Data and on the Free Movement of Such
Data, OJ L 281/31, 24.10.1995 (“Data Protection Directive”).


https://www.gdpreu.org/the-regulation/key-concepts/data-controllers-and-processors/
https://www.gdpreu.org/the-regulation/key-concepts/data-controllers-and-processors/
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— Section II addresses how the data protection principles may apply during the
different stages of an international arbitration, and how they may affect the
Arbitral Participants during the arbitral process.

Roadmap Annexes. In order to provide practical guidance to practitioners, the Roadmap
is accompanied by a set of Annexes that provide greater detail, practical information,
checklists, sample language, and references aimed at enabling Arbitral Participants to
apply data protection principles in the context of an arbitration, and a glossary of data
protection terms, which are also defined in the footnotes. These Annexes are organised
as follows:

— Annex 1 contains a glossary of data protection terms;

— Annex 2 contains practice tips for applying data protection principles in spe-
cific cases;

— Annex 3 provides a more detailed checklist addressing how to operationalise
these tips;

— Annex 4 provides a checklist on the use of an Online Case Management
Platform;

— Annex 5 contains a non-exhaustive list of considerations that should be
applied in performing a Legitimate Interests Assessment;

— Annex 6 provides a sample set of “standard contractual clauses” for control-
ler-controller transfers under the GDPR;

— Annex 7 contains some non-exhaustive sample provisions for data protection
directions for the first procedural order or the terms of reference;

— Annex 8 contains a sample data protection protocol, taking into account the
GDPR;

— Annex 9 provides sample data privacy notices for (A) arbitral institutions
(other than international organisations),!' (B) arbitrators, and (C) legal
counsel;

— Annex 10 provides a list of sources per category, used in the drafting of this
Roadmap; and

— Annex 11 contains a compendium of selected data protection laws.

Goal. The aim of the Roadmap is to enable Arbitral Participants to identify and effec-
tively address data protection issues in the context of arbitral proceedings. There are
sensible solutions to the data protection challenges that arise in arbitrations, and Arbitral
Participants should become familiar with the issues and become accustomed to dealing
with them.

11. See fn. 6.
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No Legal Advice. Data protection laws impose mandatory legal obligations on those
coming within their scope. Importantly, while providing guidance, nothing in the Road-
map or Annexes can be taken as legal advice. The Roadmap provides information and
resources to foster a better understanding of the data protection rules that may apply
during an arbitration, and the Arbitral Participants’ potential obligations thereunder. How-
ever, assessing data protection obligations is a fact-driven and case-specific undertaking.

The Roadmap and its Annexes will necessarily be a living document. Over time, data
protection authorities and courts may clarify how data protection laws should be applied
to international arbitration, whilst recognising the balance that must be struck given the
important role arbitration plays in the administration of justice and the enforcement of
legal rights and obligations on the international plane.



I.  GENERAL DATA PROTECTION PRINCIPLES
RELEVANT TO INTERNATIONAL ARBITRATION

The purpose of this Section of the Roadmap is to provide a general understanding of
the data protection principles embodied in most EU-style data protection laws as they
may apply to international arbitration. The EU, Brazil,'> Canada,'® India,'* and the State
of California'® are used as examples to give context. However, similar principles apply
under many other EU-style data protection regimes. For the avoidance of doubt, refer-
ences to specific legislation or to a jurisdiction serve as an indication only.

General Obligations. Arbitral Participants have general obligations under the data pro-
tection laws that apply to their data processing activities regardless of their involvement
in a specific arbitration.!® The extent of these obligations will depend on the applicable
law and the Arbitral Participant’s status under that law as a data controller, joint control-
ler or a data processor. Arbitral Participants will generally be data controllers, and joint
controllers under certain circumstances. For data controllers and joint controllers (who
are jointly responsible), these obligations typically include ensuring and demonstrating
compliance, ensuring the lawfulness of their personal data processing and transfers, min-
imising the personal data they process, issuing GDPR-compliant data privacy notices,
and adopting appropriate data security measures, data breach procedures, data retention
policies, and procedures for addressing data subject complaints. '’

12. See Brazil Act.

13. Canadian Personal Information Protection and Electronic Documents Act (“PIPEDA”), SC
2000, ¢ 5, http://canlii.ca/t/541b8 retrieved on 20 September 2020, which applies to organisa-
tions that collect, use or disclose personal information in the course of commercial activities
in Canada.

14. India Information Technology (Reasonable Security Practices & Procedures and Sensitive
Personal Data or Information) Rules, 2011 (“India Act”), which addresses data protection in
certain contexts and for certain types of data. India has also proposed a comprehensive data
protection law, which has yet to be adopted.

15. See California Act.

16. In the case of arbitrations administered by an international organisation, see fn. 6.

17. See, e.g., Annex 3, which provides a checklist of data protection issues that Arbitral Partici-
pants may want to consider. While the most important way to avoid liability is through com-
pliance, given the interlinking nature of these obligations and the potential risk of non-com-
pliance, Arbitral Participants should consider taking out insurance, and where appropriate
imposing insurance obligations and indemnities on each other during proceedings where
there are significant data protection risks.


http://canlii.ca/t/541b8

THE ICCA REPORTS

A. MATERIAL SCOPE OF DATA PROTECTION LAWS
EU-style data protection laws apply whenever:

—  “personal data” about a
“data subject” is
—  “processed”,

during activities falling within the jurisdictional scope of the relevant data protection
laws.

Understanding the concepts of “personal data”,'® “data subjects”!® and “processing”?° is
therefore key to understanding how data protection laws function. “Personal data” and
“processing” are broadly defined notions, which encompass information that may not
traditionally have been thought of as confidential or sensitive, as well as most of the
activities typically undertaken by Arbitral Participants in the context of an arbitration.

18. “Personal data” means any information relating to an identified or identifiable natural per-
son (“data subject”); an identifiable natural person is one who can be identified, directly
or indirectly, in particular by reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more factors specific to the physi-
cal, physiological, genetic, mental, economic, cultural or social identity of that natural per-
son (GDPR Art. 4(1)); information regarding an identified or identifiable natural person
(Brazil Act Art. 5(1)).

19. “Data subject” means an identified or identifiable natural person. An identifiable natural per-
son is one who can be identified, directly or indirectly, in particular by reference to an identi-
fier such as a name, an identification number, location data, an online identifier or one or more
factors specific to the physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person (GDPR Art. 4(1)); a natural person to whom the personal data
that are the object of processing refers (Brazil Act Art. 5(V)).

20. “Processing” means any operation or set of operations which is performed on personal data
or on sets of personal data, whether or not by automated means, such as collection, record-
ing, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available, alignment or com-
bination, restriction, erasure or destruction (GDPR Art. 4(2)); any operation carried out on
personal data, such as collection, production, receipt, classification, use, access, reproduction,
transmission, distribution, processing, filing, storage, deletion, evaluation or control of the
information, modification, communication, transfer, dissemination or extraction (Brazil Act
Art. 5(X)).
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1. Personal Data

Many data protection laws define personal data to include “any information relating to
an identified or identifiable natural person” (e.g., GDPR Art. 4; Brazil Act Art. 5, I; and
California Act Sections 1798.140(b) and (0)?").

Under many laws, including, for example, the GDPR and the Brazil Act, it is irrelevant
that the personal data is contained in a business-related document (such as work files,
work emails, laboratory notebooks, agreements, construction logs, etc.). Provided that
the data relates to an individual who is identified or identifiable, it is considered to be
personal data covered by the data protection laws.

A substantial portion of the information exchanged during a typical international arbitra-
tion is therefore likely to contain data that qualifies as personal data.

2. Data Subject

Individuals who are identified or identifiable from the data are referred to as “data sub-
jects”. Legal entities are not data subjects.?

3. Processing

Data protection laws impose obligations that must be complied with whenever personal
data is “processed”.

Processing is broadly defined to include not only active steps such as collecting, using,
disseminating and deleting data, but also passive operations such as receiving, holding,
organising and storing data. Moreover, data protection laws usually apply not only to
electronically processed information, but also to data in (or intended for) a paper filing
system (e.g., GDPR Recital 15, Art. 2(1))* or similar means (e.g., Brazil Act Art. 1).*

21. While the definition of “personal information” under the California Act is substantially simi-
lar to “personal data”, personal information under the California Act does not extend to pub-
licly available information, which is information that is lawfully made available from federal,
state, or local government records, if that data is used for a purpose that is compatible with
the purpose for which the data is maintained and made available in the government record.

22. See fn. 19.

23. A “filing system” means any structured set of personal data which is accessible according to
specific criteria, whether centralised, decentralised or dispersed on a functional or geograph-
ical basis (GDPR Art. 4(6)).

24. “This Act provides for the processing of personal data, including by digital means...” (Brazil
Act Art. 1).
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Most activities undertaken in a typical international arbitration are thus likely to consti-
tute processing.

B. JURISDICTIONAL SCOPE OF DATA PROTECTION LAWS

The jurisdictional scope of EU-style data protection laws is broad, and they often apply
extraterritorially. For example, the GDPR applies whenever personal data is processed:

— In the context of the activities of an establishment of a controller or a proces-
sor in the EU, regardless of whether the processing takes place in the EU or
not (GDPR Art. 3(1)); or

—  Where the processing activities are related to the offering (targeting) of goods
or services to individuals in the EU (regardless of their residence or citizen-
ship) (GDPR Art. 3(2)(a)).

Moreover, even where the GDPR does not apply as a matter of law, some of its provi-
sions may still apply as a matter of agreement. For example, under the GDPR, whenever
personal data is transferred to international organisations or to countries that have not
been found by the EU to provide adequate protection,? transferors are required to put
“adequate protections” in place where feasible. In the case of arbitration, as discussed
below in Sections I.E and I1.B.3.c(2), this is likely to take the form of standard contrac-
tual clauses, pursuant to which the parties agree by contract to abide by the most impor-
tant provisions of the GDPR. This leads to significant scope creep, even beyond the
already broad territorial reach of the GDPR. Similar provisions are found in numerous
other EU-style data protection laws throughout the world.?

25. The EU considers that the data protection laws of Andorra, Argentina, Canada (commercial
organisations only), Faroe Islands, Guernsey, Israel, Isle of Man, Japan, Jersey, New Zealand,
Republic of Korea, Switzerland, United Kingdom and Uruguay are adequate (see Annex
11). The EU-US Privacy Shield Framework, which was designed by the US Department of
Commerce and the European Commission to provide a basis for data transfers with adequate
data protection from the EU to the US, was invalidated by the CJEU in the 2020 Schrems II
decision. See Judgment of 16 July 2020, Data Protection Commissioner v. Facebook Ireland
Ltd, Maximilian Schrems, C-311/18, ECLI:EU:C:2020:559. In March 2022, the EU and the
US announced an in-principle agreement on a new “Trans-Atlantic Data Privacy Framework”
to be put in place to address the Schrems II decision.

26. The Brazil Act, for example, applies to any data processing operation carried out by a natural
person or by a public or private legal entity, regardless of the medium, the country of its head-
quarters or the country where the data is located, provided that: (1) the processing operation is
carried out in the Brazilian territory; (2) the processing activity aims at offering or supplying
goods or services or processing data of individuals located in the Brazilian territory; or (3) the

10
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Example: An EU-based arbitrator is appointed in an arbitration administered by a
non-EU based institution. No other Arbitral Participant is subject to the GDPR. The
EU-based arbitrator will be bound by the GDPR and obliged to process any personal
data in connection with the arbitration in compliance with the GDPR’s requirements,
including having a lawful basis for transferring data outside the EU in connection
with the arbitration. Depending on the circumstances, this may involve putting in
place European Commission-approved standard contractual clauses, which will have
the practical result that the non-EU based Arbitral Participants agree to be bound by
the main provisions of the GDPR. Where it is not feasible to put standard contractual
clauses in place for a justifiable reason, it may be possible to transfer based on the
derogation for transfers “necessary for the establishment, exercise or defence of legal

claims”.?’

C.

ROLES UNDER DATA PROTECTION LAWS

Arbitral Participants covered by an EU-style data protection regime have obligations
under the data protection laws that apply to their data processing activities including
during an arbitration.

27.

personal data subject to processing has been collected on Brazilian territory (Brazil Act Art.
3). The California Act applies to organisations “doing business in California”, a criterion that
is not precisely defined within the law. However, citing the California Franchise Tax Board,
commentators have written that “out-of-state entities collecting, selling or disclosing personal
information of California residents [may be understood to] fall under the scope of the CCPA”
if they are “actively engaging in any transaction for the purpose of financial or pecuniary gain
or profit.” (Data Guidance, Comparing Privacy Laws: GDPR v. CCPA, available at https://fpf.
org/wp-content/uploads/2018/11/GDPR_CCPA_Comparison-Guide.pdf).

The GDPR provides a specific derogation or exception from certain of its provisions where
processing is “necessary for the establishment, exercise or defence of legal claims”, which
should be applied to arbitration and is referred to herein as the “Legal Claims Derogation”.
This includes: (1) the derogation from the GDPR’s third-country transfer restrictions for
transfers (GDPR Art. 49(1)(e)); (2) a lawful basis for processing sensitive data (GDPR Art.
9(2)(D); (3) an exception to the right to erasure or to stop processing (GDPR Art. 17(3)(e));
and (4) as applied by some Member State laws, to allow the processing of Criminal Offence
Data.

11
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The extent of these obligations depends on the Arbitral Participant’s status under the
applicable data protection law as a controller (who often will be acting in parallel with
other independent controllers), a joint controller,?® or a processor.”’

1. Data Controllers

Under EU-style data protection laws, the data controller is primarily responsible for
compliance and demonstrating compliance. Data controllers can be natural or legal per-
sons, irrespective of (1) whether they are for profit or not;*® (2) whether they are private
law or public law entities; and (3) their size.

The data controller determines “the purposes and means of the processing of personal
data” 3! Applying this definition, most Arbitral Participants are likely to be considered
data controllers because, by virtue of their function, they control the purpose and means
of the processing of personal data in the context of an arbitration (although they do not
control the processing of data by other Arbitral Participants). For example, both barris-
ters* and solicitors®® are typically considered to be data controllers by data protection
authorities in the EU and the UK when performing case work.

28. “Joint controllers” are where two or more controllers jointly determine the “purposes and
means” of the data processing (GDPR Art. 26(1)).

29. A “processor” means a natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller (GDPR Art. 4(8)).

30. An exception being California where the California Act only extends to controllers that are
for-profit.

31. See, e.g., GDPR Art. 4(7); Brazil Act Art. 5(VI).

32. With respect to data controllers, the EU Working Party has illustrated the concept of a data
controller in the following example: “A barrister represents his/her client in court, and in rela-
tion to this mission, processes personal data related to the client’s case. The legal ground for
making use of the necessary information is the client’s mandate. However, this mandate is not
focused on processing data but on representation in court, for which activity such professions
have traditionally their own legal basis. Such professions are therefore to be regarded as inde-
pendent “controllers” when processing data in the course of legally representing their client.”
EU Working Party, “Opinion 1/2010 on the Concepts of ‘Controller’ and ‘Processor’”, WP
169, 16 February 2010, at 29 (“Controller/Processor Opinion”).

33. The ICO is the UK Information Commissioner’s Office set up to uphold information rights,
including under data protection law. The ICO has taken the view that solicitors are data con-
trollers. See Controller/Processor Opinion, at 28; ICO, “Data controllers and data processors:
what the difference is and what the governance implications are”, Data Protection Act 1998,
paras 40-43.

12
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2. Joint Controllers

The GDPR has introduced the concept of “joint controllers” who “jointly” determine the
“purposes and means” of the data processing.** Where the GDPR applies, each of the
joint controllers is responsible for compliance with the GDPR. They are also jointly and
severally liable for any data protection violation with a possibility for recourse against
the other joint controller(s) if it can be established that they were responsible for part of
the damage.* This concept is similarly found in other newer data protection laws enacted
after the GDPR, like the Brazil Act, but not in many older data protection laws.*¢ If Arbi-
tral Participants are joint controllers, they are required to make arrangements to allocate
the risks involved, for example through a data protection protocol.”’

The possibility of shared or parallel responsibility of Arbitral Participants bears out the
importance of data protection compliance by all Arbitral Participants. Although not spe-
cifically related to arbitration, decisions of the Court of Justice of the European Union
(“CJEU”) under the Data Protection Directive indicate that the notion of joint control-
lership is to be broadly interpreted. However, the liability of a joint controller is limited
to the processing of data for which that controller “actually determines the purposes and
means” of the processing and does not extend to the overall chain of data processing for
which it does not determine the purposes and means. Nevertheless, under the GDPR, the
joint controller would likely be liable in full to the person whose data has been unlaw-
fully processed and will then be able to have recourse against other joint controllers.*®

Unless otherwise indicated, this Roadmap is based on the premise that Arbitral Partic-
ipants are either data controllers (often in parallel with other controllers) or joint con-
trollers as far as their arbitration activities are concerned. To establish whether Arbitral

34. GDPR Art. 26(1). The addition of the joint controller concept to the GDPR followed relevant
case law in the EU under its predecessor legislative instrument, the Data Protection Direc-
tive, which provided that controllers would be considered “joint controllers” under certain
circumstances.

35. GDPR Art. 82(5).

36. The Brazil Act provides that “controllers who are directly involved in the treatment of which
damage has occurred to the data subject are jointly and severally liable ...” (Brazil Act Art.
42, Paragraph 1, II).

37. A “data protection protocol” refers to a document addressing data protection whereby the
roles and responsibilities of data controllers and processors vis-a-vis the processing of per-
sonal data are identified and agreed. This is required by the GDPR for joint controllers.

38. See Judgment of 29 July 2019, Fashion ID GmbH & Co. KG v. Verbraucherzentrale NRW
eV, C-40/17, ECLLI:EU:C:2019:629, paras 74, 85. See also Judgment of 5 June 2018, Wirt-
schaftsakademie Schleswig-Holstein C210/16, EU:C:2018:388; Judgment of 10 July 2018,
Tietosuojavaltuutettu,, C25/17, EU:C:2018:551; GDPR Art. 82(5).
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Participants are either (1) controllers (who are likely to be acting alongside other control-
lers with parallel responsibilities); or (2) joint controllers, involves a factual assessment,
which turns on the question as to whether they can properly be considered to jointly
determine the “purposes and means” of the processing of personal data.

3. Data Processors

Data controllers (including joint controllers) can delegate the processing of data under
their control to a data processor, which is defined as “a natural or legal person, public
authority, agency or other body which processes personal data on behalf of the control-
ler” (e.g., GDPR Art. 4(8)).* Under EU-style data protection laws, data controllers may
only delegate processing activities to data processors if they enter into data processing
agreements on terms prescribed by the applicable law.

To qualify as a data processor, the party must meet the following criteria:

— Act under the instruction of a data controller in undertaking their tasks;

— Not be responsible for deciding the purposes and means of the data process-
ing; and

— Be retained under a (GDPR-compliant) data processing agreement allowing
the data controller to direct the processing and stop it at any time.

In the context of arbitration, Arbitral Participants will generally not qualify as data pro-
cessors because, by virtue of their function, they control the purposes and means of the
data processing.

However, an Arbitral Participant may wish to engage a third party to process data, in which
case they should ensure that the controller retains control over the purposes and means of
the data processing and that a compliant data processing agreement is put in place.*’

Tribunal secretaries, e-discovery professionals, transcribers, interpreters, online case
management platform providers, remote hearing platform providers and other service
providers (not being employees of the Arbitral Participants) may be considered data
processors, depending on who directs the purposes and the means of the processing,
requiring that a GDPR-compliant data processing agreement is entered into with such
persons or entities.

39. A similar definition of data processor is found on Art. 5(VII) of the Brazil Act: “natural per-
son or legal entity, of public or private law, that processes personal data in the name of the
controller”.

40. See GDPR Art. 28 (3) for the requirements for a GDPR-compliant data processing agreement.
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Example: To prepare a claim, a party collects documents containing personal data that
it provides to its outside legal counsel.

The collecting and collating of documents relevant to potential claims may be carried
out by database service providers, whose job it is to collect data on the instruction of
the party or counsel. They would thus be considered to be data processors without the
responsibility for deciding the means and purposes for data processing, subject to the
rules established in the applicable data protection laws for data processors.

Counsel distils from those documents the relevant information, which includes per-
sonal data, and records that information in submissions and evidence, which is then
provided to the administering institution and the tribunal. In order to perform their
duties, legal counsel, the institution and arbitrators are likely to determine the “pur-
poses and means” of the data processing and will therefore be considered to be data
controllers (or joint controllers if they jointly control the purpose and means of the
processing) and thus subject to the rules established in the applicable data protection
laws for data controllers or joint controllers.

These potentially overlapping individual compliance responsibilities create compet-
ing obligations that need to be reconciled. This is further complicated by the fact that
Arbitral Participants may not be subject to the same data protection laws and others
may not be subject to any data protection law at all. The orderly conduct of the pro-
ceedings will therefore be facilitated by the issuance of Data Protection Directions in
the first procedural order, the terms of reference or in a data protection protocol (see
Section II.B.3.c and Annexes 7 and 8).*!

D. LAWEFUL BASIS FOR PROCESSING

Where an EU-style data protection law applies to an Arbitral Participant, the most fun-
damental question one must address is what is the “lawful basis” for the data processing.

41. “Data Protection Directions” are procedural directions issued by an arbitral tribunal in the
form of a procedural order, terms of reference, or a data protection protocol setting out how
data protection will be addressed during the arbitration. They may be issued on an agreed
basis or ordered by the arbitral tribunal.
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Arbitral Participants exchange significant amounts of information, often across borders.
This information contains personal data (sometimes including sensitive** and criminal
data). Those exchanges are essential for the proper administration of justice by means of
international arbitration and the enforcement of the parties’ rights in the arbitral process.
However, these exchanges of information must also be lawful under the applicable data
protection laws.

Under most EU-style data protection laws, a specific legal ground for the data process-
ing must exist in order for the processing to be lawful (the so-called “lawful basis” for
processing).* Depending on the purpose of the data processing and the controller’s rela-
tionship to the data subject, the controller has a number of available lawful bases upon
which to process data.

In most jurisdictions, including in the EU, there is no universal legal basis for lawful
processing of data in the specific context of arbitration. Rather, the decision as to which
legal basis to rely on for the processing of personal data in an arbitration is fact-driven
and case-specific. Depending on the circumstances of the case, the potential lawful bases
may be different for different Arbitral Participants and for different types of personal
data (e.g., witness data, data contained in the documentary evidence, sensitive or “spe-
cial category” data, criminal data). Moreover, it is also required that the personal data is
not processed in a manner that is unlawful generally (for example not in breach of con-
fidentiality obligations).

As set forth below in Section II, the proper functioning of an arbitration where an
EU-style data protection law applies to an Arbitral Participant requires establishing the
lawful basis of the data processing at the outset of the proceedings.

42. The GDPR refers to “special categories of personal data”, which is also commonly referred
to as “sensitive data”, and is defined in the GDPR as data which reveals racial or ethnic ori-
gin, political opinions, religious or philosophical beliefs or trade union membership, and the
processing of genetic data, biometric data for the purpose of uniquely identifying a natural
person, data concerning health or data concerning a natural person’s sex life or sexual orien-
tation. A similar list of sensitive data is found in Art. 5(II) of the Brazil Act. Under the GDPR,
processing of special category data is allowed, among other reasons, where necessary for the
establishment, exercise or defence of legal claims or whenever courts are acting in their judi-
cial capacity (GDPR Art. 9(1) and 9(2)(f)).

43. The California Act does not have a list of positive legal grounds required for collecting, sell-
ing, or disclosing personal information. Rather, it only provides that businesses must obtain
the consent of consumers when they enter into a scheme that gives financial incentives on the
basis of the personal information provided. See California Act Section 1798.120.
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Example: The parties present documents — such as submissions — and evidence in-
cluding work-related emails, witness statements, contracts and other materials identi-
fying individuals. All the information identifying or allowing individuals to be identi-
fied constitutes personal data and requires a lawful basis for processing. In the context
of an arbitration under the GDPR, the lawful basis is likely to be based on legitimate
interests (see Section 11.B.3.c(1)).

E. DATA TRANSFER RULES

In addition to a lawful basis for data processing, EU-style data protection laws require a
lawful basis for third-country data transfers.

This is one of the most obvious ways that data protection laws apply to international
arbitrations. Given the transnational nature of international arbitration, it is common
for an arbitration to involve Arbitral Participants from different jurisdictions, who are
subject to different data protection regimes. Each personal data transfer to each different
region or country typically must have a lawful basis.

EU-style data protection laws restrict the transfer of data to third countries to ensure that
individuals receive a universal level of rights under the laws and that a party does not cir-
cumvent its legal obligations by transferring data to a jurisdiction where the standards of
protection of personal data are lower. The same restrictions may also apply to data trans-
fers to international organisations, as is the case in the EU.* Some countries, including
China and Russia in some instances, may apply a more stringent transfer regime, essen-
tially prohibiting most data transfers out of the jurisdiction in certain circumstances.

By way of example, below are four scenarios in which third-country data transfers are
allowed under the GDPR:

1. First, third-country transfers are allowed if the country has been deemed by
the EU Commission to provide an adequate level of data protection (i.e., the
country is the subject of an “adequacy decision”);*

44. GDPR Art. 44.

45. An “adequacy decision” refers to a decision by the European Commission that a third coun-
try’s data protection laws are considered to be adequate. An adequacy decision allows data
to be transferred outside the EU/EEA or to an international organisation without any fur-
ther authorisation or notice because adequate protections apply as a matter of law (GDPR
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2. Second, if data is to be transferred to a country without an adequacy deci-
sion, one of the expressly listed “appropriate safeguards” should be put in
place where feasible, which in the case of arbitration most likely would be the
“standard contractual clauses” (see Annex 6);*

3. Third, where there is no adequacy decision and appropriate safeguards are
not feasible either, a specific derogation can be relied on, which in the case of
arbitration will often be the legal claims derogation, allowing transfers where
“necessary for the establishment, exercise or defence of legal claims”, and
provided that the other conditions for the application of that derogation are
met including that the transfer is occasional, necessary for the arbitration, and
that the personal data has been minimised;*’ and

4. Lastly, if none of the express derogations is applicable, a party may rely on its
“compelling legitimate interests” as a basis for the transfer of data. However,
this is a high threshold to meet, and also requires notification to both the data
subjects and the supervisory authority, which means that it is unlikely to be
often applied in practice in international arbitration.*®

As set forth below in Section I1, where an EU-style data protection law applies, the basis
relied upon for third-country data transfers should be established at the outset of the pro-
ceeding to avoid issues at a later stage.

Example: In an arbitration between a Brazilian company and a French company un-
der the rules of an EU arbitral institution, arbitrators are appointed from the EU, Bra-
zil and the USA. The EU arbitral institution and EU-residing arbitrator will have to
comply with the GDPR’s data transfer restrictions for data transfer to the Brazilian
and USA based arbitrators. Since neither Brazil nor the USA is deemed to provide ad-
equate protection, standard contractual clauses or another adequate safeguard should
be put in place where feasible. If that is not feasible, the legal claims derogation can
be relied upon, in which case certain requirements must be met, including that the
transfer is occasional, necessary for the arbitration, and that the personal data has been
minimised. The Brazilian arbitrator will also have to comply with the data transfer

Art. 45(1)). The most recent adequacy decision prior to the publication of the Roadmap cov-
ered the UK after Brexit.

46. As described in Annex 6, the standard contractual clauses include the most important obli-
gations under the GDPR, in which case data can be transferred outside the EU without any
further protections because adequate protections apply as a matter of contract..

47.
48.
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restrictions in the Brazil Act whenever personal data covered by that Act is transferred
to the other Arbitral Participants, and the US arbitrator will need to consider what
data protection laws apply to them and what can be done to facilitate personal data
transfer during the arbitration, including entering into standard contractual clauses if
requested to do so.

F. DATA PROTECTION PRINCIPLES APPLICABLE IN ARBITRATION

As a survey of all data protection laws in force globally is not feasible, the Roadmap
focuses on nine principles of data protection law that are common to EU-style data pro-
tection laws adopted around the world:*

1. Fair and Lawful Processing. Personal data must be processed in a manner that is fair
and lawful, which means that data can only be processed if there is a lawful basis for it
(as discussed in Section 1.D).

2. Proportionality. Data protection laws should be applied in a proportionate manner,
taking into consideration the rights and interests of the data subject, as well as the rights
and interests of third parties, for example, including parties to the arbitration and the
need for fair and efficient administration of justice, keeping in mind that in all cases ade-
quate protection must be afforded to the data subject and their personal data.

3. Data Minimisation. The amount of personal data must be limited to what is necessary
for the purpose of the data processing.

4. Purpose Limitation. Personal data may only be collected for a specific and legitimate
purpose and may not be processed in a manner that is not compatible with that purpose.

5. Data Subject Rights. Individuals whose personal data is collected and processed
have the right to access their personal data and other important rights with respect to the
processing of their data.

49. These principles overlap to some extent, and the list could be expanded, but they are common
to most data protection laws around the world. In the EU, these principles are consolidated
in Articles 5 and 12-22 of the GDPR, and in Brazil in Article 6 of the Brazil Act. See, e.g.,
Daniel Cooper and Christopher Kuner, “Data Protection Law and International Dispute Res-
olution”, 382 Recueil des cours/Collected Courses of the Hague Academy of International
Law 9-174 (2017), at 43 (describing similar principles as they applied under the Data Protec-
tion Directive).
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6. Accuracy. Personal data that is collected and processed must be valid, relevant, com-
plete for the purposes for which it is used and must be kept up to date.

7. Data Security. Data controllers must take appropriate technical and organisational
security measures to protect personal data against the potential risks involved in process-
ing, including procedures in the case of data breach.

8. Transparency. Data subjects have a right to information regarding the processing of
their personal data, which includes the right to be notified that such processing is taking
place and their rights under the relevant law.

9. Accountability. Data controllers are required to keep a record of their data protection
compliance efforts in order to demonstrate compliance.

The remainder of this Section considers each of these nine principles in turn.
1. Fair and Lawful Processing
Personal data must be processed fairly and lawfully in relation to the data subject.

As discussed in the preceding Section, lawfulness entails that personal data may only be
processed if there is a legal basis for it.

With respect to fairness, the notion of fairness in data protection law aims to ensure that
personal data is processed typically only in ways that data subjects would reasonably
expect. The data subject’s expectations are framed by considerations such as: (1) how the
personal data was obtained; (2) whether they have been notified; (3) if notice was given,
what purpose for the processing was notified to them; and (4) whether they could have
expected that their personal data would be used in the manner in which it is being used.
The notion of fairness also entails that personal data cannot be used in a manner that
has an unjustified adverse effect on the data subject (note that the processing can have
adverse effects, provided they are justified).

In the arbitration context, fairness triggers the question as to whether the data subject,
whose data is processed during the arbitration, could have anticipated the processing
thereof in view of how it was collected and the notices given to the data subject. It will
also take into account whether processing will have adverse effects on the data subject
that are not justified by the needs of the processing for the arbitration. This may depend
on the role the data subject played in the underlying dispute as well as in the arbitration.
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Example: Email correspondence is submitted in an arbitration, identifying individuals
who are employees of the parties. The emails also identify other data subjects who are
not employed by either party. Applying the fairness principle, the party and its counsel
that are processing the document for the arbitration should query: (1) whether, consid-
ering all the facts, the individuals would have expected this processing; (2) whether it
will have adverse consequences for them; and (3) if so, whether the consequences are
justified. While the outcome will depend on the nature of the personal data in question
and the purposes of the use in the arbitration, the fairness doctrine will typically not
prevent personal data most commonly found in business email correspondence from
being adduced as evidence (although culling and redaction/pseudonymisation may be
required in certain circumstances).

2. Proportionality

As a general matter, data protection laws are intended to be of a mandatory nature. Yet,
the fundamental right to the protection of personal data is not an absolute right. Under
the GDPR, this requires consideration of the nature, scope, context and purpose of pro-
cessing and the risks posed to the data subject, taking into consideration the nature and
extent of the personal data being processed (e.g., GDPR, Recital 4, Art. 24).%° This “pro-
portionality principle” is found throughout many modern data protection laws.

Proportionality cannot lead to the inapplicability of data protection laws, but rather may
impact how data protection laws should be given effect based on the context of the data
processing, the risk posed to the individual whose data is being processed, and the nature
and extent of the personal data being processed.

In the context of an arbitration, this means that, where the law so provides, consideration
should be given to the rights and interests of the data subject, the rights and interests
of parties to the arbitration, those of third parties, and the need for a fair and efficient
administration of justice.

Depending on the context, relevant considerations could be, among others: (1) the type
of personal data being presented in the arbitration; (2) what risks the processing for the

50. See, for the EU, European Data Protection Supervisor, “EDPS Guidelines on assessing the
proportionality of measures that limit the fundamental rights to privacy and to the protec-
tion of personal data”, https://edps.europa.eu/sites/edp/files/publication/19-12-19 edps_
proportionality guidelines2 en.pdf (Dec. 19, 2019); see also Handbook on European Data
Protection Law, European Union Agency for Fundamental Rights (2018).
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arbitration poses to the data subject as an individual; (3) what purpose for the processing
was notified to them; (4) whether they are involved in the arbitration; (5) how the per-
sonal data was collected; and (6) what were/are their expectations about the processing
of that data based on the notices they have been provided. Consideration should also be
given to the parties’ rights and interests at stake in the arbitration, as well as those of third
parties that may be impacted.

In practice, for example, proportionality would generally entail that sensitive data (such
as medical records) is subject to a higher level of protection than business related per-
sonal data (such as business email communications) because the data subject could rea-
sonably expect data contained in professional email correspondence may be processed
for a legal claim, while such expectation may be much less obvious for the data subject’s
medical records depending on the case. Moreover, the risk posed to the data subject may
be greater from the processing of their medical records compared with standard business
correspondence.

However, although the means by which the data protection rules are applied may vary
based on the rights at stake and the risks to the data subject, this does not mean that those
rules do not apply, but rather that the manner in which they are applied may vary — for
example the extent of the security requirements to be applied or how much data minimi-
sation is required. In all cases, however, adequate protection must be afforded to the data
subject and their personal data.

3. Data Minimisation

The concept of data minimisation is fundamental to EU-style data protection regimes.
For example, Article 5(1)(c) of the GDPR states that “personal data shall be adequate,
relevant and limited to what is necessary in relation to the purposes for which they are
processed (‘data minimisation’)”.%!

In the context of arbitration, data minimisation is required in all stages of the arbitral
process. Data minimisation requires Arbitral Participants to ensure that the amount and
type of personal data processed is adequate, relevant and limited to what is necessary for
the lawful purpose of the processing (i.e., preparing a case for arbitration, prosecuting,
defending against, or deciding a claim, administering the proceedings, or retaining data
in relation to the arbitration after completion of the proceedings).

51. According to Article 18(IV) of the Brazil Act, for example, data subjects have the right to
obtain the anonymisation, blocking or deletion of unnecessary or excessive data or data pro-
cessed in a manner that is not compliant with the law.
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Data minimisation obligations are particularly relevant in the selection, production and
disclosure of documents. It remains to be seen whether in practice timely and more
extensive culling for relevance and redaction of unnecessary personal data will become
more widespread as a result of EU-style data protection laws, keeping in mind that doc-
ument production for arbitration is more limited than in litigation.

Example: A law firm asks its client (a potential party to an arbitration) to provide a
copy of the email boxes of anyone potentially related to the transaction at issue in
a potential arbitration from the time the transaction was first contemplated until the
present time. The data minimisation principle requires both client and law firm to
consider whether the personal data likely to be contained in the email boxes is rele-
vant for the purpose of bringing or defending the claim and whether the request has
been limited to what is necessary for the purpose of bringing or defending a claim in
arbitration. If not, efforts should be made to limit: (1) the volume of data collected, for
example by restricting date ranges to the most relevant time periods and custodians
to those specific employees who were directly involved in the transaction in question;
and (2) the amount of personal data that is included.

In the case of the GDPR, for example, if the law firm is based in the US and the party
in the EU, this will also raise third-country data transfer concerns.” Standard contrac-
tual clauses or another adequate protection should be put in place where feasible, and
where this is not feasible, transfer may be lawful on the basis of the legal claims der-
ogation on certain conditions. In terms of what conditions may apply when the dero-
gation is relied on, the transfers must be occasional and, for example, the EU Working
Party provided guidance in the context of data transfers to the US for purposes of dis-
covery for US litigation, setting out that the data set should be culled for relevance,*
efforts should be made to redact or pseudonymise personal data** and confidentiality
provisions put in place where possible before the transfer is made.

52. Under the GDPR, a “third country” means any country outside of the European Union and the
EEA, including, for example, the US and the UK after Brexit.

53. “Culling” means filtering data.

54. “Pseudonymisation” means the processing of personal data in such a manner that the per-
sonal data can no longer be attributed to a specific data subject without the use of additional
information, provided that such additional information is kept separately and is subject to
technical and organisational measures to ensure that the personal data is not attributed to an
identified or identifiable natural person. See GDPR Art. 4(5); Brazil Act Art. 13 Paragraph 4;
California Act Sections 1798.100(e), 1798.140(r), 1798.145(1).
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4. Purpose Limitation

The principle of purpose limitation is related to the transparency requirement, in that the
data subject should receive a notice, identifying the purpose of the processing of their
personal data. The subsequent processing activities should then be limited to the purpose
that was notified to the data subject. >

Typically, a large portion of personal data contained in documents exchanged during an
arbitration will be personal data of the parties’ employees/staff, clients or business coun-
terparties, gathered in the context of the ordinary business or other activities that led to
the dispute. The evidence processed by a party will normally not have been created for
the purpose of bringing a claim, but is collected and processed for use in an arbitration.

If personal data is processed by Arbitral Participants who did not originally collect the
data, which is often the case, the possibility of processing for the purpose of the arbitra-
tion must either have been included in the original notice given to the data subject or be
compatible with the purpose identified therein.

For example, under the GDPR, the factors to be considered when deciding whether fur-
ther data processing is compatible with the originally notified purpose are: (1) the pres-
ence of any link between the original purpose and the new purpose; (2) the context in
which the data was collected (“in particular the reasonable expectations of data subjects
based on their relationship with the controller as to their further use”); (3) the nature of
the personal data (for example, business correspondence and documents as opposed to
patient medical information); (4) the possible consequences of the further processing;
and (5) the existence of appropriate safeguards.*®

Deciding whether the purpose is compatible with the originally notified purpose involves
a fact-specific analysis. Compatibility depends on the original purpose notified to the
data subject. For example, the use of employee and business-related information in an
arbitration, in which the specific data subject’s actions are at issue, may well be compat-
ible with the purpose for which the data was originally processed, given their role in the
organisation. Depending on the employee’s role, they may have known or expected that
information containing their personal data could potentially be processed for legal pro-
ceedings. This may be the case where the personal data is contained in business emails
and other business correspondence and documents. Making this determination depends

55. GDPR Art. 5(1)(b) states that “personal data shall be collected for specified, explicit and
legitimate purposes and not further processed in a manner that is incompatible with those
purposes ... (‘purpose limitation’)”.

56. GDPR Recital 50.
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on the purpose for which the data was originally collected. Although not determinative,
it is helpful if the data subject was informed in advance of the possibility that their per-
sonal data could be used in a dispute resolution procedure.

In the EU, Member States can derogate from the application of the purpose limitation. In
Germany, for example, controllers are permitted to process personal data for a purpose
other than the one for which the data was collected where the legal claims derogation
applies,”” unless the data subject has an overriding interest in not having the data pro-
cessed.’® In Brazil, new uses — for other purposes — of personal data made manifestly
public by the data subject are permitted, provided that the purposes for the re-processing
are legitimate, that the data subject rights are guaranteed, as well as that the fundamental
rights and principles set out in the Brazil Act are preserved.”

Example: When the General Counsel was hired at Company X, they were informed
that their personal data would be processed where necessary in the normal course of
their activities as General Counsel. They have now left the company. A dispute arises
with Company Y and an arbitration is commenced. Company X would like to submit
evidence in the arbitration that contains the General Counsel’s personal data, includ-
ing their signature on a contract, minutes of meetings they attended and emails they
exchanged. The further processing of their personal data for purposes of the arbitra-
tion would be within the scope of their function at the company as notified to them.
Hence, it would likely fall within the purpose limitation.

5. Data Subject Rights

EU-style data protection laws, including for example, the GDPR and the Brazil Act,
grant data subjects important rights with respect to the processing of their personal data,
several of which are likely to apply to Arbitral Participants. Data subject rights is an area
in which there are significant differences among countries with EU-style data protection
regimes.®

57. Meaning that the processing is “necessary for the establishment, exercise or defence of legal
claims”.

58. German Act to Adapt Data Protection Law to Regulation (EU) 2016/679 and to Implement
Directive (EU) 2016/680 Section 24.

59. Brazil Act, Art. 7, Para. 7.

60. Art. 18 of the Brazil Act lists the main data subject rights in Brazil, which are similar to
those in the GDPR.
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When the GDPR applies, data subjects are granted the following rights:

The right of access and to obtain a copy of the personal data being processed
(also referred to as a “data subject access request”),’! except that “[t]he right
to obtain a copy ... shall not adversely affect the rights and freedoms of
others”;%

The right to request modification of their data, including the correction of
errors and the updating of incomplete information;®

The right to withdraw consent if consent was the basis for processing, pro-
vided that “[t]he withdrawal of consent shall not affect the lawfulness of pro-
cessing based on consent before its withdrawal”;*

The right to object to data processing where the lawful basis relied upon is
a legitimate interest, in which case the controller should demonstrate that
a compelling legitimate interest overrides the interests or the fundamental
rights and freedoms of the data subject;® and

The right to erasure — also referred to as the right to deletion or the right to
be forgotten — which allows a data subject to request, under certain circum-
stances, that their personal data be erased.%

Arbitral Participants subject to the GDPR should also keep in mind that national laws
may provide derogations from the GDPR, which may impact the extent of the data sub-
ject rights in arbitration proceedings.

Example: An individual who acted as a sub-contractor to the claimant makes a data
subject access request to respondent’s counsel (or the tribunal) requesting access to all
personal data about them that has been processed in the context of the arbitration pro-
ceeding. Under the GDPR, for example, respondent’s counsel (or the tribunal) must
address the request without undue delay and in any event within one month, unless
extended. The responding party should bear in mind, however, that the right to elec-
tronic access or to obtain a copy “shall not adversely affect the rights and freedoms of
others” (GDPR Art. 15(4)) and that it must consider its own legal and ethical obliga-
tions before providing the requested information. This may affect whether documents

6l.
62.
63.

64.
65.
66.
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GDPR Art. 15; California Act Sections 1798.100(d), 1798.110, 1798.115.
GDPR Art. 15(4).
GDPR Art. 16; in contrast to the GDPR, no right of rectification exists under the California

Act.

GDPR Art. 7(3).
GDPR Art. 21; California Act Section 1798.120.
GDPR Arts. 12, 17; California Act Sections 1798.105, 1798.130(a), 1798.145 (g)(3).
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or document extracts are provided to the sub-contractor, and if so which ones. The re-
sponding party should also consider whether an exception applies under national law
(for example, in Germany with respect to privileged information). Considering these
issues before they materialise through Data Protection Directions will help minimise
any impact on the process (see Section II.B.3.c and Annex 7).

6. Data Accuracy

Data controllers are expected to take all reasonable steps to ensure the personal data they
process is not incorrect or misleading as to any matter of fact.®” There is also a general
obligation to keep the personal data up to date, although this will depend on the purpose
of the processing (for example, in an arbitration, it should not be required to update per-
sonal data in the record about facts which occurred in the past, unless it becomes clear
that the facts in the record are wrong or misleading). If it comes to light that personal
data is incorrect or misleading, reasonable steps should be taken to promptly correct or
erase it.

Example: Evidence is submitted in an arbitration including evidence involving an
employee of the respondent, for which the claimant submits emails and photographs
as evidence. The employee claims that the evidence has been falsified and brings a
data subject request to the claimant, claimant’s counsel, the institution and the tribunal
asking that their personal data be corrected. This question is complex, and addressing
these issues will be highly case specific, but advance planning, for example, through
the adoption of Data Protection Directions may limit any negative impact the rights
request will have on the arbitration (see Section I1.B.3.c and Annex 7).

7. Data Security and Data Breach

EU-style data protection laws require all users of personal data, including both data pro-
cessors and data controllers, to apply reasonable data security to personal data, referred
to in this Roadmap as information security measures and in the GDPR as “appropriate

67. See, e.g., GDPR Art. 5(1)(d): “personal data shall be accurate and, where necessary, kept up
to date; every reasonable step must be taken to ensure that personal data that are inaccurate,
having regard to the purposes for which they are processed, are erased or rectified without
delay (‘accuracy’)”.
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technical and organisational measures”.%® Deciding what security measures are “appro-
priate” requires consideration of the potential risk to data subjects, the existing infor-
mation security measures of the Arbitral Participants, and what physical and technical
measures are appropriate given the risks to the data subjects. Moreover, as part of enter-
ing into standard contractual clauses, the parties to those clauses are required to provide
a description of the data security provisions that will be in place after the transfer (see
Annex 6).

As discussed further in Section 11, Article 32 of the GDPR imposes the primary obliga-
tion on controllers and processors to ensure that data is processed securely, which will
need to be applied during an arbitration where the GDPR applies. When deciding what
information security measures are appropriate, consideration must be given to the “state
of the art”, implementation costs, data minimisation, and the circumstances and the risk
level of the processing, with a focus on the risks to the data subject.

When a data breach occurs, this raises important questions about what notification
requirements apply to the Arbitral Participants. Given the risks associated with data
breaches, as discussed in Section I, these questions should be addressed at the outset of
the arbitral proceedings, and agreeing to a data breach protocol as part of the Data Pro-
tection Directions is usually advisable.

Example: An arbitrator involved in a case in which significant personal data has been
exchanged in the record uses a personal email account with an insecure email pass-
word and no encryption. They travel frequently, fail to use a screen protector and
regularly connect from public Wi-Fi and have documents printed at their hotel. It is
unlikely that the degree of information security applied by the arbitrator is appropriate
to protect the personal data exchanged in the arbitration and it would likely violate
applicable data protection standards.

The arbitrator becomes aware that their system has been compromised and that access
to all their files in 20 ongoing cases have been exposed. The arbitrator will need to
comply with their obligations under any data breach protocols in place in those cases.
In cases where data breach protocols are not in place, the arbitrator will usually want
to promptly notify the other Arbitral Participants so they can comply with their data
protection and other obligations.

After becoming aware of the data breach, each Arbitral Participant will then need to
decide what notification obligations apply to them. Whether the Arbitral Participant

68. See GDPR Art. 32.
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has a duty to notify the supervisory authority or the data subject and the extent of this
duty is fact specific.

Under the GDPR, they will need to consider whether this breach is likely to result in
a risk to the rights and freedoms of those data subjects whose data has been exposed,
in which case they must notify the breach to the relevant supervisory authority or au-
thorities without undue delay and, where feasible, do so not later than 72 hours after
becoming aware of the breach. If the risk is high, notification is also required to the
data subjects impacted (see Section I1.B.3.c(4)).

8. Transparency

Transparency requires data subjects to be provided with notice in plain language about
the processing of their personal data and the purpose for the processing. This can be done
through general notices, specific notices or a combination of the two, as long as the data
subject has actual notice of the processing or potential processing of personal data.

Arbitral Participants should determine what transparency requirements apply to them:
(1) generally, including the publication of adequate data privacy notices; (2) when pre-
paring a file for arbitration; (3) when initiating arbitral proceedings; and (4) during the
arbitral proceedings when new personal data is introduced or processed for a different
purpose. Arbitral Participants should consider issuing (or updating pre-existing) privacy
notices to meet those requirements.

Privacy Notices. Even before a specific arbitration is contemplated, Arbitral Participants
should consider issuing privacy notices, explaining to actual and potential data subjects
why and how they process their personal data and what rights data subjects have. Privacy
notices will often be posted on the Arbitral Participant’s website and should address dis-
pute resolution specifically. These notices will be aimed at third parties whose personal
data is being processed. Adopting a privacy notice and posting it on the Arbitral Par-
ticipant’s website will often be part of complying with the obligations imposed by, for
example, GDPR Articles 13 and 14.%°

69. Annex 9 provides the structure of sample privacy notices for consideration by institutions, arbi-
trators and legal counsel governed by the GDPR and other countries with similar notification
requirements. This Annex may be a starting point for Arbitral Participants when deciding what
to put in their privacy notices, but privacy notices are fact-specific and require careful consider-
ation and tailoring to each Arbitral Participant’s particular situation, activities and needs.
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Notifications. In addition to general privacy notices, Arbitral Participants who are data
controllers or joint controllers are responsible for ensuring that data subjects in a specific
arbitration have been provided with sufficient notification of the data processing. It is
important to note that exceptions to the notification requirements may apply where a data
subject has already been notified of the processing by someone else (in this case, likely
another Arbitral Participant).

Example: Evidence is collected for an arbitration from 25 employees identifying at
least 100 individuals. Subject to consideration of other potential restrictions under
applicable labour law, the transparency doctrine requires that (i) each individual iden-
tified (or identifiable) in those emails has been sufficiently notified of the processing
of their personal data for the arbitration (for example when their email boxes are
screened for relevant information) unless an exception applies and (ii) the processing
of personal data is compatible with the purpose identified in the notice provided to
them at the time of collection. However, the emails will likely also identify persons
from the opposing party and individuals with no ongoing relationship to either party.
Notifying those persons may be problematic. The question is whether the data sub-
jects have been given adequate notice of the data processing, either at the time of
original processing of the data in the ordinary course of business, or in the context
of collection for the arbitration. If not, it needs to be considered whether there is an
exemption from notice requirements in the circumstances of the particular case. In the
case of confidential arbitrations, notifying third parties or even employees at the time
of the dispute can compromise the confidentiality of the process or create strategic
concerns. Where possible, these issues should be addressed and agreed in the Data
Protection Directions (see Section I1.B.3.c and Annex 7).

9. Accountability

Accountability requires those processing personal data to document the compliance
approach they have adopted and measures they have taken towards the protection of
such data. It is a central feature of the GDPR and other EU-style data protection laws.

Under the GDPR, for example, data controllers are expected to be able to “demonstrate
compliance” with these principles as they are implemented throughout the GDPR.” Ade-
quate records should be kept of what compliance measures were taken and why, in such
a manner that they can be shown to the competent authorities if compliance issues were

70. GDPR Art. 5(2); see also GDPR Art. 24(1).
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to arise.”! Although the obligations of Arbitral Participants may be interrelated, they each
have their own independent recording obligations. Similar provisions are found in other
data protection laws that are modelled on the GDPR, such as in Brazil Act (Art. 6(X)).

As there is no specific guidance from courts or data protection authorities at present in
respect of the application of data protection laws in arbitration, the documentation of the
Arbitral Participants’ approach and measures is particularly important to demonstrate
their good faith efforts towards their compliance with data protection laws.

Example: A complaint is brought before a supervisory authority that the data process-
ing during an arbitration violated applicable data protection laws. The supervisory
authority asks the arbitral institution and the arbitrators to provide records evidencing
data protection compliance during the case. A failure to be able to provide records
would likely be a violation of the GDPR’s or Brazil Act’s accountability principle.
Arbitral Participants should therefore agree to how records will be kept of the steps
taken to comply with applicable data protection laws in a manner that can be shown
to a competent authority.

71. Organisations with more than 250 employees must document compliance in accordance with
Article 30 of the GDPR, which provides a list of record-keeping obligations.

31



II. DATA PROTECTION COMPLIANCE IN
INTERNATIONAL ARBITRATION PROCEEDINGS

Based on the overview in Section I describing the general framework for the application
of data protection laws and principles to arbitration and Arbitral Participants, this Sec-
tion II considers how data protection compliance may affect a specific arbitration and the
implications for Arbitral Participants from the time that a party starts to prepare for the
arbitration, until the case has been concluded and the documents are stored or destroyed.

This Section II is organised around the typical procedural steps of an arbitration. It should
be considered together with the Annexes, which contain samples of privacy notices,
generic language to be considered for Data Protection Directions and Data Protection
Protocols, as well as non-exhaustive checklists of issues that parties, their legal counsel,
institutions and arbitrators may want to consider in establishing whether data protection
laws apply to them and how they can be complied with in the context of the arbitration
proceedings.

Arbitral Participants should consider from the outset what data protection laws will
apply to them and the other Arbitral Participants. For the parties and their legal counsel,
that moment may be prior to the initiation of the arbitration when they start to prepare
the case. For the institution, applicability should be considered as of the moment a party
indicates that it is or may be starting an arbitration. For the arbitrators, that moment is
when they are contacted with a view to their appointment as arbitrator in a specific case.
In organisations that have appointed a data protection officer, which will often be the
case for example in a large law firm or company, the officer may be involved in decisions
regarding the protection of personal data during the arbitration.”

A. PREPARING FOR THE ARBITRATION

It is important to recall that data protection laws apply not only during the arbitration, but
also when preparing for an arbitration. This Section reviews the data protection impli-
cations while preparing for arbitration, which will principally concern parties and their
legal counsel.

72. GDPR Art. 38(1).
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Figure 1.
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1. Applicable Data Protection Laws

In preparing for the arbitration, parties and their legal counsel should consider how data
protection may affect the proceedings. Determining what data protection obligations
may arise in relation to the arbitration requires advance examination as to whether the
various Arbitral Participants fall within the scope of a relevant data protection law.”

In the first place, any privacy notices issued by the Arbitral Participants will provide
insight into the approach that the Arbitral Participant takes to data protection compli-
ance, as well as their view of what data protection law may be applicable as well as
their status under that law as a controller, a joint controller with other controllers or a
processor.

In the second place, it is important to consider how data flows are likely to occur in the
case and what the legal basis would be for any necessary data transfers that would be
subject to data protection limitations. So-called “data mapping” in the arbitration con-
text involves determining where the data processed during the arbitration is located and
where it would need to be transferred and processed for the purposes of the arbitration.
This mapping exercise allows parties and their legal counsel to adopt an approach to data
protection compliance with a minimum impact on the arbitration.

Data Flows. Figure I depicts typical data flows in an international arbitration and reveals
how extensive and interconnected they are.”™

For example, where an Arbitral Participant in the EU transfers data to another country
or jurisdiction, they will want to consider the lawful basis for the transfer, including
whether the country has been found by the EU to provide adequate protection (see Sec-
tion I1.B.3.c¢(2)). If this is not the case, the Arbitral Participant should consider whether
it is feasible to enter into standard contractual clauses to permit the transfer. Where this
is not feasible, the Arbitral Participant may be able to rely on the legal claims deroga-
tion for the transfer, in which case it will need to consider the extent to which it needs
to review, minimise, cull and potentially redact personal data before transferring a more
limited data set to Arbitral Participants located outside the EU.

73. In the case of arbitrations administered by an international organisation, see fn. 6.
74. This chart was first published by Herbert Smith Freehills LLP (HSF) in Inside Arbitration —
Issue 8, dated 16 July 2019 and is reprinted with permission.
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2. Roles of Arbitral Participants

Data protection obligations fall on the individual Arbitral Participants, rather than gov-
erning the arbitration proceedings as such. However, the interlinked nature of compli-
ance means that when any Arbitral Participant is bound by data protection laws, this is
may have an impact on the other Arbitral Participants and the process. This makes it
important to identify potential issues early, even if no action is required.

Parties should form a view early in their case preparation as to which of the Arbitral Par-
ticipants are likely to be processing data during the arbitration and whether they will do
so as controllers (generally in parallel with other controllers), processors, or potentially
joint controllers. After the arbitration commences, each Arbitral Participant will need to
determine their own status and ensure that they comply with their data protection obliga-
tions under the law applicable to them (see Section 1.C).

For example, once an Arbitral Participant receives copies of a party’s submissions and
evidence, it likely becomes a data controller of the personal data contained therein (often
in parallel with other controllers) or, depending on the circumstances, joint controllers
as far as their arbitration activities are concerned. On the other hand, tribunal secretaries,
e-discovery professionals, transcribers, interpreters, online case management platform
providers, remote hearing platform providers and other service providers (not being
employees of the Arbitral Participants) may be considered data processors, depending
on who directs the purposes and the means of the data processing.

3. Use of Service Providers

Arbitral Participants often use third-party service providers to render services in relation
to the preparation and conduct of an arbitration, all of whom may have access to parts of
the record. Examples include:

— Arbitral Participants may engage network, cloud hosting and data platform
service providers, and other independent contractors;

— Parties and their legal counsel may engage e-discovery professionals, trans-
lators, transcribers, online case management platform providers, and remote
hearing platform providers;

— Parties, their legal counsel, and arbitrators may engage experts who are likely
to be considered data controllers themselves;”

— Arbitrators may engage ad hoc tribunal secretaries or other assistants (who
are not employees of their firm); and

75. See, e.g., Controller/Processor Opinion at 28.
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— Institutions may assist the parties with hearing facilities where translation and
transcription services are provided, as well as other services performed by
third parties.

The personal data related to the arbitration will need to be processed, and may also
need to be transferred, by each of these third-party service providers in order for them
to provide their services. Depending on who controls the purpose and means of the pro-
cessing, some of the above service providers (for example, experts) may be considered
data controllers in their own right, while others are data processors acting only under the
instructions of the data controller (see Section I.C). In all cases, it will be important that
relevant data protection laws are complied with. Specifically for data processors, it will
be important that they enter into an EU-compliant data processing agreement with the
Arbitral Participant who is the controller.

4. Data Collection and Review

When a dispute arises, the first thing that parties and their legal counsel typically do
is to review the facts by going back through the chain of events that led to the dispute.
This often involves the review of emails, other communications (texts, WhatsApp
messages, etc.) and other contemporaneous evidence of the relevant events. More-
over, in advance of the arbitration, the potential for disclosure during the arbitration
may require the parties and others to suspend their usual data destruction policies or
to make changes to their usual retention or deletion processes to cater for a “litigation/
arbitration hold” in contemplation of arbitration proceedings.

The act of collecting or obtaining documents for the purpose of preparing for an arbi-
tration, or in the context of an arbitration in a broader sense, will constitute processing
of the personal data contained in the documents. This means that during the document
collection and review process, parties and their legal counsel will need a lawful basis for
their data processing activities, as well as a lawful basis for any third-country data trans-
fer that may be necessary in that framework. For example, third-country data transfers
during the preparation or prosecution of an arbitration between a party and their lawyer,
between the offices of a law firm, between co-counsel, or between opposing counsel all
require a lawful basis, in which case standard contractual clauses or other adequate pro-
tection measures can be put in place to ensure compliance.

When preparing cases, parties and their legal counsel should identify and document: (1)
the relevant data subjects or categories thereof; (2) the categories of personal data, sensi-
tive data, personal data of children and any data related to criminal proceedings that are
likely to be processed, as well as whether it is primarily low risk business correspondence
and documentation; (3) the likely impact of that processing on the relevant individuals;
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(4) the lawful basis for processing that data for the arbitration; (5) how applicable trans-
parency obligations have been, or can be, complied with, including whether it is feasible
to provide additional notices without infringing the parties’ rights or the integrity of the
proceedings; and (6) the steps to minimise the processing of personal data to what is
necessary for the lawful basis pursued (e.g., by limiting data collection to specific custo-
dians, data ranges or applying search terms, redaction, pseudonymisation, etc.).

Online case management platforms, which will often be administered by a third-party
provider, can assist Arbitral Participants to comply with their data protection obligations.
The consistent use of an online case management platform can make it easier to comply
with these obligations — the relevant data flows and data security arrangements can be
discussed beforehand with the platform provider (e.g., using the questionnaire at Annex
4, Online Case Management Platform Provider Checklist). Once the purposes and man-
ner of processing arbitration data has been agreed, user access permissions can help to
ensure that data is shared only with necessary parties and only for as long as is neces-
sary. Furthermore, as discussed below in Section I1.B.3.¢(8), online case management
platforms can also assist with discrete data protection obligations during the course of
the proceedings.”®

B. DURING THE ARBITRATION

This Section considers on a step-by-step basis how data protection obligations may affect
Arbitral Participants and the conduct of the arbitration after an arbitration is initiated.

1. Filing the Request for Arbitration

The first step in an arbitration is filing the request for arbitration or the equivalent
thereof, which will include personal data. The filing of the request for arbitration thus
falls squarely within the realm of data processing.

Ad hoc Arbitration. In the case of an ad hoc arbitration, the request for arbitration is
typically filed directly with the opposing party at which point the relevant data protection
obligations come into effect. In ad hoc proceedings, at least after the appointment of the
tribunal, communication is directly with the arbitrator(s), which will also involve the
processing and transfer of personal data.

76. For further information on the drivers for using online case management software in arbi-
tration, reference can be made to the “Protocol for Online Case Management in Interna-
tional Arbitration’ Working Group on LegalTech Adoption in International Arbitration (2020)
(“Online Platform Protocol”).
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Institutional Commercial Arbitration.”” In the case of institutional commercial arbi-
tration, the request for arbitration will typically be filed with an arbitral institution. The
filing of the request for arbitration will amount to the processing and transfer of the
personal data contained in the request. This means that from the time that the arbitral
institution receives the request, it becomes bound by the relevant data protection laws
applicable to it.

In an institutional arbitration or in arbitrations where recourse to an appointing author-
ity is anticipated, parties should consider whether it may be helpful to raise the potential
impact of data protection laws on the arbitration with the institution in advance of the
filing. This is especially necessary in cases where the filing of the request raises data pro-
tection concerns, data security is in doubt, or where the transfer of the file to the opposing
party could raise a data protection concern.

The first step for arbitral institutions is to consider and determine as a general matter
what data protection law(s) apply to them, if any. If the institution is subject to the GDPR
or a similar data protection regime, and is not exempted, it will typically become a con-
troller of the data set included in the claimant’s request for arbitration and the subsequent
filings, at least for certain purposes. From that point onwards, when processing personal
data, the arbitral institution must comply with the applicable data protection law, as
described in Section .

In this regard, institutions need to consider their potential data protection obligations at
the time of the receipt of a request for arbitration; the registration and/or administration
of arbitrations; the appointment of arbitrators; the receipt of advances and fundhold-
ing for arbitration and administration costs; the disclosure of data to parties, their legal
counsel and arbitrators; the processing of data during the arbitral process; any challenge
decisions of the institution; the scrutiny, approval, issuance or publication of awards or
excerpts thereof; and data retention or deletion policies (including retention for archiving

purposes).

In practice, where the GDPR applies, for example, the institution will need to have a law-
ful basis for the processing of personal data and any transfer outside the EU, appropriate
data security measures, a system for the exercise of data subject rights and to maintain
adequate records, as well as data breach and data retention policies. These obligations
may affect the manner in which institutions are able to publish awards and decisions and
to archive personal data.

77. In the case of arbitrations administered by an international organisation, see fn. 6.
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If the institution is covered by the GDPR, for example, all these aspects of processing
should be included in its privacy notice, which must comply with GDPR Articles 13
and 14. It is good practice to post and update the arbitral institution’s privacy notice on
its website. Data protection may also be addressed in the arbitration rules and specific
explanatory notes that institutions publish from time to time for reference by parties,
counsel and arbitrators.

Annex 9A contains an example of a notice that arbitral institutions subject to GDPR or
a similar law (that are not an international organisation) may consider, and many of the
issues addressed therein will also be relevant to non-EU based institutions.

Example: An arbitral institution in the EU sends the name and contact details of an
arbitrator to a potential claimant in Egypt. Egypt is not the subject of an EU adequacy
decision and the institution does not have any standard contractual clauses (or any of
the other permitted appropriate safeguards) in place with the potential claimant. Be-
cause the transfer contains personal data, the transfer would need to be justified under
one of the permitted derogations, for example, because the transfer of personal data is
“necessary for the establishment, exercise or defence of legal claims”.

2. Appointment of Arbitrators

When selecting arbitrators for cases in which the GDPR or other relevant data protection
law(s) may apply, best practice is for those making the appointment to consider how it
will implicate the application of the relevant data protection laws. Where the potential
arbitrator is not subject to the same data protection obligations as the other Arbitral Par-
ticipants, it would be prudent to consider how this will be managed during the arbitra-
tion and whether steps should be taken as part of the appointment to ensure that data can
freely be transferred during the proceedings (for example through standard contractual
clauses).

Potential arbitrators will also have to process the personal data of parties, legal counsel,
and other arbitrators. They will do so when, for example, carrying out conflict checks
and making any disclosures relevant to their impartiality and independence as may
be required by applicable procedural rules and their legal professional obligations. If
appointed, data processing will be carried out on an ongoing basis during the arbitration.

Before an arbitral appointment is made, personal data is often exchanged about poten-
tial arbitrators by arbitral institutions, international organisations, parties and their legal
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counsel. Most of this data is obtained from the public domain, and some may be based
on word of mouth or other sources.

The general privacy notices of Arbitral Participants (like institutions) who possess, use,
disclose and transfer the personal data of potential arbitrators should put potential arbi-
trators on notice that their personal data may be processed and transferred during the
selection and appointment process and indicate the legal basis for such processing. Insti-
tutions may consider including specific notices as part of any procedure for potential
arbitrators to be considered for appointment, for example when lists are employed.

In addition to any standard notice, once an arbitrator is otherwise made aware they are
being considered for appointment, it is best practice to put them on express notice that
their personal data is being processed for this purpose, especially in cases of third-coun-
try data transfers. Note that this is a mere notice, not consent. Asking arbitrators to con-
sent to data processing and transfer triggers risks associated with relying on consent that
will be further discussed below (see Section 11.B.3.c(1)). If it is decided that an appoint-
ment will be made, as mentioned above, consideration should be given to whether the
use of standard contractual clauses should be raised.

3. Documenting Data Protection Compliance
a. First Procedural/Case Management Conference (referred to collectively as “CMC”)

Once the arbitration is underway, Arbitral Participants should promptly consider
and attempt to agree how data protection compliance during the proceedings will be
addressed. The earlier the existence of, and the allocation of, responsibilities for compli-
ance with data protection obligations is settled or decided, the lower the data protection
risks and the impact on the proceedings.

In order to ensure the orderly conduct of the arbitration and compliance with applicable
data protection laws, the tribunal and the parties will need to address some, if not all, of
the issues addressed in Section I at the CMC. This is required or recommended by the
rules of most major international organisations (including for example, the LCIA and the
ICDR) and the most recent version of the IBA Rules on the Taking of Evidence, which
was adopted in 2020 (“IBA Rules”). The IBA Rules provide that the parties should con-
sult on evidentiary issues, including the “treatment of any issues of cybersecurity and
data protection” early in the process. The Commentary on the IBA Rules expressly sug-
gests that parties and tribunals may want to consult this Roadmap and the ICCA/NYC
Bar/CPR Cybersecurity Protocol for International Arbitration (2022 Edition) (“Cyber-
security Protocol”) when considering these issues.
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In cases where data protection laws may apply to one or more Arbitral Participants,
which is often the case, data protection compliance should be put on the agenda of the
CMC. As a practical matter, arbitrators that are not themselves bound by any data pro-
tection regime (for example those based in the parts of the United States where no such
general regime is in place) may be inclined to avoid a discussion of data protection at
the CMC if it is not raised by the parties. This is inadvisable as a matter of sound case
management because, for example, a party could decide as a strategic matter not to raise
data protection concerns during the first procedural conference but may later raise data
protection issues in the context of the production of documents or other obligations dur-
ing the arbitration, at which point it may be more difficult to manage such issues.

b. Data Protection Protocol/Procedural Order 1/Terms of Reference Directions

In the interest of compliance with data protection laws, as well as time and cost efficiency
of the arbitration, data protection issues are best addressed and managed from the outset
at the first CMC and then set forth either in a procedural order, terms of reference, or in
a data protection protocol (referred to collectively as “Data Protection Directions”).

The term “Data Protection Protocol” refers to a document agreeing on how data pro-
tection is to be applied in a particular context, if possible, signed by all Arbitral Par-
ticipants, and potentially included by reference in the first procedural order or terms
of reference (see Annex 8 for sample language that may be considered). To the extent
permissible under the applicable law(s), the Arbitral Participants may wish to allocate
roles and responsibilities in relation to data protection compliance, recorded in a data
protection protocol. These types of agreements are widely used to ensure compliance
among controllers with parallel and interlinked obligations, as is the case in arbitration.
A data protection protocol is required by the GDPR where some or all of the Arbitral
Participants are joint controllers.

Where a data protection protocol is not employed, another possibility is to set data pro-
tection compliance standards in a procedural order or terms of reference. Although this is
highly case and fact specific, Annex 7 provides sample language that may be considered
for inclusion in a procedural order or terms of reference using the GDPR as an example
(and this language may also form part of a data protection protocol). A procedural order
may also be used by the arbitral tribunal to issue Data Protection Directions, all with the
underlying goal of enabling the data protection rules to be applied in an orderly manner
and preventing parties from using them to delay or disrupt the proceedings.

The question as to whether data protection should be addressed in a procedural order,

terms of reference, or in a data protection protocol is case specific. Many cases do not have
terms of reference. Furthermore, a signed data protection protocol may be unachievable
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in practice and may not be justified in smaller cases or where data protection is unlikely
to be a major issue. On the other hand, in other cases, even small ones, a data protection
protocol may be required (for example by joint controllers in the EU).

Regardless of the size of the case or the type of Data Protection Directions employed,
such directions assist in resolving issues that may subsequently arise about how data
protection compliance may impact the proceedings.

Annex 7 includes sample language for Data Protection Directions when the GDPR
applies and Annex 8 contains a sample data protection protocol, and Annex 3 contains a
checklist of items to be considered for data protection compliance during an arbitration.

c. Issues for Data Protection Directions

This Section will briefly consider the most important data protection issues to be con-
sidered at the CMC and recorded in Data Protection Directions from the perspective of
compliance and ensuring orderly proceedings, including: (1) lawful basis for processing;
(2) lawful basis for data transfer; (3) disclosure or production of documents; (4) data
security and data breach protocols; (5) managing data subject rights; (6) notification; (7)
documenting data protection compliance; and (8) any use of online case management
platforms to assist with compliance. This is not an exhaustive list, and some of these
issues may be more important than others in specific cases. However, these are issues
which if not addressed early can create problems down the road either from a compliance
or case management perspective. Although this is highly case and fact specific, Annex 7
provides sample language addressing each of these issues that may be considered for
inclusion in Data Protection Directions using the GDPR as an example.

(1)  Lawful Basis for Personal Data Processing

Arbitral Participants should identify and document at the outset of proceedings what data
will need to be processed for the arbitration and the lawful basis that will be relied upon
for the processing of any personal data, sensitive data, and criminal offence data during
the arbitration. Arbitral Participants should be aware that a specific identified purpose is
required for the processing of personal data and the use of catch-all provisions referring
to numerous alternative bases is generally not allowed.

As discussed below, the lawful basis may vary depending on the relevant data protection
law that is applicable. Some data protection laws have established a specific lawful basis
for data processing of personal data and/or sensitive data and/or criminal offence data
for arbitration. This is the case in Brazil. It is also the case under the GDPR with respect
to sensitive data and for some EU Member States with respect to criminal offence data,
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where there is a lawful basis in relation to making or defending legal claims (which is
likely to apply to arbitration). In other cases, where a legitimate interest is relied upon
as a lawful basis for the processing of personal data, a Legitimate Interests Assessment
should generally be undertaken and documented (as is recommended for personal data
under the GDPR) (see Annex 5).

In most jurisdictions, the lawful basis for data processing can be met by obtaining the
consent of a data subject. However, under the GDPR and many other EU-style data
protection laws, this needs to be informed consent in the case of general personal data
processing and explicit consent in the case of sensitive data. Consent can always be
withdrawn.”

Moreover, although the arbitration community frequently relies on consent for other
purposes, the EU Working Party has referred to consent as a “false good solution”.” It is
not recommended to rely upon consent as a lawful basis for the processing or transfer of
personal data in an arbitration where the GDPR applies because:

— In order to be valid, consent must be specific, informed and freely given;

— Consent must be obtained from the data subjects themselves rather than the
Arbitral Participant who provides the personal data, including each data sub-
ject identified or identifiable from the submissions or evidence (not only the
parties and the witnesses);

— In an employment context, consent is likely to be an invalid legal basis for the
processing of personal data; and

— Processing on the basis of consent may need to be stopped if consent is with-
drawn or refused, and it is difficult to then rely on another lawful basis for
processing.®

Due to the inherent risk that consent is refused or withdrawn at some point, it is there-
fore strongly preferred to rely on other legal bases. This is not to say that consent should
never be employed under the GDPR, but rather that it should only be used as a basis for

78. “Consent” of the data subject means any freely given, specific, informed and unambiguous
indication of the data subject’s wishes by which they, by a statement or by a clear affirmative
action, signifies agreement to the processing of personal data relating to them (GDPR Aurt.
4(11)). A similar definition is found in Art. 5(XII) of the Brazil Act.

79. EU Working Party, “Working document on a common interpretation of Article 26(1) of Direc-
tive 95/46/EC of 24 October 19957, WP 114, 25 November 2005, at 11.

80. In the EU, for example, the European Data Protection Board has stated that processing on
another basis is not permitted if consent is withdrawn. European Data Protection Board
Guidelines 05/2020 on Consent under Regulation 2016/679, paras. 121-123.
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processing when all these considerations are acceptable under the circumstances. By
contrast, in other countries like India, consent is the primary basis for data processing.?!

Some data protection laws have created a specific legal basis to allow the processing of
data in arbitral proceedings. According to the Brazil Act, for example, processing of per-
sonal data, including sensitive data, is expressly authorised “for the regular exercise of
rights in judicial, administrative or arbitration procedures”.® This is similar to the legal
claims exemption in the GDPR, which applies to special category data processing and
third-country transfers, but not to general personal data processing (and does not refer
expressly to arbitration although its coverage is broad enough to include arbitration).

Where the GDPR applies, the following bases are generally best suited to data process-
ing in the context of international arbitration:®3

— Personal Data. The processing of personal data is lawful when it is neces-
sary for the purposes of the legitimate interests of the data controller (in this
case one or more Arbitral Participants) or a third party, except where such
interests are overridden by the interests or fundamental rights and freedoms
of the data subject requiring protection of their personal data.’* For example,
the data subject’s rights might override the legitimate interest in processing
if the processing could raise significant risks to a data subject’s professional
or personal life and the personal data is not likely to be determinative for the
parties’ dispute. When relying upon legitimate interests for processing of per-
sonal data, the EU Working Party has taken a view that a Legitimate Interests
Assessment should be undertaken and recorded (see Annex 5 for a checklist),
which is to be updated if events occur that might affect the original assess-
ment.® If issues are raised about the processing of personal data during the
arbitration, it will be helpful to be able to show the competent authority that a
Legitimate Interests Assessment was undertaken contemporaneously.

81. See India Act.

82. Brazil Act, Arts 7(VI) and 11(1I, d).

83. Note that there are other bases for lawful processing, but we only mention those that are most
likely to be the suited to arbitration, taking into account the circumstances.

84. A “Legitimate Interests Assessment” refers to an analysis undertaken to identify the particu-
lar interests being relied upon when a data controller uses “legitimate interests” as the lawful
basis for processing (see Annex 5).

85. EU Working Party, “Opinion 06/2014 on the notion of legitimate interests of the data con-
troller under Article 7 of Directive 95/46/EC”, 844/14/EN, WP 217, 9 April 2014; EDPB,
“Guidelines 2/2019 on the processing of personal data under Article 6(1)(b) GDPR in the
context of the provision of online services to data subjects”, 8 October 2019.
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— Sensitive (Special Category) Data. The processing of sensitive (special cat-
egory) data is lawful when it is “necessary for the establishment, exercise or
defence of legal claims”, which we refer to as the “legal claims derogation”
The legal claims derogation will often be the preferred basis for processing
sensitive data. It may apply to allow data processing where, for example, the
processing of the sensitive data is likely to have a significant impact on a
claimant or respondent’s case. Personal data of children is also given special
consideration.®’

— Criminal Convictions and Offences, or Related Security Measures. In
addition to requiring a lawful basis for the processing of data,?® the process-
ing of personal data relating to “criminal convictions and offences or related
security measures” shall be “carried out only under the control of official
authority or when the processing is authorised by Union or Member State
law providing for appropriate safeguards for the rights and freedoms of data
subjects.”® Deciding whether the data falls under this provision is fact spe-
cific, and the CJEU has recently said that the objective of Article 10 should
be kept in mind in making this determination, which it said is “to protect the
data subject from processing that could risk leading to serious interference
with his or her private or professional life, for example ... social disapproval
or stigmatisation of the data subject.””® However, not all data regarding sus-
pected criminal offences is covered as the data should be sufficiently specific
and related to the potential offence.”’ When it is determined that the data in

86.
&7.

88.
89.
90.
91.

GDPR Art. 9(2)(f).

In the event that an arbitration involves the processing of special category data on a large
scale, as well as in other circumstances likely to create a high risk to the rights and freedoms
of individuals, a data protection impact assessment is required under the GDPR prior to pro-
cessing (GDPR Art. 35(1), (3)).

GDPR Art. 9(2)(f).

GDPR Art. 10 (emphasis added).

Judgment of 22 June 2021, Latvijas Republikas Saeima, C-439/19, EU:C:2021:504.

In Sweden, for example, the data must be concrete to a certain degree to qualify as personal
data relating to criminal offences, which it is if it concerns a certain crime or category of
crime or if data is compiled in such a way that the data corresponds to the objective crite-
ria in a penal provision. If the purpose of the processing is wholly or partly to process data
related to criminal offences, this indicates that the data is covered by the scope of Article 10
of the GDPR. Regulatory statement of the Swedish Authority for Privacy Protection (IMY)
(8 December 2021); see Magnusson Law, “Processing of personal data relating to criminal
offences in Sweden — New regulatory guidance on the interpretation of Article 10 of the
GDPR?”, available at https://www.magnussonlaw.com/news/processing-of-personal-data-re-
lating-to-criminal-offences-in-sweden-new-regulatory-guidance-on-the-interpretation-of-ar-
ticle-10-of-the-gdpr/.
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question is criminal offence data, whether it can be processed in an arbitra-
tion, either commercial or investor-State, will typically turn on whether pro-
cessing is allowed under Member State law, which law may apply to the legal
claims derogation to criminal offence data, and raises the question as to which
Member State law should be applied. This all requires careful consideration in
the context of the specific case.

After considering these factors, the Data Protection Directions should set forth the lawful
basis for the processing of personal data during the arbitration proceeding. This will pre-
clude, for example, parties potentially using lack of consent or the withdrawal of consent
as a basis to resist the processing of personal data during the arbitration.

(2)  Lawful Basis for Personal Data Transfer

Arbitral Participants should identify and document at the outset of the proceedings any
applicable restrictions on third-country transfer of personal data and what steps will
be taken to transfer personal data in compliance with the restrictions. This includes
any applicable data localisation laws which might impact the conduct of proceedings.
Compliance with these laws during an arbitration can impact the process and requires
advance planning.

Each Arbitral Participant that is required to make transfers to other jurisdictions in the
context of an arbitration is required to comply with the data transfer restrictions applic-
able to them. However, to make this workable in the context of the arbitration proceed-
ings, the rules applicable to transfer should be harmonised where possible. Under the
GDPR, for example, the following criteria apply:

— Does an adequacy decision apply to the country to which transfer would be
made? For example, at the time of publication, data transfers from the EU to a
party in Andorra, Argentina, Canada (commercial organisations only), Faroe
Islands, Guernsey, Israel, Isle of Man, Japan, Jersey, New Zealand, Republic
of Korea, Switzerland, United Kingdom and Uruguay are lawful because they
have been declared to be adequate jurisdictions.

— Ifnot, is it feasible to put appropriate safeguards in place? For example, data
transfers from the EU to third countries can be based on standard contractual
clauses, which can be agreed by the Arbitral Participants. Standard contrac-
tual clauses require those entering into them to follow a light version of the
GDPR. EU guidance suggests that standard contractual clauses or another
adequate safeguard should be put in place where feasible, which also means
that, provided they are complied with, it is not necessary to take additional
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safeguards in advance of transfer because the presumption is that the personal
data will be sufficiently protected after transfer.

—  Where standard contractual clauses or other adequate safeguard cannot feasi-
bly be put in place for a justifiable reason, is it possible to rely on an express
derogation? In the context of an arbitration, this is most likely to be the legal
claims derogation which, in the context of the transfer of personal data,
requires the third-country transfers to be “occasional” and “necessary for the
establishment, exercise or defence of legal claims.” Moreover, advice from
the EU Working Party suggests that additional safeguards should be put in
place in advance of transfer, including that the personal data should be mini-
mised (including culling for relevance, and potentially redaction or pseudony-
misation of personal data), and confidentiality provisions should be entered
into.”

— Ifnot, is there a compelling legitimate interest in the data being transferred?
In such a case both the data subjects and the supervisory authority must be
notified. In practice, this derogation is unlikely to be applied because notify-
ing both the data subjects and the supervisory authority in advance of transfer
may prejudice a party’s case, jeopardise attorney-client privilege or compro-
mise the confidentiality of the arbitration.

It may be even more difficult to transfer data out of jurisdictions that have localisation
regimes. The reference to localisation refers to the fact that in principle certain types of
data, often including personal data, cannot be transferred abroad.

After considering these factors, the Data Protection Directions should set forth the lawful
basis for the transfer of personal data during the arbitration proceedings. Where they can
be agreed, standard contractual clauses are the legally preferred means of legitimising
a data transfer and do not require additional safeguards, which may facilitate document
production. Where this is not feasible and the legal claims derogation is relied upon, it
is advisable to state that the transfers will be occasional, that they are considered to be
necessary for the establishment, exercise or defence of legal claims in the arbitration,
that they will be treated confidentially, and how the data transferred will be minimised in
advance of the transfer, including culling for relevance and possible redaction or pseu-
donymisation of personal data (although this will not always be necessary). Adding this
language in the Data Protection Directions reduces the chances that data protection will
be relied on as a basis to avoid data transfers in the context of the arbitration, most likely
during disclosure.

92. EU Working Party, “Working Document 1/2009 on pre-trial discovery for cross border civil
litigation”, WP 158, 11 February 2009 (“Document Disclosure Guidance”), at 10-11.
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(3)  Disclosure or Production of Documents

Document disclosure is an important part of the international arbitration process, and
the impact of data protection laws should be specifically considered in the context of
document production. To the extent required by the applicable laws, third-country trans-
fers may need to be limited and the information disclosed may need to be minimised,
for example by culling for relevance and materiality, the application of search terms
and artificial intelligence during review, or redacting or pseudonymising personal data
prior to disclosure, and otherwise limiting the personal data produced to that which is
necessary for the resolution of the dispute in line with the applicable lawful basis for
processing.

The IBA Rules will often be applied as guidance to document disclosure. Under the IBA
Rules, the parties should first attempt to agree on disclosure, followed by tribunal deci-
sion when agreement is not possible. Where the data protection laws apply, one aspect
of that agreement should be to consider how the data protection laws will impact the
disclosure process.

This means that, where possible, the impact of the data protection rules on the document
production process should be addressed in the Data Protection Directions, to avoid these
arguments being raised later and to reduce cost and time. Issues to be addressed may
include: (1) limiting disclosure/data minimisation (taking into account the IBA Rules
where applicable); (2) redaction/pseudonymisation in light of the applicable data protec-
tion standard; (3) entering into confidentiality provisions/protective orders; and (4) enter-
ing into standard contractual clauses or another adequate safeguard for third-country data
transfers so that additional safeguards are not required, or where that is not feasible,
employing a derogation when possible.

In deciding what data protection measures to adopt, Arbitral Participants should consider
the scope of the necessary compliance requirements and the importance of the data for
the arbitration. This may be complicated in the event that only one of the parties is sub-
ject to strict data protection obligations, which may lead to issues concerning equality of
treatment. In cases where the IBA Rules are applied, relevant data protection restrictions
will need to be considered and applied in conjunction with the standards applied by the
IBA Rules, with the data protection rules being mandatory.

The impact of data protection laws on document disclosure, with specific reference to the
GDPR and the IBA Rules, is considered in more detail the following Section.
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(4)  Data Security and Data Breach Protocols
(a)  Data Security

Arbitral Participants should apply a proportionate, risk-based approach to data security.
Data security should be addressed at the CMC, which is required or recommended by
many institutional arbitration rules (including for example the LCIA and the ICDR).

In terms of what should be considered, the GDPR provides that “appropriate” technical
and organisational measures should be put in place. Deciding what security measures
are “appropriate” requires consideration of the potential risk to data subjects, the exist-
ing information security measures of the Arbitral Participants, and what physical and
technical measures are appropriate given the risks to the data subjects, and includes, as
pertinent:

— The pseudonymisation and encryption of personal data;

— The ability to ensure the ongoing confidentiality, integrity, availability and
resilience of processing systems and services;

— The ability to restore the availability and access to personal data in a timely
manner in the event of a physical or technical incident;

— A process for regularly testing, assessing and evaluating the effectiveness
of technical and organisational measures for ensuring the security of the
processing.”

In assessing the appropriate level of security under the GDPR, account shall be taken of
the risks that are presented by the processing,* in particular from:

— Accidental or unlawful destruction;

— Loss;

— Alteration;

— Unauthorised disclosure of, or access to personal data transmitted, stored or
otherwise processed.”

93. GDPR Art. 32(1).

94. Under Art. 42 of the Brazil Act, processing of personal data shall provide the level of security
that a data subject can expect, considering the relevant circumstances (such as the risks that
one can reasonably expect and the available techniques for processing personal data). Under
Indian law, there are certain measures that an entity can take to comply with this requirement,
one of which includes obtaining an IS/ISO/IEC 27001 certification, compliance with which
would also be relevant to compliance with the GDPR.

95. GDPR Art. 32(2).
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Applying data security standards in an arbitration will depend on many factors, includ-
ing the Arbitral Participants’ existing information security measures and their function
in the proceedings, the size and types of organisations involved (including number of
employees, their premises and data systems), the type of processing being undertaken
and whether external service providers are used. Information security also depends on
the types of data being processed, including how valuable, sensitive or confidential it
is, and the damage or distress that may be caused to the data subject if the personal or
sensitive data were to be compromised. In international arbitration practice these issues
are increasingly being addressed through the use of secure platforms for the exchange of
written submissions and evidence.

The fact that there is no one-size-fits-all solution to information security is stressed in
the Cybersecurity Protocol (2022 Edition) and the IBA Cybersecurity Guidelines (2018).
While these initiatives are not directed at data protection compliance, they provide a
useful resource for the reasonableness test in relation to information security and how
information security may be addressed in international arbitration.

The data security obligations of Arbitral Participants are inter-linked, and a breach of
security by one will have an impact on all. In this respect, all Arbitral Participants should:

— Consider what information security measures they already have in place;

— Employ information security measures appropriate to the size and use of their
network and information systems;

— Take into account the state of technological development (though the cost of
implementation can also be a factor);

— Employ information security measures appropriate to their business practices,
the nature of the personal data processed and the harm that might result from
any data breach; and

— Undertake a risk analysis in deciding what information security measures to
employ and document the findings.

In deciding what should be included in the Data Protection Directions concerning data
security to help manage risks, Arbitral Participants should consider whether additional
information security measures are required for the arbitration in addition to those already
employed by the Arbitral Participants in their ordinary course of business. Reference
may be made to the Cybersecurity Protocol (2022 Edition) and the IBA Cybersecurity
Guidelines (2018) where appropriate.
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(b)  Personal Data Breach Protocols

Where data security measures in place fail to prevent a data breach, EU-style data pro-
tection laws impose strict notification requirements.

Personal data breach is defined by the GDPR, for example, as a breach of security “lead-
ing to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of,
or access to, personal data transmitted, stored, or otherwise processed for purposes of the
arbitration” (GDPR Art. 4 (2)). Under the GDPR, there are three types of data breaches:

“Confidentiality breach” means an unauthorised or accidental disclosure of,
or access to, personal data.

“Integrity breach” means an unauthorised or accidental alteration of personal
data.

“Availability breach” means an accidental or unauthorised loss of access to,
or destruction of, personal data.

Under the GDPR, not all data breaches require notification, but they must all be recorded.
Where the GDPR applies, Arbitral Participants are required to:

Notify the supervisory authorities in case of a data breach unless it can be
shown that it is not “likely to result in a risk for the rights and freedoms of
the data subject.” They must also notify the data subjects themselves of the
breach without undue delay if the risk to personal data and data subjects from
a breach is considered to be “high” (e.g., GDPR Art. 34).°¢ The burden of
proving the absence of risk in a data breach rests on the data controller (e.g.,
GDPR Arts. 33-34).

Where notification is required, it must be made without undue delay and,
where feasible, not later than 72 hours after becoming “aware” of the breach
(e.g., GDPR Arts. 33-34). The EU Working Party has indicated that a data
controller is deemed to become aware of a breach when it has a “reason-
able degree of certainty that a security incident has occurred that has led to
personal data being compromised”.”” With respect to content, a breach noti-
fication must include the cause and nature of the breach (if known) and rec-
ommendations as to how the potentially affected individuals can mitigate the
risks of the breach.

96. Art. 48, Para.1 of the Brazil Act requires a notification “within a reasonable period of time”.

97. EU Working Party, ‘Guidelines on Personal data breach notification under Regulation
2016/679°, WP250rev.01, 3 October 2017 (last revised and adopted 6 February 2018), at 11
(“Data Breach Guidelines”).
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— In all cases, a record of the breach must be kept.

Given these obligations, when a personal data breach occurs or is suspected, it is impor-
tant for Arbitral Participants to determine quickly whether mandatory reporting require-
ments may be triggered and by whom. A data breach may impact personal data provided
in the context of the arbitration by the parties, the arbitral tribunal and/or any arbitral
institution, each of whom may have legal or ethical obligations arising out of that data
breach, including notification. In most cases, a party or its counsel will have collected
the personal data processed during an arbitration, exchanged that personal data with
the other party(ies) and their counsel, and potentially submitted the personal data to the
tribunal and the institution. A personal data breach suffered by any of these Arbitral Par-
ticipants may trigger a requirement that any or all of them notify relevant authorities and
potentially the data subjects.

Given the risks associated with data breaches and the short time allowed to address them,
it is therefore advisable that the Data Protection Directions include a data breach proto-
col to be applied amongst those involved in the proceedings. This should cover (1) what
will constitute a data breach; (2) the procedure that will be followed if a breach occurs;
(3) what information shall be provided about a data breach; (4) who will be notified and
when, including that Arbitral Participants shall be obligated to inform each other of a
data breach without undue delay; and (5) duties to provide information and to cooperate
with respect to notification.

Note that a personal data breach protocol adopted for an arbitration typically would not
seek to address the individual reporting obligations of individual Arbitral Participants,
but rather seek to ensure that all participants are made aware in a timely fashion of inci-
dents that may trigger obligations under EU-style data protection laws and to define how
they should address such breaches vis-a-vis each other when they impact arbitral data
and to require cooperation and communication amongst them with respect to notifica-
tion.”® Arbitral Participants governed by the GDPR may refer to useful guidance issued
by the European Commission in terms of when notification is required and what needs
to be done.”

In order to assist Arbitral Participants, Schedule D-1 of the Cybersecurity Protocol (2022
Edition) includes a sample personal data breach protocol, which is drafted taking the
GDPR requirements into consideration. Annexes 7 and 8 of this Roadmap also include

98. See Schedule D-1 of the Cybersecurity Protocol (2022 Edition) for a sample personal data
breach protocol based on the GDPR.

99. See Data Breach Guidelines and the recently issued Guidelines 01/2021 on Examples regard-
ing Personal Data Breach Notification Adopted on 14 December 2021 Version 2.0.
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general language that may be employed to address data breaches, preferably with refer-
ence to a personal data breach protocol, such as that found in Schedule D-1 of the Cyber-
security Protocol (2022 Edition).

(5) Managing Data Subject Rights

The Data Protection Directions should include measures to comply with data subject
rights, including data subject access requests, update and correction requests.

Arbitral Participants may receive requests from data subjects seeking to exercise their
rights during the arbitration process. These requests may come from any individual
whose personal data is handled during the arbitration process, including, but not limited
to, individual parties, witnesses, experts or even persons not directly involved in the pro-
ceedings but about whom personal data may have been adduced (e.g., an employee of
a party, who is not involved in the proceedings directly, or an employee of a third party,
who is not a party to the arbitration), and who believes that their data is being processed.
These data subject requests will need to be addressed within a prescribed time frame
(under the GDPR this is “without undue delay and in any event within one month”). It is
therefore important to consider procedures for doing so in advance.

In the arbitration context, data subject access requests may be aimed either at preventing
data from being used in the arbitration or at obtaining access to processed data, both of
which may trigger issues of confidentiality and privilege. The GDPR and the Brazil Act,
for example, provide that the data subject has the right to obtain from the controller (in
this case an Arbitral Participant) confirmation as to whether or not their personal data is
being processed, and, if that is the case, the right of access, which should include elec-
tronic access, to a broad range of information about that processing, as well as a copy
of the data processed, provided that the provision of a copy does not interfere with the
rights and freedoms of others.!®

Upon receipt of a valid data subject access request, Arbitral Participants are required
to provide the data subject with electronic access to the personal data they hold about
them or a copy thereof, provided the provision of electronic access or a copy does “not
adversely affect the rights or freedoms of others, including trade secrets or intellectual
property and in particular the copyright protecting the software”.!® Furthermore, in
some EU Member States, including Germany, a client’s right to secrecy may prevail
over the data subject’s right of access. However, the GDPR provides expressly that “the

100. See GDPR Recital 63 and Art. 15(4).
101. Ibid.
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result of those considerations should not be a refusal to provide all information to the
data subject”.!%?

When acceding to a data subject access request, each Arbitral Participant should care-
fully consider the impact that meeting the request might have on its own legal and ethical
obligations and those of others (both Arbitral Participants and third parties) and identify
and implement measures to reduce any potential adverse impact. For example, Arbi-
tral Participants might redact personal data relating to individuals that are not relevant
to the dispute or restrict access to those documents or portions thereof that are strictly
necessary to meet the exact terms of the data subject’s request rather than adopting a
blanket (and likely less time consuming) approach. National courts have also suggested
that striking a balance between different stakeholders’ interests might involve obtaining
undertakings from the data subject to restrict the onward transfer of any information dis-
closed in response to the data subject access request.'®

Data Protection Directions should provide the mechanisms for complying with data sub-
ject rights, including data subject access requests, update and correction requests. This
should include who is responsible for addressing the request in the first instance. For
example, it is usually preferable for the party who initially collected the personal data
to address the request, or the party who presented the personal data in the arbitration,
depending on the circumstances. In any case, it is generally advisable to provide that the
arbitrators will not be required to respond to data subject right requests unless and until
other means of responding have been exhausted.

(6)  Notification

Arbitral Participants who are data controllers or joint controllers are responsible for
ensuring that data subjects are put on notice that their personal data is being processed
for the purposes of the arbitration and are informed of other details about the data pro-
cessing. However, in the case of a confidential arbitration, providing such notices could
compromise the confidentiality of the arbitration. Moreover, in the absence of a relation-
ship with the data subject, arbitrators and institutions may have no realistic means of
providing notice.

The requirement to give notice applies to each data controller, of which there will be
many in an arbitration. Given that any arbitration involves multiple data controllers, this
could lead to one data subject receiving multiple notices.

102. GDPR Recital 63.
103. Bv. General Medical Council [2018] EWCA Civ 1497, 28 June 2018 (UK).
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Many of the data controllers in an arbitration will not have originally collected the per-
sonal data from the data subjects. In order to avoid overlapping notices, the GDPR, for
example, provides significant exemptions from the notice requirements for data con-
trollers who did not originally collect the data from the data subject. Many of those
exceptions are potentially applicable to processing by Arbitral Participants who did not
directly collect data from individuals (like the arbitrators, the institution and the oppos-
ing party/counsel), which means that they would not be required to provide an additional
notice.'™

However, each Arbitral Participant will need to determine their notification obligations
on a case-by-case basis. These obligations may differ based on where the Arbitral Partic-
ipant is established, where the personal data was collected, where the data subjects are
located and where the personal data is processed.

In order to ensure notice is given without overburdening the arbitration process, the Data
Protection Directions may be employed to place the burden to provide notice either on
the Arbitral Participant that collected the personal data for purposes of the arbitration or
the one that originally collected the data, depending on the circumstances.

(7)  Documenting Data Protection Compliance

Accountability requires data controllers to take personal responsibility for data protec-
tion compliance and to record the measures they take to comply with their data protec-
tion obligations. Under the GDPR, for example, data controllers are expected to be able
to “demonstrate compliance” with the data protection principles it establishes as they are

104. Under the GDPR Art. 14(5) and Recital 62, where the data controller did not originally col-
lect the personal data, they are not required to provide notice, inter alia, where:

1. The individual data subject already has the required information on the processing
of his or her personal data;

2. Providing information on the processing of personal data to the individual would be
impossible;

3. Providing such information to the individual would involve a disproportionate
effort;

4. Providing such information to the individual would render impossible or seriously
impair the achievement of the objectives of the processing; or

5. The data controller is subject to an obligation of professional secrecy regulated by
EU or EU Member State law that covers the personal data.

6. In the cases mentioned in the second, third and fourth bullet points above, the con-
troller shall take appropriate measures to protect the data subject’s rights and free-
doms and legitimate interests, including making the information publicly available.
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implemented throughout the GDPR.!® Adequate records should be kept of what compli-
ance measures were taken and why, in a manner that they can be shown to the competent
authorities if compliance issues were to arise.!%

In the context of an arbitration, particularly a confidential arbitration, it will be important
to document in the Data Protection Directions who is responsible for documenting com-
pliance, the form of such documentation and that when requested by a data protection
authority, it can be provided.

(8)  Use of Online Case Management Platforms to assist with Compliance

Online case management platforms can assist with discrete data protection obligations
during the course of the proceedings, taking into account that use of the platform will
itself constitute data processing and need to comply with applicable data protection laws.

The use of Al tools on the platform (particularly through unsupervised learning, which
may help to cluster documents that appear to have personal data within them), may facil-
itate compliance with data minimisation obligations. Using a platform can also help to
ensure (through agreement at the outset of the setup process) that data will be deleted and
destroyed once the purpose for which it was being processed has ended (i.e., normally
within an agreed period of time following completion of the arbitration and receipt of
the award by the parties).

Compliance with transparency and accountability obligations can also be facilitated by
using online case management platforms. Data controllers and processors are required to
keep a record of their data protection compliance efforts in order to demonstrate compli-
ance, respond to data subjects’ requests for information regarding the processing of their
personal data, notifying data subjects when their personal data is being processed, etc.
A platform can help provide an audit trail of data flows, which can make it simpler and
more cost effective to respond to such queries and demonstrate compliance. Setting for-
mulaic “on-platform” processes that must be complied with enables a more efficient and
accurate tracking of data flows than can readily be achieved manually at similar costs.!””

Use of an online case management platform during the course of the proceedings should
be discussed at the CMC and potentially included in the Data Protection Directions par-
ticularly when the platform is used to assist in managing an Arbitral Participant’s data

105. GDPR Art. 5(2); see also GDPR Art. 24(1).

106. Organisations with more than 250 employees must document compliance in accordance
with GDPR Article 30, which provides a list of record-keeping obligations.

107. See Online Platform Protocol.
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protection obligations during the course of the proceedings, or otherwise impacts data
protection compliance.

(9)  Conclusion on Documenting Data Protection Compliance

The key to avoiding data protection compliance from becoming an issue during the pro-
ceedings is to address and document the means adopted to address data protection from
the outset:

— Data protection should be on the agenda for the initial CMC. This Section of
the Roadmap has addressed the most important issues to be addressed and
potential solutions for each of them using the GDPR as an example.

— Whenever possible, agreement should be reached, but where agreement is
impossible, the tribunal can issue directions after hearing the parties.

— Data Protection Directions, whether agreed or ordered, should then be docu-
mented through a data protection protocol (see Annex 8) or through language
included in the terms of reference or procedural order (see Annex 7), which
should indicate where agreement was reached.

— Although this is highly case and fact specific, Annex 7 provides sample lan-
guage addressing each of these issues that may be considered for inclusion in
Data Protection Directions using the GDPR as an example and Annex 8 pro-
vides sample language for a Data Protection Protocol when appropriate.

4. When Data Protection Issues Arise During the Proceedings

Data protection issues may arise during the course of the proceedings. The most common
source of data protection issues is the document disclosure process, which has become
an important part of both international commercial arbitration and investor-State arbitra-
tion. Data breaches and data subject rights requests are also possible during an arbitra-
tion and will need to be managed to avoid potential disruptions.

Document Production. The document production process involves the collection,
review, transfer to counsel, production of the documents to the other party, and poten-
tial presentation as evidence to the tribunal. It is important to recall that anything that is
used or produced during an arbitration that allows an individual to be identified is per-
sonal data of that individual (emails, texts, WhatsApp messages), and that each of these
activities is an activity of processing personal data. Therefore, the data protection laws
apply to the document production process from start to finish and that process typically
involves the processing, often including cross border transfers, of significant amounts of
personal data.
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Among other things, issues that may be raised under data protection laws may concern:

— Lawful basis for the processing;

— Lawful basis for the transfer;

— Data minimisation including any need for redaction/pseudonymisation; and

— Whether the data subjects (especially third parties) are on notice of the
processing.

Using the EU data protection laws as an example, this Section considers the data pro-
tection principles applicable to document disclosure, and how these principles may be
applied generally and taking into account the IBA Rules.

Data Protection Principles Applicable to Document Disclosure. The obligation to
minimise data, which is found in most data protection laws, is particularly relevant to
document disclosure. Although data minimisation is a general obligation,'® there is no
guidance as to how this should be applied in the arbitral process generally or during the
document disclosure/production phase in particular.

Using the EU data protection laws as an example, the EU Working Party has provided
guidance on the application of the EU Data Protection Directive to data transfer for pur-
poses of discovery for US litigation, which guidance remains applicable. The EU Work-
ing Party suggested that data minimisation is likely to require: (1) culling the documents
to be disclosed for relevance; (2) redacting unnecessary personal data; (3) entering into
confidentiality provisions/protective orders; and (4) putting adequate safeguards in place
for third-country transfer.!” Similar principles would be expected to apply under the
GDPR in the context of an arbitration.

The approach taken by the Working Party suggests the application of a three-step process
aimed at minimising the personal data disclosed, followed by considerations of confi-
dentiality and third-country transfer:

1. Limiting the data disclosed to what is relevant to the dispute and non-duplica-
tive (often referred to as “culling”);

2. Where justified by the risk posed, identifying and redacting or pseudonymis-
ing unnecessary personal data.

108. The EDPB has stated that “the principle of data minimization ... emphasizes the need for
personal data to be adequate, relevant and limited to what is necessary in relation to the pur-
poses for which [it is] processed.” Data Transfer Guidance, at 13.

109. Document Disclosure Guidance, at 10-11.
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In considering how these principles apply to international arbitration, culling for rele-
vance is a measure already used in practice in arbitration to reduce the volume of data
processed and disclosed. However, different approaches are taken to the extent to which
culling is required and allowed, and at what stage it is undertaken. Moreover, redaction
of personal data is not yet common practice and is not always required.

Application of Data Protection Principles in Practice, Including in Conjunction
with the IBA Rules. The IBA Rules are widely applied to the disclosure of documents in
international arbitration. Given the prevalence of the IBA Rules, it is useful to consider
how data protection requirements may impact disclosure under the IBA Rules, keeping
in mind that data protection requirements are legally required and therefore must be
applied to supplement the IBA Rules or any other standard generally applied to disclo-
sure in international arbitration.

The IBA Rules provide that the parties may agree on the disclosure of documents, and
where agreement is not possible, the parties may petition the tribunal to order disclosure.
Even where the IBA Rules are not applied to the process, a similar process is likely to
be applied.

As described above, the best place to address data protection compliance during the dis-
closure process is through agreed Data Protection Directions. However, even where Data
Protection Directions are given, issues may arise in interpreting those directions. In other
cases, there will not be any Data Protection Directions or they will not have addressed
disclosure, in which case, these issues will be addressed by the tribunal for the first time
when making decisions on document requests.

Under the IBA Rules, the standard to be applied by the tribunal in deciding on a doc-
ument request is whether the document “is relevant to the case and material to its out-
come”. This standard is consistent with the concept of data minimisation and the guid-
ance given by the EU Working Party. Article 9(2) of the IBA Rules empowers the tribunal
to exclude from evidence or production a document for a number of reasons, including
“legal impediment or privilege under the legal or ethical rules determined by the Arbitral
Tribunal to be applicable”'® and “grounds of commercial or technical confidentiality
that the Arbitral Tribunal determines to be compelling.”'"" The Commentary on the
IBA Rules identifies that personal data protection considerations under the GDPR

110. IBA Rules Art. 9(2)(b).

111. IBA Rules Art. 9(2)(e). IBA Task Force for the Revision of the IBA Rules on the Taking
of Evidence in International Arbitration, “Commentary on the revised text of the 2020 IBA
Rules on the Taking of Evidence in International Arbitration” (January 2021) https://www.
ibanet.org/MediaHandler?id=4F797338-693E-47C7-A92A-1509790ECCID, at 29.
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and similar national legislation may come under the limb of “commercial or techni-
cal confidentiality”, and consideration should also be given to whether it constitutes
a “legal impediment”.

The IBA Rules do not address the possibility of redacting and/or pseudonymising unne-
cessary personal data, although the redaction and/or pseudonymising of personal data
is not inconsistent with their principles when necessary for data protection compliance.

The question as to whether data protection considerations may limit document disclosure
generally, or whether, if production is allowed, redaction and/or pseudonymising of per-
sonal data is necessary (and if so, the extent to which it is required, and the method to be
applied), is highly case specific, and the parties may disagree. Considerations to be taken
into account by the tribunal in deciding these issues may include:

— Has the party objecting to disclosure and/or arguing that redaction and/or
pseudonymising is necessary, established to the satisfaction of the tribunal
that this is required by applicable data protection laws?

— Is third-country data transfer required, and if so, can effective safeguards
be put in place? For example, where cross border disclosure of documents
including personal data is contemplated, this would favour putting in place
standard contractual clauses or another safeguard where feasible, rather than
relying on a derogation (like the legal claims derogation).

— Are alternatives available allowing the documents to be produced (or to
be produced without redaction and/or pseudonymising) — for example, if
third-country data transfer is an obstacle, could standard contractual clauses
be employed or could the documents initially be reviewed locally?

— How extensive is the document disclosure being sought from the tribunal?

— Have reasonable measures been agreed to cull for relevance/materiality and
lack of duplication?

— To what extent would a decision to allow the document disclosure with or
without redaction affect the rights of interests of the data subjects identified in
the documents? This may be impacted by what type of personal data is likely
to be included, and whether it is likely to contain sensitive or criminal offence
data. For example, in a case where the documents being disclosed contain a
limited set of documents that were exchanged during the course of a business
relationship by those involved in the facts at issue, this may be considered in
deciding the extent to which the production should be allowed and/or redac-
tion/pseudonymising be required.

— To what extent would a refusal to allow the disputed document disclosure
impact the rights of a party to be heard?
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— Are confidentiality/protective orders in place covering the documents to be
disclosed either through entering into standard contractual clauses or other
means?

A blanket refusal to disclose documents in light of applicable data protection restrictions
is not justified. In most situations, the entire document will not be considered personal
data, but only the words, phrases or parts of the document relating to the data subject. This
distinction is important in relation to document production, as data protection require-
ments would rarely justify withholding an entire document, but may justify redaction.

However, the tribunal will need to consider what means should be put in place to ensure
reasonable data protection compliance and at the same time allowing the necessary dis-
closure to ensure justice is served. As discussed above in Section I1.B.3.c(3), technol-
ogy, including artificial intelligence, may assist in both culling the data for relevance and
in redacting personal data through the use of an online case management platform or
otherwise. However, it should be recalled that these measures themselves constitute data
processing and can be costly and time consuming, especially with large amounts of data.

Under the GDPR, for example, given the broad definition of personal data,!'? a practical
approach may need to be applied to whether, and if so the extent to which, redaction is
required, taking the concept of proportionality into consideration. As discussed in Sec-
tion I, a data subject has a mandatory right to have their personal data protected, but
that right is not absolute. Similarly, the parties to an arbitration have a right to be heard,
but that right does not include unfettered disclosure, and by agreeing to arbitration they
agree to a process that needs to comply with data protection laws. Therefore, these rights
need to be balanced and the data protection laws applied in proportion to the risk to the
data subject posed by the document disclosure, keeping in mind the important role that
arbitration plays in the administration of justice but in all cases, the rights of the data
subject must be adequately protected.

Data Breach. Security incidents are becoming increasingly common and Arbitral Partic-
ipants are no exception. This stresses the importance of including a data breach protocol
in the Data Protection Directions, so if a security incident occurs everyone knows what
to do and when.

112. The CJEU held for example that “the term personal data ... undoubtedly covers the name
of a person in conjunction with his telephone coordinates or information about his working
conditions or hobbies”, Judgment of 6 November 2003, Lindgvist, C-101/01, 2003 1-12971,
para. 24.
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Whenever a personal data breach occurs in a case where an EU-style data protection
laws applies, Arbitral Participants will need to notify each other without undue delay that
a personal data breach has occurred that may impact personal data being processed for
the arbitration, as discussed in Section I1.B.3.c(4) above.

This will allow each Arbitral Participant to decide whether a notification is required
applying the principles discussed in the preceding Section. This has to happen quickly
because, for example, when an Arbitral Participant experiences a personal data breach
falling within the notification requirements of the GDPR, the data controller will be
required to make a notification without undue delay (and where possible within 72 hours)
unless the data controller can establish that the data breach is not “likely to result in a
risk for the rights and freedoms of the data subject.” Moreover, notification may impact
the arbitration and the other Arbitral Participants, and as more than one Arbitral Partici-
pant may be required to notify, it is important to stress communication and cooperation
amongst the Arbitral Participants with respect to any notifications.

Data Subject Rights Requests. As discussed in Section II.B.3.c(5) above with respect
to Data Protection Directions, another issue that may arise during an arbitration is that
a data subject may seek to enforce its rights to have access to their personal data (or
another right) from an Arbitral Participant. This can be a genuine request or an attempt
to derail the process.

Regardless of whether Data Protection Directions are in place, when a data subject right
request is received concerning arbitral data, the Arbitral Participant receiving the request
should usually inform the other Arbitral Participants of the request. The issue then arises
as to who should address the request. Where possible, given the nature of the arbitral
process, it is usually advisable for the Arbitral Participant that collected the personal data
from the data subject to address the request in the first instance and to inform the data
subject. This is especially the case when the request is directed at an arbitrator.

5. Remote Hearings

During the COVID-19 pandemic, it has become the norm to hold remote hearings. Mov-
ing forward, conducting remote hearings, and partially remote hearings, will continue to
occur regularly.

When it is decided to hold a remote hearing, it will be important to establish a protocol
for the hearing, not least because the remote hearing platform provider may be consid-
ered as a processor of personal data. For example, the IBA Rules address remote hear-
ings in Article 8.2 and suggest that the tribunal must consult with the parties to establish
a remote hearing protocol that addresses several issues, including: (1) the technology to
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be used; (2) advanced testing of the technology or training; (3) starting and ending times,
considering varying time zones; (4) how documents may be placed before a witness; and
(5) measures to ensure that witnesses giving testimony are not distracted or improperly
influenced.

It will also be important that any data protection and data security issues posed by a
remote hearing are also addressed in the protocol. There are many examples of such
protocols. However, many remote hearing protocols do not address the data protection
issues that may be faced. Annex 7 includes sample language that may be included in the
Data Protection Directions when the GDPR or a similar EU-style data protection law
applies, and similar language should be considered for inclusion in any remote hearing
protocol that may be issued or agreed.

6. Arbitral Awards and Other Decisions

Arbitral tribunals process personal data (including potentially sensitive data and criminal
offence data) when preparing, drafting and rendering their orders, decisions and awards,
while arbitration institutions process personal data when constituting tribunals, dealing
with applications of the parties, rendering challenge decisions, overseeing the proced-
ings, scrutinising and notifying awards, etc.

Even in confidential arbitrations, the award may become public if it is enforced in a coun-
try where awards (or parts thereof) become public in the enforcement process. Moreover,
in investment and treaty-based arbitrations, awards are often published and commercial
institutions are increasingly considering the publication of awards if the parties do not
object and subject to possible redaction, and (excerpts of) challenge decisions.

Before the award is rendered, Arbitral Participants should consider the extent to which
personal data should be included in the award and any steps that might be taken to min-
imise the inclusion of personal data in the award and to ensure its confidentiality when
applicable. For example, while reference may be made to the evidence of a certain wit-
ness and that witness’s role for weighing the evidence, it may not be necessary to provide
any further personal data about that witness in the award. Further, even where the per-
sonal data has been minimised, it remains personal data, and before publishing awards,
consideration should be given to the impact this has on data protection compliance.

In this framework, arbitrators and institutions should consider the basis and necessity
for the inclusion of personal data in awards and decisions and whether they wish to raise
this issue with the parties before rendering an award or decision. In some EU countries,
for example, it is standard practice to redact personal data from court decisions. It is
important to bear in mind that even where personal information about a witness has been
minimised, the references in the award remain their personal data because they are still
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identifiable from the remainder of the award or related materials, and therefore the data
in the award must be processed in compliance with data protection laws.

C. AFTER THE ARBITRATION

Arbitral Participants should consider how long to retain personal data connected with
proceedings and the time after which such personal data and/or the documents contain-
ing it should be destroyed or permanently deleted.

Both data retention and deletion are considered data processing under many EU-style
data protection laws. The GDPR, for example, provides that personal data shall be “kept
in a form which permits identification of data subjects for no longer than is necessary for
the purposes for which the personal data is processed” (GDPR Art. 5(1)(¢e)).'"

This principle ensures that personal data is only stored for as long as necessary for the
purpose for which it is being processed. This requires controllers to consider, document
and be able to justify the duration of storage. Moreover, the personal data being stored
should periodically be reviewed, and securely erased or anonymised when it is no longer
required. Personal data may be retained for longer intervals for public interest archiving,
scientific or historical research, or statistical purposes (which is an important driver for
data retention by arbitral institutions).

Arbitral Participants will be required to store personal data for a certain period after a
case is completed. They will each need to consider what data retention period is rea-
sonable in light of the purpose of the processing, including the arbitration itself and the
enforcement of any award, as well as any attendant processing in light of, for example,
future conflict checks and legal and regulatory compliance (for example, for income tax
and audit purposes). In this regard, the purpose limitation principle also applies to the
storage of personal data (see Section I.F.4). Arbitral Participants should bear in mind
that potential use in other legal proceedings may not be a sufficient basis to retain data
beyond an otherwise reasonable period of time.

Arbitral Participants, like all data controllers, should consider how long to retain per-
sonal data connected with proceedings and the time after which such personal data and/

113. Similarly, under Articles 15 and 16 of the Brazil Act, the processing of personal data shall
be terminated as soon as its purpose has been achieved. Further, unless there is a legal basis
for keeping personal data, it shall be deleted following the termination of the processing of
the data. Under Indian law, sensitive personal data of an individual should not be stored or
retained for longer than is necessary to fulfil the purpose for which it is collected.
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or the documents containing it should be destroyed or permanently deleted. This means
that they should:

— Retain personal data only for as long as reasonably necessary;

— Be able to justify how long they retain personal data, which will depend on
the purposes given to the data subject for holding the data;

— Periodically review the data held, and erase or anonymise it when they no
longer need it; and

— Carefully consider any challenges to their retention of data.
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CONCLUSION

When an Arbitral Participant is subject to a data protection law, compliance is legally
required. In practice, this means that data protection principles need to be applied dur-
ing the arbitration to supplement the applicable laws, the arbitration rules, and soft law
instruments (including the IBA Rules). The aim of this Roadmap is to enable Arbitral
Participants to identify and effectively address data protection issues in the context of
arbitral proceedings.

Sensible solutions exist permitting data protection laws to be applied during the arbitral
process, which is facilitated when: (1) Arbitral Participants adopt a reasonable, cooper-
ative, and proportionate approach to data protection compliance; (2) data protection is
addressed at the initial case management conference; (3) Data Protection Directions are
employed; and (4) compliance efforts are documented in a manner that can be shared
with data protection authorities, if requested.
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ANNEX 1
Glossary'

A

“adequacy decision” refers to a decision made by the European Commission that a third
country’s data protection laws are considered to be adequate and therefore data can be
transferred outside the EU/EEA or to an international organisation without any further
authorisation or notice because adequate protections apply as a matter of law (GDPR
Art. 45(1)).

“Annexes” refers to the present set of annexes to the Roadmap.

“Arbitral Participants” is defined in the Roadmap as, and limited to, the parties, their
legal counsel, the arbitrators and arbitral institutions.? While it is not explicitly addressed
to them, the guidance provided in the Roadmap is also relevant to those working for
or with Arbitral Participants during an arbitration, such as tribunal secretaries, experts
and service providers (e.g., e-discovery experts, information technology professionals,
transcribers, translation services, online case management platform providers, remote
hearing platform providers, etc.).

C

“California Act” or “CCPA” means the California Consumer Privacy Act of 2018, Cal.
Civ. Code §§ 1798.100 et seq.

“consent” of the data subject means any freely given, specific, informed and unambig-
uous indication of the data subject’s wishes by which they, by a statement or by a clear
affirmative action, signifies agreement to the processing of personal data relating to them
(GDPR Art. 4(11)).

1. The glossary refers mainly to the GDPR. However, throughout the text of the Roadmap ref-
erences are provided to similar concepts used in other EU-style data protection laws.

2. Inthe case of arbitrations administered by an international organisation, determining whether
any relevant privileges and immunities will impact the application of data protection laws
turns on the breadth and scope of the relevant privileges and immunities both in terms of
whether data protection laws would come within their scope, and, if so, which Arbitral Par-
ticipants would be covered by them. This is an institution-specific enquiry.
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“controller” means the natural or legal person, public authority, agency or other body
which, alone or jointly with others, determines the purposes and means of the processing
of personal data (GDPR Art. 4(7)).

“Controller/Processor Opinion” means the Opinion 1/2010 on the Concepts of “Con-
troller” and “Processor”, EU Working Party, 00264/10/EN WP 169, 2010.

“criminal offence data” means data relating to criminal convictions and offences or
related security measures (GDPR Art. 10).

“culling” means filtering data, including in the context of data minimisation (for exam-
ple, during the disclosure process).

“Cybersecurity Protocol” means the ICCA/NYC Bar/CPR Cybersecurity Protocol for
International Arbitration (2022 Edition).

D

“data breach” means a breach of security leading to the accidental or unlawful destruc-
tion, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted,
stored or otherwise processed (GDPR Art. 4(12)).

“data controller” — see “controller” above.

“data concerning health” means personal data related to the physical or mental health
of a natural person, including the provision of health care services, which reveals infor-
mation about their health status (GDPR Art. 4(15)).

“data minimisation” is a principle established by the GDPR and other data protection
laws according to which the processing of personal data must be adequate, relevant, and
limited to what is necessary in relation to the purposes for which the data is processed
(GDPR Art. 5(1)(c)).

“data processor” is a natural or legal person, public authority, agency or other body
which processes personal data on behalf of the controller (e.g., GDPR Art. 4(8)).

“data protection authority” or “DPA” — see “supervisory authority” below.
“data privacy notice” or “data protection notice” refers to a document whereby the

controller notifies the data subject in a concise and accessible form that their personal
data is being processed and the purpose of the processing (e.g., GDPR Arts. 12-14).
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“Data Protection Directions” are procedural directions issued by an arbitral tribunal in
the form of a procedural order, terms of reference, or a data protection protocol setting
out how data protection will be addressed during the arbitration. They may be issued on
an agreed basis or ordered by the arbitral tribunal.

“Data Protection Directive” means Directive 95/46/EC of the European Parliament
and of the Council on the Protection of Individuals with Regard to the Processing of Per-
sonal Data and on the Free Movement of Such Data, OJ L 281/31 (24/10/1995).

“Data Protection Protocol” refers to a document in which the roles and responsibilities
of data controllers and processors vis-a-vis the processing of personal data are identified
and agreed.

“data subject” means an identified or identifiable natural person. An identifiable natural
person is one who can be identified, directly or indirectly, in particular by reference to an
identifier such as a name, an identification number, location data, an online identifier or
to one or more factors specific to the physical, physiological, genetic, mental, economic,
cultural or social identity of that natural person (GDPR Art. 4(1)). Legal entities are not
data subjects.

“data transfer” refers to transfers of data, which is broadly defined by the EU.

“Data Transfer Guidance” refers to the EDPB “Guidelines 2/2018 on derogations of
Article 49 under Regulation 2016/679” dated 6 February 2018.

“Document Disclosure Guidance” refers to the EU Working Party “Working Docu-
ment 1/2009 on pre-trial discovery for cross border civil litigation”, WP 158, dated 11
February 2009.

E

“establishment” implies the effective and real exercise of activity through stable
arrangements. The legal form of such arrangements, whether through a branch or a sub-
sidiary with a legal personality, is not the determining factor in this respect (GDPR
Recital 22).

“European Data Protection Board” or “EDPB” is a body of representatives of national
data protection authorities, the entity empowered to issue guidelines, recommendations
and best practices to encourage consistent application of the GDPR and the setting of
administrative fines (replaced the EU Working Party).
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“European Economic Area” or “EEA” encompasses the twenty-seven EU Member
States and three additional states: Iceland, Liechtenstein and Norway. The scope of
application of the GDPR extends to the EEA, therefore, for ease of reference, the term
“EU” as used in the Roadmap includes the EEA countries as well.

“European Union” or “EU” means the twenty-seven EU Member States: Austria, Bel-
gium, Bulgaria, Cyprus, Croatia, Czech Republic, Denmark, Estonia, Finland, France,
Germany, Greece, Hungary, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta,
Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, and the Netherlands.
The term EU as used in the Roadmap includes the EEA countries as well.

“EU Working Party” was a body of representatives of national data protection author-
ities, established under Article 29 of the EU Data Protection Directive, the GDPR’s pre-
decessor. The EU Working Party was tasked with providing guidance on the application
of data protection rules under the previous EU Data Protection Directive. The advice
rendered by the EU Working Party remains valid until replaced, amended or abrogated
by the EDPB, which performs a similar function under the GDPR.

F

“filing system” means any structured set of personal data that is accessible according to
specific criteria, whether centralised, decentralised or dispersed on a functional or geo-
graphical basis (GDPR Art. 4(6)).

G

“General Data Protection Regulation” or “GDPR” means Regulation (EU) 2016/679
of the European Parliament and of the Council of 27 April 2016 on the protection of nat-
ural persons with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (General Data Protection Regulation), OJ
L 119, 4.5.2016.

I

“IBA Rules” means the IBA Rules on the Taking of Evidence in International Arbitra-
tion (International Bar Association, revised in 2020).

“Indian Act” means the India Information Technology (Reasonable Security Practices

& Procedures and Sensitive Personal Data or Information) Rules, 2011. India has not yet
passed a comprehensive data protection law.
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“international organisation” means an organisation and its subordinate bodies gov-
erned by public international law, or any other body which is set up by, or on the basis
of, an agreement between two or more countries (GDPR Art. 4(26)).

“ICO” means the UK Information Commissioner’s Office.
J

“joint controller” — refers to the situation where two or more controllers jointly deter-
mine the purposes and means of processing (GDPR Art. 26). Joint controllers are
jointly responsible for compliance with the GDPR and jointly and severally liable for
noncompliance.

L

“lawful basis” refers to one of the six possible lawful bases for the processing of per-
sonal data under the GDPR, one of which must apply whenever processing personal data
(GDPR Att. 6).

“legitimate interests” is one of the lawful bases for data processing, and can be applied
except where such interests are overridden by the interests or fundamental rights and
freedoms of the data subject (GDPR Art. 6(1)(f); see Annex 5). The GDPR does not
define what constitutes “legitimate” interests and a wide range of interests may be con-
sidered to be legitimate interests, including those of the data controller and third parties.
When legitimate interests are relied upon as a basis for processing, a Legitimate Interests
Assessment should be considered (see Annex 5).

“Legitimate Interests Assessment” refers to an analysis undertaken to identify the par-
ticular interests being relied upon when a data controller uses “legitimate interests” as

the lawful basis for processing (see Annex 5).

“LGPD” or “Brazil Act” means the Brazilian General Data Protection Act (Statute
13709/18).

o
“Online Platform Protocol” means the Protocol for Online Case Management in Inter-

national Arbitration, Working Group on LegalTech Adoption in International Arbitration
(2020).
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P

“personal data” means any information relating to a “data subject” (GDPR Art. 4(1)).
See “data subject” above.

“personal data breach” — see “data breach” above.

“personal data of a child” is given special protection under the GDPR. Where personal
data of a child is processed based on consent and the child is below the age of 16 years,
such processing shall be lawful when the consent is provided by the holder of parental
responsibility over the child. Member States may provide by law for a lower age pro-
vided that such lower age is not below 13 years (GDPR Art. 4(2)).

“processing” means any operation or set of operations which is performed on personal
data or on sets of personal data, whether or not by automated means, such as collection,
recording, organisation, structuring, storage, adaptation or alteration, retrieval, consul-
tation, use, disclosure by transmission, dissemination or otherwise making available,
alignment or combination, restriction, erasure or destruction (GDPR Art. 4(2)).

“processor” means a natural or legal person, public authority, agency or other body
which processes personal data on behalf of a controller (GDPR Art. 4(8)).

“pseudonymisation” means the processing of personal data in such a manner that the
personal data can no longer be attributed to a specific data subject without the use of
additional information (for example, a coding system) provided that such additional
information is kept separately and is subject to technical and organisational measures to
ensure that the personal data is not attributed to an identified or identifiable natural per-
son. It is similar to redaction but requires that the data subject not be identifiable without
additional measures (GDPR Art. 4(5)).

R

“Roadmap” refers to this ICCA-IBA Roadmap to Data Protection in International
Arbitration.

S
“sensitive data”— see “special category data” below.
“special category data” is data which reveals racial or ethnic origin, political opin-

ions, religious or philosophical beliefs, or trade union membership and the processing of
genetic data, biometric data for the purpose of uniquely identifying a natural person, data
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concerning health or data concerning a natural person’s sex life or sexual orientation.
(GDPR Art. 9(1) and 9(2)(%)).

“standard contractual clauses” refers to clauses that have been adopted by the Euro-
pean Commission (or in some cases by a supervisory authority), which if entered into
allow data to be transferred outside the EU in the absence of an adequacy decision
(GDPR Att. 46). See Commission Implementing Decision (EU) 2021/914 of 4 June 2021
on standard contractual clauses for the transfer of personal data to third countries pursu-
ant to Regulation (EU) 2016/679 of the European Parliament and of the Council (Text
with EEA relevance) C/2021/3972 OJ L 199, 7.6.2021, 31-61. https://eur-lex.europa.cu/
eli/dec_impl/2021/914/0j7uri=CELEX:32021D0914&locale=en.

“supervisory authority” means an independent public authority which is established by
a Member State pursuant to Article 51 GDPR (GDPR Art. 4(21)). It is also referred to as
a “data protection authority” or “DPA”.

T

“targeting” is the term used to refer to activities whereby an individual or entity that
is not “established” in the EU nevertheless comes within the jurisdictional scope of the
GDPR, including when they (1) offer of goods or services to data subjects in the EU or
(2) monitor the behaviour of data subjects in the EU (GDPR Art. 3(2), Recs. 23-24). The
EDPB has published “Guidelines 3/2018 on the territorial scope of the GDPR (Art. 3)”
providing further guidance on when data processing activities will be considered to con-
stitute targeting for the purposes of the application of the GDPR.

“third country” means any country outside of the European Union and EEA.

“third country data transfer(s)” refers to data transfers of personal data outside of the
EU or to an international organisation (GDPR Arts. 45, 46(1), 49).

“third party” means a natural or legal person, public authority, agency or body other
than the data subject, controller, processor and persons who, under the direct authority
of the controller or processor, are authorised to process personal data (GDPR Art. 4(10)
GDPR).
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ANNEX 2
Data Protection Practice Tips

Before the Arbitration

1. Applicability — Arbitral Participants (defined to include the parties, counsel, arbi-
trators and the arbitral institution) should consider at the outset of the arbitration (or
prior to issuing proceedings in the case of parties and their legal counsel) what data
protection laws will apply during the arbitration, keeping in mind that data protection
laws are mandatory and apply alongside the applicable arbitration law, arbitration
rules, and any soft law such as the IBA Rules, to both commercial and investor-State
arbitration.

2. Proportionality — Data protection laws should be applied in a proportionate man-
ner, taking into consideration the rights and interests of the data subject (considering,
for example, the nature and amount of data being processed and the circumstances),
the rights and interests of third parties, including the parties to the arbitration and the
need for fair and efficient administration of justice, provided that the rights and inter-
ests of the data subject must always be adequately protected.

3. Data Collection and Review — When preparing for a case, parties and their legal
counsel should identify and document: (1) the types of personal data, sensitive data,
personal data of children and any personal data related to criminal proceedings that is
likely to be processed; (2) the lawful basis for processing that data for the arbitration;
(3) what data transfers will likely need to be made and the lawful basis for them; (4)
what notices have been or will need to be given to the data subjects; (5) what ade-
quate security measures will be put in place to protect the data; and (6) any steps to
be taken to minimise the processing of personal data (including any use of online case
management tools to assist in that process, e.g., by limiting data collection to specific
custodians, data ranges or applying search terms, redaction, pseudonymisation, etc.).

4. Service Providers — When engaging third parties to assist with an arbitration
(experts, transcribers, translators, online case management platform providers, remote
hearing platform providers etc.), Arbitral Participants should consider what is required
to comply with data protection laws in those relationships, including whether a data
processing agreement is necessary.

5. Arbitrator Selection — How an arbitrator’s appointment will impact the appli-
cation of data protection laws to the arbitration should be considered and steps taken
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to ensure that personal data may be processed by and transferred to the arbitrator in
accordance with any applicable data protection law, including the possibility of enter-
ing into standard contractual clauses for data transfers, where necessary.

During the Arbitration

6. Initial Case Management Conference (CMC) — Data protection issues should
be put on the agenda and addressed at the initial CMC.

7. Data Protection Directions — In order to facilitate compliance with data protec-
tion laws and the orderly conduct of proceedings, the following data protection issues
should be considered for inclusion in the first procedural order, terms of reference,
or, where appropriate, in a data protection protocol (referred to as “Data Protection
Directions”): (1) lawful basis for processing; (2) lawful basis for data transfer; (3)
disclosure or production of documents; (4) data security and data breach protocols;
(5) managing data subject rights; (6) notification; (7) documenting data protection
compliance; and (8) any use of online case management platforms to assist with com-
pliance. This is not an exhaustive list, and some of these issues may be more important
than others in specific cases. However, these are issues which if not addressed early
can create problems down the road either from a compliance or case management
perspective.

8. During the Proceedings — Three important data protection issues that may arise
in the course of the proceedings are: (1) data protection in document disclosure; (2)
potential data breaches; and (3) possible data subject rights requests.

— Document Disclosure — Data protection laws may impact the means and
amount of data to be processed and transferred to third countries for pur-
poses of disclosure. In addition to having a lawful basis for processing and
transfer, data minimisation obligations may require the culling of the doc-
uments to be produced, and/or redacting or pseudonymising personal data
prior to disclosure, and otherwise limiting the personal data produced to that
which is necessary for the resolution of the dispute in line with the applica-
ble lawful basis for processing.

— Data Breach Notification — Given the short deadlines for data breach noti-
fication, Arbitral Participants should document in advance what will consti-
tute a data breach, the procedure within the arbitration that will be followed
if a breach occurs, who will be notified, and that they will communicate
and cooperate with respect to notification. In any case, Arbitral Participants
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should inform each other whenever a data breach occurs impacting arbitral
data so that they can comply with any notification requirements.

— Data Subject Rights — Arbitral Participants should set out in advance the
mechanisms that will be used to address compliance with data subject rights,
including data subject access requests.

9. Award. Before the award is rendered, Arbitral Participants should consider the
extent to which personal data should be included in the award and steps that might be
taken to minimise the inclusion of personal data in the award and to ensure its confi-
dentiality where applicable.

After the Arbitration

10. Data Retention — Arbitral Participants should consider how long to retain per-
sonal data connected with proceedings and the time after which such personal data
and/or the documents containing it should be destroyed or permanently deleted.
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Checklist: Data Protection Considerations

Introductory Remarks

This checklist contains a non-exhaustive list of data protection considerations that may
impact Arbitral Participants when the GDPR or another EU-style data protection law
applies.

Caution: Use of this checklist does not ensure compliance with any data protection law
or regulation. Each Arbitral Participant has individual responsibility for data protection
compliance. Where an EU-style data protection law applies, careful consideration should
be given to these issues during the proceedings and when considering Data Protection
Directions. Not all of these issues arise in every arbitration and in some cases data pro-
tection issues will be raised that are not listed.

General Considerations

Are you covered by the GDPR?

Establishment

—  Consider whether you are established in the EU through stable arrangements.

— Does the data processing in question occur “in the context of the activities”
of that EU establishment?

— If so, subject to certain exceptions (e.g., household information), all world-
wide data processing activities associated with the activities of that EU
establishment are covered by the GDPR.

Targeting

— If you decide you are not established in the EU, consider whether you have
targeted EU data subjects for the purposes of offering services.

— If so, your data processing related to the offering of those services may be
covered, but not necessarily your activities generally.

Am I data controller, processor or joint controller?

— Do you decide the purpose and means of the processing?
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— If so, then you are a data controller responsible for compliance and being
able to demonstrate compliance with the GDPR. Such control is generally
inherent in the function of institutions, arbitrators, and legal counsel.

— Consider whether you jointly control the purpose and means of the process-
ing with others involved in the arbitration, in which case you may be a joint
controller together with the others with whom you exercise such joint con-
trol. Caution: joint control has been broadly defined and carries joint and
several liability.

— Ifyou process personal data but do not control the purpose and means of the
data processing, then you are likely to be a data processor, for which you
would require a GDPR-compliant data processing agreement with the data
controller that has engaged you for the processing. This may be the case,
for example, for online case management or hearing platforms, e-discov-
ery firms, transcribers, and interpretation and translation services in certain
contexts.

Preparing for a Case

Document Collection and Review: General

— Is any likely Arbitral Participant subject to a data protection law or regula-
tion that may impact the arbitration?

— Does the arbitration agreement expressly address data protection or data
security?

— Have any of the likely Arbitral Participants issued data privacy notices that
may provide information about their status under data protection law or how
they will treat data protection issues? What do they say?

— What kind of personal data is likely to be processed during the arbitration?

— Does it include sensitive data? Data related to a child? Criminal offence
data?

— What is the lawful basis for processing the personal data in each of these
categories?

—  Where is the personal data in each of these categories likely to be located?

— Does the data collection and review require third country data transfer, and,
if so, what is the lawful basis for the transfer? Consider mapping the data
flows and putting in place standard contractual clauses.

— How will the personal data be collected and by whom?

— Is the amount of data being collected fair and proportionate to the claim?

— How has notice been provided to the data subjects identified in the data to be
processed for the arbitration:
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* If notice has been provided, does it address the use of personal data for
arbitration or dispute resolution?

» Ifnot, is data processing for the arbitration compatible with the purpose
that was notified?

» Is it necessary to send a further data privacy notice informing the indi-
vidual data subjects that their personal data is being collected for use in
a potential arbitration? Could this be done together with any arbitration
hold that may be issued?

*  What impact would specific notification have on any confidentiality of
the proceedings (that may have yet to be brought)?

Have efforts been made to minimise the amount of data collected and

reviewed? Has the data been culled? Has consideration been given to redact-

ing or pseudonymising the personal data or sensitive data?

Are adequate record-keeping measures in place to demonstrate compliance

with data protection laws and regulations during the collection and review

of data?

What data retention and destruction policy is in place?

Have you considered using an online case management platform to assist

with data protection compliance, among other things?

What is my lawful basis for processing personal data?

Consider the lawful basis for your processing of personal data.

Consider whether the processing of data is necessary for the legitimate inter-
ests (of you or other Arbitral Participants), provided that the legitimate inter-
est is not overridden by the rights and freedoms of the data subject.

When relying on legitimate interests, consider undertaking a Legitimate
Interests Assessment (see Annex 5).

Is consent a reliable lawful basis for processing personal data?

Relying on consent creates uncertainty.

— Consent must be obtained from each data subject, not from the parties.

Employee consent is often considered to be invalid.

— Consent may be refused or withdrawn at any time, in which case it may

be difficult to rely upon another lawful basis for continued processing
of the personal data. Consent is therefore not recommended as a lawful
basis in the arbitration context and is only appropriate in limited circum-
stances, including in countries with consent-based data protection laws
(like Canada under PIPEDA).
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What is my lawful basis for processing special category data or personal data of a

child?

Consider your lawful basis for the processing of any special category data or
personal data relating to a child.

Is the processing of any special category data necessary to establish, exer-
cise or defend a legal claim?

Can I process any criminal offence data?

Consider whether you can process criminal offence data, which must be
done under a supervising authority’s control or as authorised by EU or Mem-
ber State law.

Member State law may allow the processing of personal data relating to
criminal activity, for example, Member State law may allow processing
where necessary to establish, exercise or defend a legal claim, including in
arbitration.

What is my lawful basis for transferring any data outside the EU?

Consider whether data will be transferred to third countries or international
organisations.

What is your lawful basis for the transfer of any personal data?

Transfer is lawful to countries or international organisations: (1) where a
country has been granted an adequacy decision; (2) if this is not the case,
where appropriate safeguards (e.g., standard contractual clauses) have been
putin place; (3) if this is not feasible, a derogation can be relied upon, includ-
ing where data transfers are necessary to establish, exercise or defend legal
claims, provided that the personal data transfers are occasional and the per-
sonal data is minimised through culling and/or pseudonymisation/redaction,
as appropriate; or (4) “compelling legitimate interests” support the transfer,
which is a high threshold to meet, and also requires notification to both the
data subjects and the supervisory authority.

Standard contractual clauses should be put in place where this is feasible to
do.

Is any relevant data located in a country with a localisation regime (possibly
Russia or China)? How will this be managed?
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Arbitration agreement and arbitrator selection

— Inreviewing potential legal counsel and/or arbitrator candidates, has consid-
eration been given to how their appointment will impact the data protection
profile of the arbitration? If located outside the EU, are they willing to enter
into standard contractual clauses?

During the Arbitration

Case Management Conference

— Has data protection/data security been placed on the agenda for the initial
procedural/case management conference?

Data Protection Directions

— Should data protection be addressed in the terms of reference, a procedural
order, or by agreement of the parties in a data protection protocol?

Issues for potential inclusion in the Data Protection Directions

Lawful basis

— Identify the lawful basis for the processing during the arbitration process
of any: (1) personal data; (2) sensitive data; (3) criminal offence data; or
(4) personal data of a child.

Third country transfer

— Identify the lawful basis for the transfer of any: (1) personal data; (2) sensi-
tive data; (3) criminal offence data; or (4) personal data of a child.

Document production

— Has consideration been give to how data protection compliance may impact
document production?

— Have standard contractual clauses been put in place for any third country
data transfers?

—  What efforts will be taken to minimise the personal and sensitive data pro-
cessed for the arbitration?
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— Has consideration been given to the possibility of redaction and pseudony-
misation of personal data, where necessary under the applicable data protec-
tion law?

Data security and data breach

Information security

— Have reasonable measures been put in place to protect the security of the
information, including personal and sensitive data, to be processed in rela-
tion to the arbitration?

— Has consideration been given to the ICCA-NYC Bar-CPR Cybersecurity
Protocol for International Arbitration?

— Taking into consideration the existing information security practices of the
Arbitral Participants, has consideration been given to agreeing in advance
whether any additional information security measures may be required for
the arbitration?

Data breach

— Has consideration been given to what constitutes a data breach?

— Have Arbitral Participants put a process in place for complying with their
notification obligations if there is a data breach, taking into account the very
short deadlines established in the GDPR and many other data protection
laws for informing the relevant supervisory authority and/or data subjects
of the data breach and the need for communication and cooperation among
Arbitral Participants when notifying (see Cybersecurity Protocol, Schedule
D-1)?

Data subject rights requests

— Have the Arbitral Participants identified what steps will be undertaken and
who will be responsible for taking them if a data subject exercises their data
subject rights, including data subject access requests, during the arbitration?

Notices

— Have data subjects been adequately notified of the personal data processing
for the arbitration?
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Record-keeping

— Have the Arbitral Participants put record-keeping measures in place to
demonstrate compliance with the relevant data protection laws and regula-
tions in a manner that can be shared with the data protection authorities if
needed?

Use of on-line case management platforms

— Has consideration been given to the use of case management platforms as
a means of facilitating data protection compliance during the arbitration,
among other potential benefits?

84




ANNEX 4
Checklist: Online Case Management Platform

Introductory Remarks

Use of an Online Case Management Platform can assist Arbitral Participants to com-
ply with their data protection and cybersecurity obligations, although it is important to
recall that the use of the Platform itself constitutes data processing and must comply
with applicable data protection laws. In the event that Arbitral Participants decide to use
a platform, the checklist below may assist in discussions with a platform provider about
compliance with data protection and cybersecurity requirements applicable to their par-
ticular arbitration.

Caution: Use of this checklist does not ensure compliance with any data protection law
or regulation. Each Arbitral Participant has individual responsibility for data protection
compliance. This checklist is not exhaustive of the questions that should be asked of a
platform provider. Rather, it should only be considered a starting point for discussions
about relevant data flows and data security arrangements. For further information on the
questions to ask and practical steps to take before implementing online case management
software in your arbitration, please refer to the Protocol for Online Case Management in
International Arbitration.!

Platform Providers

Data Security

— Accountability for data security

» Identify who has responsibility for the information security policy and
when this was last updated.

» Identify who manages and controls the operation of the platform and the
physical security of the facilities in which the data is stored?

*  Determine if the platform relies on any external information systems or
providers and their data access rights.

* Identify who is responsible for managing system encryption. Determine
if Arbitral Participants have (or want) the option to manage their own
encryption keys.

1. https://protocol.techinarbitration.com/p/1.
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Ensure that the platform provider’s staff are vetted, trained and mon-
itored to ensure compliance with non-disclosure or confidentiality
requirements.

Identify the platform provider’s data protection officer with responsi-
bility for the tasks foreseen in GDPR and other relevant data protection
laws. If located within the United Kingdom, for example, procure ICO
data protection registration number and details or similar information for
other jurisdictions.

— Standards the platform must meet

Enquire into to the information security or quality standards in relation
to the services to be provided, e.g., ISO 27001, ISO 27017, ISO 27018.
Enquire into applicable certifications for data storage, e.g., SSAE 16,
SOC 2, SOC 3.

— Legal aspects of the relationship with the platform provider

Review which information security legislation and regulatory policies
have been considered in the design and operation of the platform.

Does the platform provider have a fully executed non-disclosure agree-
ment for the engagement?

Review the platform provider’s privacy policy.

If the platform provider develops any aspect of the platform, what is the
system development lifecycle in place to support this process?

If the platform provider develops any mobile elements for the platform,
how does it ensure this technology is appropriately secured?

— Contingency plans

What is the platform provider’s business continuity plan? What are the
results of its last business continuity test?

How does the platform provider protect against data leakage to ensure
the continuous protection of data?

How does the platform provider ensure the integrity of data?

What is the platform provider’s risk tolerance in the areas of threat
and vulnerability remediation? What types of threats would it consider
acceptable and what time frames does it target for remediation of those
that are not acceptable?

How is the platform and data backed up (including frequency and the
technologies in use)? How are these backups tested for recovery?
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Data Storage

— Encryption and security controls

» Is data on the platform encrypted, both in transit and at rest?

*  What are the physical security controls protecting the location where
platform data would be stored (e.g., physical entry arrangements - locked
server cages, guarded access, video monitoring, visitor access controls
etc.)?

— Jurisdictional concerns
*  What is/are the jurisdiction(s) in which data on the platform can be
stored?
*  Does the platform provider have the ability to replicate and back up con-
tent in more than one jurisdiction, if needed?
*  Are there any bases on which the platform provider would seek to:
- move or replicate data outside of the chosen region(s) without
express consent from all relevant Arbitral Participants?
- access, disclose or use platform data for any purpose beyond the
services commissioned for this arbitration?

Data Privacy

— Access to data
» Identify the employees or contractors in the platform provider who
would be able to access platform data and the approval process for grant-
ing access.
*  What is the level of security applicable to remote access?
*  How would the platform provider respond to data subject access requests
under applicable data protection laws?

Data Retention

— Do parties have the ability to delete permanently all or part of the informa-
tion uploaded to the platform, including the ability to make permanent (i.e.,
irreversible) redactions to documents?

— What is the platform provider’s proposed retention period for platform data?

— Determine how data is destroyed when necessary.
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ANNEX 5
Checklist: Legitimate Interests Assessment

Introductory Remarks

When the GDPR or another data protection law applies to an Arbitral Participant, the
Arbitral Participant will be required to have a lawful basis for processing personal data
during the arbitration.

When the GDPR applies, the preferred lawful basis will often be the legitimate interests
of either the data controller, or a third party, or both (see Roadmap Section 11.B.3.c(1)).
When legitimate interests are employed as the lawful basis, the EU Working Party has
taken the view that a Legitimate Interests Assessment should be performed.

This checklist contains a non-exhaustive list of considerations that should be applied in
performing a Legitimate Interests Assessment.

Caution: Use of this checklist does not ensure compliance with the GDPR or any other
law or regulation. Each Arbitral Participant has individual responsibility for data protec-
tion compliance. Where an EU-style data protection law applies, careful consideration
should be given to the lawful basis for the processing of personal data for the arbitration.

Am I relying on a legitimate interest for the processing of personal data for the
arbitration?

—  Controllers must have a lawful basis for processing personal data, which are
set out in Article 6(1) of the GDPR.

— Among other reasons, data processing is lawful where the processing is nec-
essary for the legitimate interests of the controller or a third party, unless
these interests are overridden by the individual’s interests or fundamental
rights. This lawful basis may be best suited for arbitration.

— The EDPB has indicated that when relying on legitimate interests, a Legiti-
mate Interests Assessment should be undertaken and documented.

What is the three-part test for applying a legitimate interest for the processing of
personal data for the arbitration?

The EU Working Party has explained that there is a three-part test that should be
applied when undertaking a Legitimate Interests Assessment:

88



ROADMAP TO DATA PROTECTION IN INTERNATIONAL ARBITRATION

— Identify the legitimate interest
— Carry out a “necessity test”
— Carry out a “balancing test”

What is my or a third party’s legitimate interest?

The first step in a Legitimate Interests Assessment is to identify a legitimate interest
— what is the purpose for processing the personal data and why is it important to you
as a controller? In the context of an arbitration, the legitimate interest may involve the
administration of justice, ensuring the parties’ rights are respected and the expeditious
and fair resolution of claims under the applicable arbitration rules, in addition to other
interests.

The “necessity test”: Is the processing necessary to achieve my or a third party’s
legitimate interests?

This prong of the test asks whether the processing of the personal data is necessary
to achieve a party’s legitimate interest. In applying this standard, Arbitral Participants
might consider whether data minimisation techniques could be used to reduce the
amount of personal data processed without infringing on all parties’ rights to present
and defend their respective cases.

The “balancing test”: Have I balanced the interests?

The third prong of the test requires balancing the legitimate interest of the controller or a
third party against those of the data subject and considering whether the legitimate inter-
ests of the data controller or a third party are overridden by those of the data subject. The
balancing test should always be conducted fairly and must give due regard and weight to
the rights and freedoms of individuals. Some factors to consider when deciding whether
an individual’s rights would override a controller’s legitimate interest are:

— The nature of the data subject’s interests;
— The potential impact of processing on the data subject’s interests; and
— Any safeguards which are, or could be put, in place.

Have I documented the Legitimate Interests Assessment?

The EU Working Party has explained that the Legitimate Interests Assessment should
be documented and if an issue arises, a supervisory authority is likely to review the doc-
umentation. This should therefore be done in a manner that can be disclosed on request.
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ANNEX 6
Sample Standard Contractual Clauses for Controller-
Controller Transfers under the GDPR

Introductory Remarks

Third country transfers by Arbitral Participants subject to the GDPR require a lawful
basis. When the transfer involves a country that has not been granted an adequacy deci-
sion by the EU Commission, an “appropriate safeguard” should be put in place where
feasible. In the case of arbitration, the most appropriate safeguard will likely be the
“standard contractual clauses” (SCCs), which are the subject of this Annex. If entering
into SCCs is not feasible, a specific derogation related to legal claims may be relied on if
the conditions for doing so are considered to be met. However, the EDPB has indicated
that where an appropriate safeguard can be put in place, it should be, rather than relying
on a derogation.

The substantive obligations included in the SCCs impose a lightweight form of the
GDPR on the data importer (i.e., the recipient of the personal data), supported by third
party rights for data subjects. The precise obligations vary depending on the status of the
parties to the transfer. After the CJEU decision of 2020 in Schrems II (Case C311/18),
the European Commission put in place new, and stricter, SCCs reflecting the Court’s
decision and the requirements of the GDPR. The SCCs follow a modular approach, con-
taining a set of provisions allowing draft transfers from:

—  Controller to controller (Module 1);
—  Controller to processor (Module 2);
—  Processor to sub-processor (Module 3); and
— Processor to controller (Module 4).

The SCCs operate on a multi-party basis, allowing a single set of SCCs to cover transfers
of personal data between a number of parties. Moreover, they include a “docking clause”
allowing new parties to be added over time. This will be useful in an arbitration context.

As discussed in the Roadmap, Arbitral Participants will usually be data controllers, there-
fore Module 1 (controller-controller transfers) will apply. This Annex therefore provides
a compiled version of the SCCs for controller-controller transfers, which includes the
following obligations:

—  Transfer impact assessment.: The parties to SCCs must assess and document
the impact of the transfers before they are entered into.
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—  Purpose limitation: The data importer can only use personal data for the
purposes described in the SCCs, unless the processing is necessary for legal
claims, which will usually be the case in arbitration.

— Transparency: The data importer must, directly or via the data exporter (i.e.,
the sender), provide data subjects with certain information, including its iden-
tity and any onward transfers.

—  Other principles: The data importer must comply with the principles of accu-
racy, data minimisation and limited data retention.

—  Security: The data importer must keep the personal data secure. If there is a
breach, it may need to notify the data exporter, data subjects and the supervi-
sory authority(ies), depending on the severity of the breach.

—  Onward transfer: There are specific controls on onward transfers to third par-
ties outside the EU (including a third party signing up to the SCCs), unless
certain conditions are met.

— Data subject rights: The data importer must comply with data subject rights,
including data subject access rights, and rights to correct, object to processing
and erase personal data where applicable.

—  Complaints mechanism: The data importer must provide a complaints han-
dling process for data subjects.

—  Submission to jurisdiction: The data importer must submit to EU jurisdiction.
This includes submitting to the jurisdiction of the relevant supervisory author-
ity(ies) and the courts in which the data subjects have their residence. Data
subjects will be entitled to material and non-material damages and the data
exporter and the data importer will be jointly and severally liable.

—  Access by public authorities: Notification to the data exporter and, where pos-
sible, the data subject must be made if the personal data held by the data
importer is subsequently accessed by public authorities.

Note that the Appendices of the SCCs need to be completed. The SCCs provide for
choices to be made in relation to certain provisions. However, in order to be valid, the
SCC terms cannot be changed. The SCCs can be included in another agreement, pro-
vided that the terms remain the same.
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The following is directly excerpted from Module 1 for controller-to-controller data
transfers only, of the Commission Implementing Decision (EU) 2021/914 of 4 June
2021 on standard contractual clauses for the transfer of personal data to third countries
pursuant to Regulation (EU) 2016/679 of the European Parliament and of the Council
(Text with EEA relevance) C/2021/3972.

Disclaimer: This document was generated based on the text available at https://eur-lex.
europa.eu/eli/dec_impl/2021/914/0j?uri=CELEX%3A32021D0914&locale=en#n
tc12-L_2021199EN.01003701-E0012 and is provided for convenience purposes. It
should not be considered an authoritative text or legal guidance

CONTROLLER-TO-CONTROLLER
STANDARD CONTRACTUAL CLAUSES

SECTION I

Clause 1
Purpose and scope

(a) The purpose of these standard contractual clauses is to ensure compliance with the
requirements of Regulation (EU) 2016/679 of the European Parliament and of the
Council of 27 April 2016 on the protection of natural persons with regard to the pro-
cessing of personal data and on the free movement of such data (General Data Pro-
tection Regulation)' for the transfer of personal data to a third country.

(b) The Parties:
(i) the natural or legal person(s), public authority/ies, agency/ies or other body/
ies (hereinafter “entity/ies”) transferring the personal data, as listed in Annex
LA (hereinafter each “data exporter’”), and

1. Where the data exporter is a processor subject to Regulation (EU) 2016/679 acting on behalf of
a Union institution or body as controller, reliance on these Clauses when engaging another pro-
cessor (sub-processing) not subject to Regulation (EU) 2016/679 also ensures compliance with
Article 29(4) of Regulation (EU) 2018/1725 of the European Parliament and of the Council of
23 October 2018 on the protection of natural persons with regard to the processing of personal
data by the Union institutions, bodies, offices and agencies and on the free movement of such
data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC (OJ L 295,
21.11.2018, p. 39), to the extent these Clauses and the data protection obligations as set out in
the contract or other legal act between the controller and the processor pursuant to Article 29(3)
of Regulation (EU) 2018/1725 are aligned. This will in particular be the case where the control-
ler and processor rely on the standard contractual clauses included in Decision 2021/915.
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(ii) the entity/ies in a third country receiving the personal data from the data
exporter, directly or indirectly via another entity also Party to these Clauses,
as listed in Annex I.A (hereinafter each “data importer”)

have agreed to these standard contractual clauses (hereinafter: “Clauses”).

(c) These Clauses apply with respect to the transfer of personal data as specified in
Annex [.B.

(d) The Appendix to these Clauses containing the Annexes referred to therein forms an
integral part of these Clauses.

Clause 2
Effect and invariability of the Clauses

(a) These Clauses set out appropriate safeguards, including enforceable data subject
rights and effective legal remedies, pursuant to Article 46(1) and Article 46(2)(c)
of Regulation (EU) 2016/679 and, with respect to data transfers from controllers to
processors and/or processors to processors, standard contractual clauses pursuant to
Article 28(7) of Regulation (EU) 2016/679, provided they are not modified, except
to select the appropriate Module(s) or to add or update information in the Appendix.
This does not prevent the Parties from including the standard contractual clauses laid
down in these Clauses in a wider contract and/or to add other clauses or additional
safeguards, provided that they do not contradict, directly or indirectly, these Clauses
or prejudice the fundamental rights or freedoms of data subjects.

(b) These Clauses are without prejudice to obligations to which the data exporter is sub-
ject by virtue of Regulation (EU) 2016/679.

Clause 3
Third-party beneficiaries

(a) Data subjects may invoke and enforce these Clauses, as third-party beneficiaries,
against the data exporter and/or data importer, with the following exceptions:

(i) Clause 1, Clause 2, Clause 3, Clause 6, Clause 7,

(i1)) Clause 8 — Module One: Clause 8.5 (e) and Clause 8.9(b); Module Two:
Clause 8.1(b), 8.9(a), (c), (d) and (e); Module Three: Clause 8.1(a), (c) and
(d) and Clause 8.9(a), (c), (d), (e), (f) and (g); Module Four: Clause 8.1 (b)
and Clause 8.3(b);

(ii1) Clause 9 — Module Two: Clause 9(a), (c), (d) and (e); Module Three: Clause
9(a), (¢), (d) and (e);

(iv) Clause 12 — Module One: Clause 12(a) and (d); Modules Two and Three:
Clause 12(a), (d) and (f);
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(v) Clause 13;

(vi) Clause 15.1(¢c), (d) and (e);

(vii) Clause 16(e);

(viii) Clause 18 — Modules One, Two and Three: Clause 18(a) and (b); Module
Four: Clause 18.

(b) Paragraph (a) is without prejudice to rights of data subjects under Regulation (EU)
2016/679.

Clause 4
Interpretation

(a) Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those
terms shall have the same meaning as in that Regulation.

(b) These Clauses shall be read and interpreted in the light of the provisions of Regula-
tion (EU) 2016/679.

(c) These Clauses shall not be interpreted in a way that conflicts with rights and obliga-
tions provided for in Regulation (EU) 2016/679.

Clause 5
Hierarchy

In the event of a contradiction between these Clauses and the provisions of related agree-
ments between the Parties, existing at the time these Clauses are agreed or entered into
thereafter, these Clauses shall prevail.

Clause 6
Description of the transfer(s)

The details of the transfer(s), and in particular the categories of personal data that are
transferred and the purpose(s) for which they are transferred, are specified in Annex [.B.

Clause 7 — Optional
Docking clause

(a) An entity that is not a Party to these Clauses may, with the agreement of the Parties,

accede to these Clauses at any time, either as a data exporter or as a data importer, by
completing the Appendix and signing Annex [.A.
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(b) Once it has completed the Appendix and signed Annex [.A, the acceding entity shall
become a Party to these Clauses and have the rights and obligations of a data exporter
or data importer in accordance with its designation in Annex [.A.

(c) The acceding entity shall have no rights or obligations arising under these Clauses
from the period prior to becoming a Party.

SECTION II - OBLIGATIONS OF THE PARTIES

Clause 8
Data protection safeguards

The data exporter warrants that it has used reasonable efforts to determine that the data
importer is able, through the implementation of appropriate technical and organisational
measures, to satisfy its obligations under these Clauses.

8.1 Purpose limitation

The data importer shall process the personal data only for the specific purpose(s) of
the transfer, as set out in Annex I.B. It may only process the personal data for another

purpose:
®
(i)

(iii)

where it has obtained the data subject’s prior consent;

where necessary for the establishment, exercise or defence of legal claims in
the context of specific administrative, regulatory or judicial proceedings; or
where necessary in order to protect the vital interests of the data subject or
of another natural person.

8.2 Transparency

(a) In order to enable data subjects to effectively exercise their rights pursuant to Clause
10, the data importer shall inform them, either directly or through the data exporter:

(i)

(ii)
(iii)
(iv)

of its identity and contact details;

of the categories of personal data processed;

of the right to obtain a copy of these Clauses;

where it intends to onward transfer the personal data to any third party/ies,
of the recipient or categories of recipients (as appropriate with a view to pro-
viding meaningful information), the purpose of such onward transfer and the
ground therefore pursuant to Clause 8.7.
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Paragraph (a) shall not apply where the data subject already has the information,
including when such information has already been provided by the data exporter,
or providing the information proves impossible or would involve a disproportionate
effort for the data importer. In the latter case, the data importer shall, to the extent
possible, make the information publicly available.

On request, the Parties shall make a copy of these Clauses, including the Appendix
as completed by them, available to the data subject free of charge. To the extent
necessary to protect business secrets or other confidential information, including
personal data, the Parties may redact part of the text of the Appendix prior to sharing
a copy, but shall provide a meaningful summary where the data subject would other-
wise not be able to understand its content or exercise his/her rights. On request, the
Parties shall provide the data subject with the reasons for the redactions, to the extent
possible without revealing the redacted information.

Paragraphs (a) to (c) are without prejudice to the obligations of the data exporter
under Articles 13 and 14 of Regulation (EU) 2016/679.

8.3 Accuracy and data minimisation

(@)

(b)

(©

Each Party shall ensure that the personal data is accurate and, where necessary, kept
up to date. The data importer shall take every reasonable step to ensure that personal
data that is inaccurate, having regard to the purpose(s) of processing, is erased or
rectified without delay.

If one of the Parties becomes aware that the personal data it has transferred or
received is inaccurate, or has become outdated, it shall inform the other Party with-
out undue delay.

The data importer shall ensure that the personal data is adequate, relevant and lim-
ited to what is necessary in relation to the purpose(s) of processing.

8.4 Storage limitation

The data importer shall retain the personal data for no longer than necessary for the
purpose(s) for which it is processed. It shall put in place appropriate technical or organi-
sational measures to ensure compliance with this obligation, including erasure or anony-
misation? of the data and all back-ups at the end of the retention period.

2.
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8.5 Security of processing

(@)

(b)

(©

(d)

(e)

®

The data importer and, during transmission, also the data exporter shall implement
appropriate technical and organisational measures to ensure the security of the per-
sonal data, including protection against a breach of security leading to accidental or
unlawful destruction, loss, alteration, unauthorised disclosure or access (hereinafter
“personal data breach”). In assessing the appropriate level of security, they shall take
due account of the state of the art, the costs of implementation, the nature, scope,
context and purpose(s) of processing and the risks involved in the processing for the
data subject. The Parties shall in particular consider having recourse to encryption or
pseudonymisation, including during transmission, where the purpose of processing
can be fulfilled in that manner.

The Parties have agreed on the technical and organisational measures set out in
Annex II. The data importer shall carry out regular checks to ensure that these mea-
sures continue to provide an appropriate level of security.

The data importer shall ensure that persons authorised to process the personal data
have committed themselves to confidentiality or are under an appropriate statutory
obligation of confidentiality.

In the event of a personal data breach concerning personal data processed by the data
importer under these Clauses, the data importer shall take appropriate measures to
address the personal data breach, including measures to mitigate its possible adverse
effects.

In case of a personal data breach that is likely to result in a risk to the rights and
freedoms of natural persons, the data importer shall without undue delay notify both
the data exporter and the competent supervisory authority pursuant to Clause 13.
Such notification shall contain i) a description of the nature of the breach (including,
where possible, categories and approximate number of data subjects and personal
data records concerned), ii) its likely consequences, iii) the measures taken or pro-
posed to address the breach, and iv) the details of a contact point from whom more
information can be obtained. To the extent it is not possible for the data importer to
provide all the information at the same time, it may do so in phases without undue
further delay.

In case of a personal data breach that is likely to result in a high risk to the rights and
freedoms of natural persons, the data importer shall also notify without undue delay
the data subjects concerned of the personal data breach and its nature, if necessary
in cooperation with the data exporter, together with the information referred to in
paragraph (e), points ii) to iv), unless the data importer has implemented measures to
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significantly reduce the risk to the rights or freedoms of natural persons, or notifica-
tion would involve disproportionate efforts. In the latter case, the data importer shall
instead issue a public communication or take a similar measure to inform the public
of the personal data breach.

(g) The data importer shall document all relevant facts relating to the personal data
breach, including its effects and any remedial action taken, and keep a record thereof.

8.6 Sensitive data

Where the transfer involves personal data revealing racial or ethnic origin, political opin-
ions, religious or philosophical beliefs, or trade union membership, genetic data, or bio-
metric data for the purpose of uniquely identifying a natural person, data concerning
health or a person’s sex life or sexual orientation, or data relating to criminal convictions
or offences (hereinafter “sensitive data”), the data importer shall apply specific restric-
tions and/or additional safeguards adapted to the specific nature of the data and the risks
involved. This may include restricting the personnel permitted to access the personal
data, additional security measures (such as pseudonymisation) and/or additional restric-
tions with respect to further disclosure.

8.7 Onward transfers

The data importer shall not disclose the personal data to a third party located outside
the European Union® (in the same country as the data importer or in another third coun-
try, hereinafter “onward transfer”) unless the third party is or agrees to be bound by
these Clauses, under the appropriate Module. Otherwise, an onward transfer by the data
importer may only take place if:
(i) 1itis to a country benefitting from an adequacy decision pursuant to Article
45 of Regulation (EU) 2016/679 that covers the onward transfer;
(i) the third party otherwise ensures appropriate safeguards pursuant to Articles 46
or 47 of Regulation (EU) 2016/679 with respect to the processing in question;
(iii) the third party enters into a binding instrument with the data importer ensur-
ing the same level of data protection as under these Clauses, and the data
importer provides a copy of these safeguards to the data exporter;

3. The Agreement on the European Economic Area (EEA Agreement) provides for the exten-
sion of the European Union’s internal market to the three EEA States Iceland, Liechtenstein
and Norway. The Union data protection legislation, including Regulation (EU) 2016/679, is
covered by the EEA Agreement and has been incorporated into Annex XI thereto. Therefore,
any disclosure by the data importer to a third party located in the EEA does not qualify as an
onward transfer for the purpose of these Clauses.
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(iv) it is necessary for the establishment, exercise or defence of legal claims in
the context of specific administrative, regulatory or judicial proceedings;

(v) itis necessary in order to protect the vital interests of the data subject or of
another natural person; or

(vi) where none of the other conditions apply, the data importer has obtained
the explicit consent of the data subject for an onward transfer in a specific
situation, after having informed him/her of its purpose(s), the identity of the
recipient and the possible risks of such transfer to him/her due to the lack of
appropriate data protection safeguards. In this case, the data importer shall
inform the data exporter and, at the request of the latter, shall transmit to it a
copy of the information provided to the data subject.

Any onward transfer is subject to compliance by the data importer with all the other safe-
guards under these Clauses, in particular purpose limitation.

8.8 Processing under the authority of the data importer

The data importer shall ensure that any person acting under its authority, including a pro-
cessor, processes the data only on its instructions.

8.9 Documentation and compliance

(a) Each Party shall be able to demonstrate compliance with its obligations under these
Clauses. In particular, the data importer shall keep appropriate documentation of the
processing activities carried out under its responsibility.

(b) The data importer shall make such documentation available to the competent super-
visory authority on request.

Clause 9
Use of sub-processors

Not applicable.

Clause 10
Data subject rights

(a) The data importer, where relevant with the assistance of the data exporter, shall
deal with any enquiries and requests it receives from a data subject relating to the
processing of his/her personal data and the exercise of his/her rights under these
Clauses without undue delay and at the latest within one month of the receipt of the
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enquiry or request.* The data importer shall take appropriate measures to facilitate
such enquiries, requests and the exercise of data subject rights. Any information pro-
vided to the data subject shall be in an intelligible and easily accessible form, using
clear and plain language.

(b) In particular, upon request by the data subject the data importer shall, free of charge:

(M)

(i1)
(iii)

provide confirmation to the data subject as to whether personal data con-
cerning him/her is being processed and, where this is the case, a copy of
the data relating to him/her and the information in Annex I; if personal data
has been or will be onward transferred, provide information on recipients or
categories of recipients (as appropriate with a view to providing meaningful
information) to which the personal data has been or will be onward trans-
ferred, the purpose of such onward transfers and their ground pursuant to
Clause 8.7; and provide information on the right to lodge a complaint with a
supervisory authority in accordance with Clause 12(c)(i);

rectify inaccurate or incomplete data concerning the data subject;

erase personal data concerning the data subject if such data is being or has
been processed in violation of any of these Clauses ensuring third-party ben-
eficiary rights, or if the data subject withdraws the consent on which the
processing is based.

(c) Where the data importer processes the personal data for direct marketing purposes, it
shall cease processing for such purposes if the data subject objects to it.

(d) The data importer shall not make a decision based solely on the automated process-
ing of the personal data transferred (hereinafter “automated decision”), which would
produce legal effects concerning the data subject or similarly significantly affect
him/her, unless with the explicit consent of the data subject or if authorised to do so
under the laws of the country of destination, provided that such laws lays down suit-
able measures to safeguard the data subject’s rights and legitimate interests. In this
case, the data importer shall, where necessary in cooperation with the data exporter:

(M)
(i)

inform the data subject about the envisaged automated decision, the envis-
aged consequences and the logic involved; and

implement suitable safeguards, at least by enabling the data subject to con-
test the decision, express his/her point of view and obtain review by a human
being.

4. That period may be extended by a maximum of two more months, to the extent necessary
taking into account the complexity and number of requests. The data importer shall duly and
promptly inform the data subject of any such extension.
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Where requests from a data subject are excessive, in particular because of their
repetitive character, the data importer may either charge a reasonable fee taking
into account the administrative costs of granting the request or refuse to act on the
request.

The data importer may refuse a data subject’s request if such refusal is allowed under
the laws of the country of destination and is necessary and proportionate in a dem-
ocratic society to protect one of the objectives listed in Article 23(1) of Regulation
(EU) 2016/679.

If the data importer intends to refuse a data subject’s request, it shall inform the data
subject of the reasons for the refusal and the possibility of lodging a complaint with
the competent supervisory authority and/or seeking judicial redress.

Clause 11
Redress

The data importer shall inform data subjects in a transparent and easily accessible
format, through individual notice or on its website, of a contact point authorised to
handle complaints. It shall deal promptly with any complaints it receives from a data
subject.

[OPTION: The data importer agrees that data subjects may also lodge a com-
plaint with an independent dispute resolution body® at no cost to the data sub-
ject. It shall inform the data subjects, in the manner set out in paragraph (a),
of such redress mechanism and that they are not required to use it, or follow a
particular sequence in seeking redress.]

In case of a dispute between a data subject and one of the Parties as regards com-
pliance with these Clauses, that Party shall use its best efforts to resolve the issue
amicably in a timely fashion. The Parties shall keep each other informed about such
disputes and, where appropriate, cooperate in resolving them.

Where the data subject invokes a third-party beneficiary right pursuant to Clause 3,
the data importer shall accept the decision of the data subject to:
(i) lodge a complaint with the supervisory authority in the Member State of
his/her habitual residence or place of work, or the competent supervisory
authority pursuant to Clause 13;

The data importer may offer independent dispute resolution through an arbitration body only
if it is established in a country that has ratified the New York Convention on Enforcement of
Arbitration Awards.
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(i1) refer the dispute to the competent courts within the meaning of Clause 18.

(d) The Parties accept that the data subject may be represented by a not-for-profit body,
organisation or association under the conditions set out in Article 80(1) of Regula-
tion (EU) 2016/679.

(e) The data importer shall abide by a decision that is binding under the applicable EU
or Member State law.

(f) The data importer agrees that the choice made by the data subject will not prejudice
his/her substantive and procedural rights to seek remedies in accordance with appli-
cable laws.

Clause 12
Liability

(a) Each Party shall be liable to the other Party/ies for any damages it causes the other
Party/ies by any breach of these Clauses.

(b) Each Party shall be liable to the data subject, and the data subject shall be entitled
to receive compensation, for any material or non-material damages that the Party
causes the data subject by breaching the third-party beneficiary rights under these
Clauses. This is without prejudice to the liability of the data exporter under Regula-
tion (EU) 2016/679.

(c) Where more than one Party is responsible for any damage caused to the data subject
as a result of a breach of these Clauses, all responsible Parties shall be jointly and
severally liable and the data subject is entitled to bring an action in court against any
of these Parties.

(d) The Parties agree that if one Party is held liable under paragraph (c), it shall be enti-
tled to claim back from the other Party/ies that part of the compensation correspond-
ing to its/their responsibility for the damage.

(e) The data importer may not invoke the conduct of a processor or sub-processor to
avoid its own liability.

Clause 13
Supervision

(a) [Where the data exporter is established in an EU Member State:] The supervi-
sory authority with responsibility for ensuring compliance by the data exporter with
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Regulation (EU) 2016/679 as regards the data transfer, as indicated in Annex [.C,
shall act as competent supervisory authority.

[Where the data exporter is not established in an EU Member State, but falls
within the territorial scope of application of Regulation (EU) 2016/679 in accor-
dance with its Article 3(2) and has appointed a representative pursuant to Arti-
cle 27(1) of Regulation (EU) 2016/679:] The supervisory authority of the Member
State in which the representative within the meaning of Article 27(1) of Regula-
tion (EU) 2016/679 is established, as indicated in Annex I.C, shall act as competent
supervisory authority.

[Where the data exporter is not established in an EU Member State, but falls
within the territorial scope of application of Regulation (EU) 2016/679 in accor-
dance with its Article 3(2) without however having to appoint a representative
pursuant to Article 27(2) of Regulation (EU) 2016/679:] The supervisory author-
ity of one of the Member States in which the data subjects whose personal data is
transferred under these Clauses in relation to the offering of goods or services to
them, or whose behaviour is monitored, are located, as indicated in Annex 1.C, shall
act as competent supervisory authority.

(b) The data importer agrees to submit itself to the jurisdiction of and cooperate with the
competent supervisory authority in any procedures aimed at ensuring compliance
with these Clauses. In particular, the data importer agrees to respond to enquiries,
submit to audits and comply with the measures adopted by the supervisory author-
ity, including remedial and compensatory measures. It shall provide the supervisory
authority with written confirmation that the necessary actions have been taken.

SECTION III - LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY
PUBLIC AUTHORITIES

Clause 14
Local laws and practices affecting compliance with the Clauses

(a) The Parties warrant that they have no reason to believe that the laws and practices in
the third country of destination applicable to the processing of the personal data by
the data importer, including any requirements to disclose personal data or measures
authorising access by public authorities, prevent the data importer from fulfilling its
obligations under these Clauses. This is based on the understanding that laws and
practices that respect the essence of the fundamental rights and freedoms and do not
exceed what is necessary and proportionate in a democratic society to safeguard one
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of the objectives listed in Article 23(1) of Regulation (EU) 2016/679, are not in con-
tradiction with these Clauses.

The Parties declare that in providing the warranty in paragraph (a), they have taken
due account in particular of the following elements:

(i) the specific circumstances of the transfer, including the length of the pro-
cessing chain, the number of actors involved and the transmission channels
used; intended onward transfers; the type of recipient; the purpose of pro-
cessing; the categories and format of the transferred personal data; the eco-
nomic sector in which the transfer occurs; the storage location of the data
transferred;

(i) practices of the third country of destination— including those requiring the
disclosure of data to public authorities or authorising access by such author-
ities — relevant in light of the specific circumstances of the transfer, and the
applicable limitations and safeguards;®

(iil) any relevant contractual, technical or organisational safeguards put in place
to supplement the safeguards under these Clauses, including measures
applied during transmission and to the processing of the personal data in the
country of destination.

The data importer warrants that, in carrying out the assessment under paragraph (b),
it has made its best efforts to provide the data exporter with relevant information and
agrees that it will continue to cooperate with the data exporter in ensuring compli-
ance with these Clauses.

The Parties agree to document the assessment under paragraph (b) and make it avail-
able to the competent supervisory authority on request.
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As regards the impact of such laws and practices on compliance with these Clauses, different
elements may be considered as part of an overall assessment. Such elements may include
relevant and documented practical experience with prior instances of requests for disclosure
from public authorities, or the absence of such requests, covering a sufficiently representative
time-frame. This refers in particular to internal records or other documentation, drawn up on
a continuous basis in accordance with due diligence and certified at senior management level,
provided that this information can be lawfully shared with third parties. Where this practi-
cal experience is relied upon to conclude that the data importer will not be prevented from
complying with these Clauses, it needs to be supported by other relevant, objective elements,
and it is for the Parties to consider carefully whether these elements together carry sufficient
weight, in terms of their reliability and representativeness, to support this conclusion. In par-
ticular, the Parties have to take into account whether their practical experience is corroborated
and not contradicted by publicly available or otherwise accessible, reliable information on the
existence or absence of requests within the same sector and/or the application of the law in
practice, such as case law and reports by independent oversight bodies.
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(e) The data importer agrees to notify the data exporter promptly if, after having agreed

®

to these Clauses and for the duration of the contract, it has reason to believe that it
is or has become subject to laws or practices not in line with the requirements under
paragraph (a), including following a change in the laws of the third country or a mea-
sure (such as a disclosure request) indicating an application of such laws in practice
that is not in line with the requirements in paragraph (a).

Following a notification pursuant to paragraph (e), or if the data exporter other-
wise has reason to believe that the data importer can no longer fulfil its obligations
under these Clauses, the data exporter shall promptly identify appropriate measures
(e.g. technical or organisational measures to ensure security and confidentiality) to
be adopted by the data exporter and/or data importer to address the situation The
data exporter shall suspend the data transfer if it considers that no appropriate safe-
guards for such transfer can be ensured, or if instructed by the competent supervisory
authority to do so. In this case, the data exporter shall be entitled to terminate the
contract, insofar as it concerns the processing of personal data under these Clauses.
If the contract involves more than two Parties, the data exporter may exercise this
right to termination only with respect to the relevant Party, unless the Parties have
agreed otherwise. Where the contract is terminated pursuant to this Clause, Clause
16(d) and (e) shall apply.

Clause 15
Obligations of the data importer in case of access by public authorities

15.1 Notification

(a) The data importer agrees to notify the data exporter and, where possible, the data

subject promptly (if necessary with the help of the data exporter) if it:

(i) receives a legally binding request from a public authority, including judi-
cial authorities, under the laws of the country of destination for the disclo-
sure of personal data transferred pursuant to these Clauses; such notification
shall include information about the personal data requested, the requesting
authority, the legal basis for the request and the response provided; or

(il)) becomes aware of any direct access by public authorities to personal data
transferred pursuant to these Clauses in accordance with the laws of the
country of destination; such notification shall include all information avail-
able to the importer.

(b) If the data importer is prohibited from notifying the data exporter and/or the data

subject under the laws of the country of destination, the data importer agrees to use
its best efforts to obtain a waiver of the prohibition, with a view to communicating
as much information as possible, as soon as possible. The data importer agrees to
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document its best efforts in order to be able to demonstrate them on request of the
data exporter.

Where permissible under the laws of the country of destination, the data importer
agrees to provide the data exporter, at regular intervals for the duration of the con-
tract, with as much relevant information as possible on the requests received (in par-
ticular, number of requests, type of data requested, requesting authority/ies, whether
requests have been challenged and the outcome of such challenges, etc.).

The data importer agrees to preserve the information pursuant to paragraphs (a) to
(c) for the duration of the contract and make it available to the competent supervi-
sory authority on request.

Paragraphs (a) to (c) are without prejudice to the obligation of the data importer pur-
suant to Clause 14(e) and Clause 16 to inform the data exporter promptly where it is
unable to comply with these Clauses.

15.2 Review of legality and data minimisation

(@)

(b)

(©
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The data importer agrees to review the legality of the request for disclosure, in par-
ticular whether it remains within the powers granted to the requesting public author-
ity, and to challenge the request if, after careful assessment, it concludes that there
are reasonable grounds to consider that the request is unlawful under the laws of
the country of destination, applicable obligations under international law and prin-
ciples of international comity. The data importer shall, under the same conditions,
pursue possibilities of appeal. When challenging a request, the data importer shall
seek interim measures with a view to suspending the effects of the request until the
competent judicial authority has decided on its merits. It shall not disclose the per-
sonal data requested until required to do so under the applicable procedural rules.
These requirements are without prejudice to the obligations of the data importer
under Clause 14(e).

The data importer agrees to document its legal assessment and any challenge to the
request for disclosure and, to the extent permissible under the laws of the country of
destination, make the documentation available to the data exporter. It shall also make
it available to the competent supervisory authority on request.

The data importer agrees to provide the minimum amount of information permissi-
ble when responding to a request for disclosure, based on a reasonable interpretation
of the request.
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SECTION IV — FINAL PROVISIONS

Clause 16
Non-compliance with the Clauses and termination

(a) The data importer shall promptly inform the data exporter if it is unable to comply
with these Clauses, for whatever reason.

(b) In the event that the data importer is in breach of these Clauses or unable to comply
with these Clauses, the data exporter shall suspend the transfer of personal data to
the data importer until compliance is again ensured or the contract is terminated.
This is without prejudice to Clause 14(f).

(c) The data exporter shall be entitled to terminate the contract, insofar as it concerns the
processing of personal data under these Clauses, where:

(i) the data exporter has suspended the transfer of personal data to the data
importer pursuant to paragraph (b) and compliance with these Clauses is
not restored within a reasonable time and in any event within one month of
suspension;

(i) the data importer is in substantial or persistent breach of these Clauses; or

(ii1) the data importer fails to comply with a binding decision of a competent
court or supervisory authority regarding its obligations under these Clauses.

In these cases, it shall inform the competent supervisory authority of such non- com-
pliance. Where the contract involves more than two Parties, the data exporter may
exercise this right to termination only with respect to the relevant Party, unless the
Parties have agreed otherwise.

(d) Personal data that has been transferred prior to the termination of the contract pursu-
ant to paragraph (c) shall at the choice of the data exporter immediately be returned
to the data exporter or deleted in its entirety. The same shall apply to any copies of
the data. The data importer shall certify the deletion of the data to the data exporter.
Until the data is deleted or returned, the data importer shall continue to ensure com-
pliance with these Clauses. In case of local laws applicable to the data importer that
prohibit the return or deletion of the transferred personal data, the data importer
warrants that it will continue to ensure compliance with these Clauses and will only
process the data to the extent and for as long as required under that local law.

(e) Either Party may revoke its agreement to be bound by these Clauses where (i) the
European Commission adopts a decision pursuant to Article 45(3) of Regulation
(EU) 2016/679 that covers the transfer of personal data to which these Clauses
apply; or (ii) Regulation (EU) 2016/679 becomes part of the legal framework of the
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country to which the personal data is transferred. This is without prejudice to other
obligations applying to the processing in question under Regulation (EU) 2016/679.

Clause 17
Governing law

These Clauses shall be governed by the law of one of the EU Member States, provided
such law allows for third- party beneficiary rights. The Parties agree that this shall be the
law of (specify Member State).

Clause 18
Choice of forum and jurisdiction

(a) Any dispute arising from these Clauses shall be resolved by the courts of an EU
Member State.

(b) The Parties agree that those shall be the courts of (specify Member State).

(c) A data subject may also bring legal proceedings against the data exporter and/or data
importer before the courts of the Member State in which he/she has his/her habitual
residence.

(d) The Parties agree to submit themselves to the jurisdiction of such courts.

APPENDIXES
EXPLANATORY NOTE:

It must be possible to clearly distinguish the information applicable to each transfer or
category of transfers and, in this regard, to determine the respective role(s) of the Parties
as data exporter(s) and/or data importer(s). This does not necessarily require completing
and signing separate appendices for each transfer/category of transfers and/or contrac-
tual relationship, where this transparency can achieved through one appendix. However,
where necessary to ensure sufficient clarity, separate appendices should be used.

ANNEX I
A. LIST OF PARTIES

Data exporter(s): [Identity and contact details of the data exporter(s) and, where appli-
cable, of its/their data protection officer and/or representative in the European Union]
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AdAreSS: .o
Contact person’s name, position and contact details: ...........................

Activities relevant to the data transferred under these Clauses: ...................

Role (controller/processor): . . ..o vttt et e e

Data importer(s): [Identity and contact details of the data importer(s), including any
contact person with responsibility for data protection]

Contact person’s name, position and contact details: .............. ... ... ... ...,

Activities relevant to the data transferred under these Clauses: ...................

Role (controller/processor): . . ..o vttt
B. DESCRIPTION OF TRANSFER

Categories of data subjects whose personal data is transferred

Sensitive data transferred (if applicable) and applied restrictions or safeguards that
fully take into consideration the nature of the data and the risks involved, such as for
instance strict purpose limitation, access restrictions (including access only for staff
having followed specialised training), keeping a record of access to the data, restrictions
for onward transfers or additional security measures.
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The frequency of the transfer (e.g. whether the data is transferred on a one-off or con-
tinuous basis).

The period for which the personal data will be retained, or, if that is not possible, the
criteria used to determine that period

For transfers to (sub-) processors, also specify subject matter, nature and duration of the
processing

C. COMPETENT SUPERVISORY AUTHORITY

Identify the competent supervisory authority/ies in accordance with Clause 13

ANNEX II - TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING
TECHNICAL AND ORGANISATIONAL MEASURES TO ENSURE THE
SECURITY OF THE DATA

EXPLANATORY NOTE:

The technical and organisational measures must be described in specific (and not generic)
terms. See also the general comment on the first page of the Appendix, in particular on
the need to clearly indicate which measures apply to each transfer/set of transfers.

Description of the technical and organisational measures implemented by the data
importer(s) (including any relevant certifications) to ensure an appropriate level of secu-
rity, taking into account the nature, scope, context and purpose of the processing, and the
risks for the rights and freedoms of natural persons.
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[Examples of possible measures:
Measures of pseudonymisation and encryption of personal data

Measures for ensuring ongoing confidentiality, integrity, availability and resilience
of processing systems and services

Measures for ensuring the ability to restore the availability and access to personal
data in a timely manner in the event of a physical or technical incident

Processes for regularly testing, assessing and evaluating the effectiveness of tech-
nical and organisational measures in order to ensure the security of the processing

Measures for user identification and authorisation
Measures for the protection of data during transmission
Measures for the protection of data during storage

Measures for ensuring physical security of locations at which personal data are
processed

Measures for ensuring events logging

Measures for ensuring system configuration, including default configuration
Measures for internal IT and IT security governance and management
Measures for certification/assurance of processes and products

Measures for ensuring data minimisation

Measures for ensuring data quality

Measures for ensuring limited data retention

Measures for ensuring accountability

Measures for allowing data portability and ensuring erasure]

ANNEX III - LIST OF SUB-PROCESSORS

Not applicable.
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ANNEX 7
Sample Provisions for Data Protection Directions

Introductory Remarks

This language contains possible wording that could be considered for inclusion in Data
Protection Directions. The wording takes into account the GDPR, and indications are
given where the GDPR is referred to.

Caution: Use of this generic language does not ensure compliance with any law or regu-
lation. Each Arbitral Participant has individual responsibility for data protection compli-
ance. Before including any language addressing data protection issues, careful consider-
ation should be given to what is appropriate for the specific case. This generic language
therefore must be modified to reflect the circumstances of the case, the procedural con-
text, and the instrument in which it will be recorded. For example, the language will need
to be modified depending on whether it is being entered into by agreement or by order.

Responsibility for Compliance

1. The Parties and their Legal Representatives shall be responsible:

i.  To ensure that their processing of all personal data of the Arbitral Partici-
pants and other data subjects for the purpose of use in this Arbitration has
been carried out in compliance with the [GDPR] and any other applicable
data protection laws in so far as applicable;

ii.  To take steps to ensure that data subjects whose personal data may be pro-
cessed in this Arbitration are provided with any legally required notice
unless an exemption applies; and

iii.  To ensure that all third parties with whom they share information personal
data (including sensitive/special category) obtained during the Arbitra-
tion (for example, service providers) are aware of and abide by their data
protection obligations with respect to that data, including entering into a
[GDPR compliant] data processing agreement where required.

Legal Basis for the Processing and Transfer of Personal Data

2. Personal data in this Arbitration is processed for the purpose of the legitimate
interests of the Parties in resolving this dispute and to ensure that the arbitral pro-
cess operates efficiently and expeditiously and that the rights of the Parties are
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respected except where such interests are overridden by the interests or funda-
mental rights of the data subject.

3. In so far as any special category of personal data is processed it is because it is
necessary for the establishment, exercise or defence of legal claims.

4. All Parties, Legal Representatives and arbitrators who are not based in the EEA
or in a jurisdiction providing an adequate level of protection for personal data
as determined by the European Commission, have agreed to enter into control-
ler-to-controller standard contractual clauses as promulgated by the European
Commission.

5. If a transfer of personal data is made to a recipient who is [outside of the EEA]
and not based in a jurisdiction providing an adequate level of protection for per-
sonal data as determined by the European Commission and who has not entered
into standard contractual clauses, such transfers will be occasional and made to
the extent necessary for the Parties to establish, exercise or defend their legal
claims.

6. If any Party or Legal Repetitive considers that processing and transfer on these
bases is not appropriate, it shall notify the Tribunal forthwith.

7. The Parties and their Legal Representatives agree that they shall not do anything
contrary to the principles set forth in paragraphs 2-6, including but not limited to
seeking data subject consent, without first raising the issue with the Tribunal and
obtaining directions.

Confidentiality [To be omitted in non-confidential arbitrations, but see footnote]’

8. This Arbitration, including all communications between the Tribunal, Institution,
and the Parties, shall be confidential.

9. The Parties have undertaken as a general principle to keep confidential all awards
in the Arbitration, together with all materials in the Arbitration created for the pur-
pose of the Arbitration and all other documents produced by another Party in the
proceedings not otherwise in the public domain (the “Arbitration Materials”).

L.

Confidentiality of the proceedings is not required by data protection laws, but the extent to
which the proceedings are confidential may be considered in deciding whether the rights of
the data subjects have been adequately protected.
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This obligation applies save and to the extent that disclosure may be required of a
Party by legal duty, to protect or pursue a legal right, or to enforce or challenge an
award in legal proceedings before a state court or other legal authority (a “Speci-
fied Disclosure Purpose”).

To the extent that any Arbitral Participant needs to disclose any of the Arbitration
Materials for a Specified Disclosure Purpose, such Arbitral Participant shall seek
to ensure that the confidentiality of those materials is respected so far as possible
under the applicable national law.

Document Disclosure

11.

12.

13.

14.

The Parties and their Legal Representatives agree that they shall minimise the
personal data (including any sensitive/special categories of personal data) that is
processed for the Arbitration including during document disclosure.

[Document disclosure will be pursuant to the IBA Rules to ensure focused and
specific disclosure which is relevant and material to the outcome of the dispute,
and documents not falling within this category shall not be processed for the Arbi-
tration.] [To be included where IBA Rules apply.]

The Parties and their Legal Representatives will attempt to agree whether redac-
tion or pseudonymisation is necessary and shall take such steps as are necessary to
redact or otherwise remove any personal data (including any special categories of
personal data) that is not relevant or necessary for the purpose of this Arbitration.

Parties, witnesses and data subjects who are referred to in the evidence or the
pleadings in particular should be made aware by their Legal Representatives that
it may be necessary to refer to their personal data (including any special catego-
ries of personal data) in an arbitral award.

Security and Cybersecurity [refer to ICCA-NYC Bar-CPR Cybersecurity Protocol
for other possible measures to be considered]

15.
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The Parties and their Legal Representatives shall ensure that the storage and
exchange of the personal data processed in this Arbitration is protected by way
of appropriate technical and organisational safeguards, including through the
use of secure servers and password-protected access, and taking into account
the scope and risk of the processing, including the impact on data subjects, the
capabilities and regulatory requirements of all those involved in the Arbitration,
the costs of implementation, and the nature of the information being processed
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or transferred, including the extent to which it includes personal data or sensi-
tive commercial, proprietary or confidential information. This should include, as
appropriate:

i.  The pseudonymisation and encryption of personal data;

ii.  The ability to ensure the ongoing confidentiality, integrity, availability and
resilience of processing systems and services;

iii.  The ability to restore the availability and access to personal data in a timely
manner in the event of a physical or technical incident; and

iv. A process for regularly testing, assessing and evaluating the effectiveness
of technical and organisational measures for ensuring the security of the
processing.

The individuals who shall have access to such personal data shall be limited to
individuals based on a need-to-know basis in connection with this Arbitration.

Personal Data Breach

17.

18.

19.

20.

21.

The Arbitral Participants shall monitor the security of their electronic systems and
the location of any hard or soft copies of personal data in their possession which
is being or has been processed in this Arbitration.

Should any Arbitral Participant determine that a data breach has occurred involv-
ing the personal data processed by them in this Arbitration, they shall without
undue delay, and in any case within 72 hours, notify the other Arbitral Participants
including all information they are aware of concerning the data breach.

Each Arbitral Participant shall take appropriate steps to address and mitigate the
consequences of such breach and comply with applicable legal requirements.

To the extent that any Arbitral Participant decides to notify the data breach to a
supervisory authority or to a data subject, they shall also inform the other Arbitral
Participants of the notification in advance.

The Parties agree that they shall inform each other, and, to the extent feasible,
cooperate in relation to the notification of any data breach impacting arbitral data.

Hearings

22.

With respect to hearings and conferences, whether remote or in person, the Parties
and their Legal Representatives shall:
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i.  Ensure that the processing of all personal data of the Arbitral Participants
and other data subjects during the course of any hearing is carried out in
compliance with the [GDPR] and any other applicable data protection
laws, taking into account that the transmission of data during a remote
hearing generally will constitute a data transfer.

ii.  Ensure that any platform used for a remote hearing complies with the secu-
rity measures set forth herein, and is protected by way of appropriate tech-
nical and organisational safeguards.

iii. Consider the impact on data protection compliance and the rights and inter-
ests of data subjects, including witnesses, of any means employed to memo-
rialise the hearing, including the use of transcripts and recording devices.

iv.  Include measures aimed at compliance with this paragraph in any protocol,
directions or agreement that are adopted for the hearing.

Data Subject Rights

23.

24.

25.

26.

Any Arbitral Participant who receives any request from any data subject in
respect of the processing of their personal data in relation to this Arbitration, shall
promptly notify the other Arbitral Participants of such request unless it is prohib-
ited from doing so by applicable law.

Where the Arbitral Participant who receives the data subject request did not orig-
inally collect the personal data from the data subject, the Arbitral Participant
receiving the request may (but is not obliged to) consult with the data controller
who originally collected the personal data to decide how best to address the data
subject request within the applicable law.

The Arbitral Participants agree that they shall consider such requests fairly and
promptly and make any necessary alteration to that data subject’s personal data
promptly and notify all Parties and the Tribunal of the need to do the same.

The Arbitral Participants agree that they shall cooperate to ensure that data subject
requests are made in good faith and minimise the impact on the Arbitration of any
data subject request.

Documentation of Compliance

27.
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shall be maintained by the Tribunal and can be shared as necessary to establish
compliance.

Use of Online Case Management Platform

28. The Parties have agreed to use an online case management platform to assist with
information security, data protection compliance, and document production and
shall agree the parameters in advance with each other, and also with the Tribunal
as appropriate.
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ANNEX 8
Sample Data Protection Protocol under the GDPR

Introductory Remarks

This language contains possible wording for a Data Protection Protocol where a rele-
vant data protection law applies to one or more Arbitral Participants. Where possible,
preferred practice would be to enter into a signed Data Protection Protocol and by this
means to enter into the SCCs. The main difference between the Data Protection Direc-
tions found in Annex 7 and this Data Protection Protocol is that the protocol is set up as
an agreement and has broader coverage. Note that where the same issue is covered by
both documents, the treatment is largely the same. The wording takes into account the
GDPR, and indications are given where the GDPR is referred to.

Caution: Use of this generic language does not ensure compliance with any law or regu-
lation. Each Arbitral Participant has individual responsibility for data protection compli-
ance. Before including any language addressing data protection issues, careful consider-
ation should be given to what is appropriate for the specific case, including a Legitimate
Interest and Transfer Assessment where appropriate. This generic language therefore
must be modified to reflect the circumstances of the case, the procedural context, and the
instrument in which it will be recorded. For example, the language will need to be mod-
ified depending on whether it is being entered into by agreement or by order.

DATA PROTECTION PROTOCOL

Introduction

1. This protocol addresses data protection issues under the [General Data Protec-
tion Regulation 2016 (“GDPR”) and other data protection laws, namely rel-
evant national law implementing and supplementing data protection includ-
ing the GDPR to the extent applicable] (“Data Protection Laws”) for the
purpose of this Arbitration. It is subject to review and amendment as appropriate
during the course of the Arbitration.

2. The definitions and meanings used [in the GDPR] apply to this Protocol includ-

99, ¢

ing references to the following: “data controller”; “data subject(s)”; “personal

data”; “personal data breach”; “process/processing”; “processor”; and “spe-
cial categories of personal data”.
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The seat of this Arbitration is [location].

The following individuals and entities (and their respective individual represen-
tatives), in addition to the arbitrator(s) (the “Tribunal”), are or are likely to be
involved in the Arbitration:

1. The Claimant;

ii.  The Respondent (together the “Parties”);

iii. The legal representatives of the Claimant and Respondent namely [LAW
FIRMA] (“FirmA”) and [LAW FIRM B] (“Firm B”) and any [barristers/
advocates] engaged by the Parties (together the “Legal Representatives”);

iv.  The Arbitral Institution [insert name] (the “Institution’); and

v.  (i-iv) together being the “Arbitral Participants.”

Responsibility for Compliance

5.

The Arbitral Participants are data controllers for the purposes of the Data Protec-
tion Laws.

Each data controller to which [the GDPR] applies has a responsibility to comply
with [the provisions of the GDPR] and to be able to demonstrate compliance.
Each Arbitral Participant agrees to keep adequate records of its data protection
compliance activities during the course of the Arbitration in a non-confidential
form which they may, at their discretion, disclose to any competent regulatory
authority after informing the other Arbitral Participants.

Any natural or legal person involved in the Arbitration that considers itself or
others acting on its behalf to be bound by a relevant data protection law or regu-
lation shall inform the Tribunal as soon as practicable taking into consideration
the orderly conduct of the proceedings. This means that, absent unusual circum-
stances, general data protection issues will be raised at the case management con-
ference if not before to the extent the Parties and their Legal Representatives are
aware of them. Issues coming to light later in the proceedings may be raised at
that time.

The Tribunal may issue binding directions applying data protection principles
during the Arbitration to the extent appropriate for the efficient resolution of the

dispute.

The Parties and their Legal Representatives shall be responsible:
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ii.

iii.

iv.
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To ensure that their processing of all personal data of the Arbitral Partici-
pants and other data subjects for the purpose of use in this Arbitration has
been carried out in compliance with the [GDPR] and any other Data Pro-
tection Laws in so far as applicable;

To take steps to ensure that data subjects (including those who are not
Arbitral Participants, such as those mentioned in witness statements and
evidence) whose personal data may be processed in this Arbitration are
provided with any legally required notice unless an exemption applies;

To ensure that all third parties with whom they share personal data (includ-
ing sensitive/special category) obtained during the Arbitration (for exam-
ple, service providers) are aware of, and abide by, their data protection
obligations with respect to that data, including entering into a [GDPR
compliant] data processing agreement where required; and

To indemnify the Tribunal and hold the Tribunal members harmless to the
full extent legally allowed from any third-party claims or regulatory pro-
ceedings arising from any breach of any applicable data protection laws
during the course of, or otherwise related to, the Arbitration.

Personal Data Likely to be Processed during the Arbitration

10. The following personal data may be processed during this Arbitration:

il.

iil.

1v.

Vi.

Personal identification information and biographical and contact
information;

Financial information;

Information as to any legal or regulatory impediment including interna-
tional sanctions;

Employment related information;

Information concerning the events surrounding the facts of the arbitration;
and

Other personal information such as ethnicity, family members, medical
conditions (i.e., sensitive or special categories of personal data).

Personal data relating to criminal convictions or offences shall not be processed or
presented to the Tribunal without advance notice and permission to do so.

How and When Such Information will be Processed

11. Personal data (including sensitive or special categories of personal data) may be
processed as follows:
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i.  Inthe preparation, transmission and service of all arbitral pleadings, memo-
rials, evidence and submissions;

ii.  In the preparation, transmission and service of any witness statement or
expert report;

iii.  During the process of document production;

iv.  During the transmission of communications, in particular e-mails, between
the Tribunal and the Legal Representatives and between the Parties and the
Legal Representatives;

v.  Inpreparing and delivery of orders of the Tribunal and the preparation and
delivery of any arbitral awards;

vi. In communications with the Institution; and

vii. To other third parties for the purpose of the smooth running of the Arbitra-
tion, such as transcribers and interpreters.

Legal Basis for the Processing and Third Country Transfer of Personal Data

12.

13.

14.

15.

Personal data in this Arbitration is processed for the purpose of the legitimate
interests of the Parties in resolving this dispute and to ensure that the arbitral pro-
cess operates efficiently and expeditiously and that the rights of the Parties are
respected, except where such interests are overridden by the interests or funda-
mental rights of the data subject. [The Tribunal has undertaken a Legitimate
Interests Assessment.]| [See Annex 5]

Insofar as any special category of personal data is processed it is because it is nec-
essary for the establishment, exercise or defence of legal claims.

All Parties, Legal Representatives and arbitrators who are not based in the EEA
or in a jurisdiction providing an adequate level of protection for personal data
as determined by the European Commission, have agreed to enter into control-
ler-to-controller standard contractual clauses as promulgated by the European
Commission in the form attached hereto [copy of Annex 6 with Annexes com-
pleted should be attached].

If a transfer of personal data is made to a recipient who is [outside of the EEA]
who is not based in a jurisdiction providing an adequate level of protection for
personal data as determined by the European Commission and who has not
entered into standard contractual clauses, such transfers will be occasional, the
personal data shall be minimised including redaction and/or pseudonymisation
where appropriate and shall be made only to the extent necessary for the Parties
to establish, exercise or defend their legal claims.

121




THE ICCA REPORTS

16. If any Party or Legal Representative considers that processing and transfer on
these bases is not appropriate, it shall notify the Tribunal forthwith.

17. The Parties and their Legal Representatives agree that they shall not do anything
contrary to the principles set forth in paragraphs 12-14, including but not limited
to seeking data subject consent, without first raising the issue with the Tribunal
and obtaining directions.

Confidentiality [To be omitted in non-confidential arbitrations, but see footnote|’

18. This Arbitration, including all communications between the Tribunal, Institution,
and the Parties, shall be confidential.

19. The Parties have undertaken as a general principle to keep confidential all awards
in the Arbitration, together with all materials in the Arbitration created for the pur-
pose of the Arbitration and all other documents produced by another Party in the
proceedings not otherwise in the public domain (the “Arbitration Materials”).
This obligation applies save and to the extent that disclosure may be required of a
Party by legal duty, to protect or pursue a legal right, or to enforce or challenge an
award in legal proceedings before a state court or other legal authority (a “Speci-
fied Disclosure Purpose”).

20. To the extent that any Arbitral Participant needs to disclose any of the Arbitration
Materials for a Specified Disclosure Purpose, such Arbitral Participant shall seek
to ensure that the confidentiality of those materials is respected so far as possible
under the applicable national law.

Document Production

21. The Parties and their Legal Representatives agree that they shall minimise the
personal data (including any sensitive/special categories of personal data) that is
processed for the Arbitration including during document disclosure.

22. [Document production will be pursuant to the IBA Rules to ensure focused and
specific disclosure which is relevant and material to the outcome of the dispute,

L.

Confidentiality of the proceedings is not required by data protection laws, but the extent to
which the proceedings are confidential may be considered in deciding whether the rights of
the data subjects have been adequately protected.
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24.
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and documents not falling within this category shall not be processed for the Arbi-
tration.] [To be included where IBA Rules apply.]

The Parties and their Legal Representatives will attempt to agree whether redac-
tion or pseudonymisation is necessary and shall take such steps as are necessary to
redact or otherwise remove any personal data (including any special categories of
personal data) that is not relevant or necessary for the purpose of this Arbitration.

Parties, witnesses and data subjects who are referred to in the evidence or the
pleadings in particular should be made aware by their Legal Representatives that
it may be necessary to refer to their personal data (including any special catego-
ries of personal data) in an arbitral award.

Security and Cybersecurity [refer to ICCA-NYC Bar-CPR Cybersecurity Protocol
for other possible measures to be considered]

25.

26.

The Parties and their Legal Representatives shall ensure that the storage and
exchange of the personal data processed in this Arbitration is protected by way of
appropriate technical and organisational safeguards, including through the use of
secure servers and password-protected access, and taking into account the scope
and risk of the processing, including the impact on data subjects, the capabilities
and regulatory requirements of all those involved in the Arbitration, the costs of
implementation, and the nature of the information being processed or transferred,
including the extent to which it includes personal data or sensitive commercial,
proprietary or confidential information. This should include, as appropriate:

1.  The pseudonymisation and encryption of personal data;

ii.  The ability to ensure the ongoing confidentiality, integrity, availability and
resilience of processing systems and services;

iii.  The ability to restore the availability and access to personal data in a timely
manner in the event of a physical or technical incident; and

iv. A process for regularly testing, assessing and evaluating the effectiveness
of technical and organisational measures for ensuring the security of the
processing.

The individuals who shall have access to such personal data shall be limited to
individuals based on a need-to-know basis in connection with this Arbitration.
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Personal Data Breach

27. The Arbitral Participants shall monitor the security of their electronic systems and
the location of any hard or soft copies of personal data in their possession which
is being or has been processed in this Arbitration.

28. Should any Arbitral Participant determine that a data breach has occurred involv-
ing the personal data processed by them in this Arbitration, they shall without
undue delay, and in any case within 72 hours, notify the other Arbitral Participants
including all information they are aware of concerning the data breach.

29. Each Arbitral Participant shall take appropriate steps to address and mitigate the
consequences of such breach and comply with applicable legal requirements.

30. To the extent that any Arbitral Participant decides to notify the data breach to a
supervisory authority or to a data subject, they shall also inform the other Arbitral
Participants of the notification in advance.

31. The Parties agree that they shall inform each other, and to the extent feasible,
cooperate in relation to the notification any data breach impacting arbitral data.

Hearings

32. With respect to hearings and conferences, whether remote or in person, the Parties
and their Legal Representatives shall:

i.  Ensure that the processing of all personal data of the Arbitral Participants
and other data subjects during the course of any hearing is carried out in
compliance with the [GDPR] and any other applicable data protection
laws, taking into account that the transmission of data during a remote
hearing generally will constitute a data transfer.

ii.  Ensure that any platform used for a remote hearing complies with the secu-
rity measures set forth herein, and is protected by way of appropriate tech-
nical and organisational safeguards.

iii.  Consider the impact on data protection compliance and the rights and inter-
ests of data subjects, including witnesses, of any means employed to memo-
rialise the hearing, including the use of transcripts and recording devices.

iv.  Include measures aimed at compliance with this paragraph in any protocol,
directions or agreement that are adopted for the hearing.
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Data Subject Rights

33.

34.

35.

36.

Any Arbitral Participant who receives any request from any data subject in
respect of the processing of their personal data in relation to this Arbitration, shall
promptly notify the other Arbitral Participants of such request unless it is prohib-
ited from doing so by applicable law.

Where the Arbitral Participant who receives the data subject request did not orig-
inally collect the personal data from the data subject, the Arbitral Participant
receiving the request may (but is not obliged to) consult with the data controller
who originally collected the personal data to decide how best to address the data
subject request within the applicable law.

The Arbitral Participants agree that they shall consider such requests fairly and
promptly and make any necessary alteration to that data subject’s personal data
promptly and notify all Parties and the Tribunal of the need to do the same.

The Arbitral Participants agree that they shall cooperate to ensure that data subject
requests are made in good faith and minimise the impact on the Arbitration of any
data subject request.

Documentation of Compliance

37.

It is agreed that the Tribunal shall maintain a non-confidential version of the data
protection compliance efforts in this arbitration, in a form that can be shared
with third parties, including supervisory authorities. It is agreed that this data
protection protocol together with any other documentation of compliance efforts
shall be maintained by the Tribunal and can be shared as necessary to establish
compliance.

Use of Online Case Management Platform

38.

The Parties have agreed to use an online case management platform to assist with
information security, data protection compliance, and document production and
shall agree the parameters in advance with each other, and also with the Tribunal
as appropriate.
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ANNEX 9
Sample Privacy Notices

Introductory Remarks

Arbitral Participants covered by the GDPR or another EU-style data protection law
should consider whether to issue a Data Privacy Notice in relation to their arbitration-re-
lated activities, and if so, the content of that notice, taking into account that their data
processing practices must reflect the notice given.

We have prepared sample Data Privacy Notices below. They are based on the GDPR,
although most data protection laws require similar notices.

The language suggestions below are tailored for arbitration-related activities only. Arbi-
tral Participants should consider either issuing a separate privacy notice addressing any
other data processing activities they are engaged in (for example, marketing), or modify-
ing the sample notice to include all activities.

Caution: Use of these notices does not ensure compliance with any law or regula-
tion. Each Arbitral Participant has individual responsibility for data protection com-
pliance. Where an EU-style data protection law applies, careful consideration should
be given to whether a Data Privacy Notice is required and if so, its content. The Sam-
ple Notices are not intended to be exhaustive and Arbitral Participants must assess and
reflect their specific data processing activities. Where applicable, these considerations
will impact each Arbitral Participant.
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ANNEX 9A
Data Privacy Notice for Arbitral Institutions'

SAMPLE ONLY

SAMPLE DATA PRIVACY NOTICE FOR ARBITRAL INSTITUTIONS

Last Updated: [eo]

Purpose of this Privacy Notice

The [Name of Institution] (“[Name of Institution]” “we” or “us”) performs dispute
resolution services and carries out other activities in relation to disputes or potential
disputes, both during their pendency and after their conclusion, including under the
[Name of Institution] Arbitration Rules (and the [Name of Institution] Mediation
Rules] (“[Name of Institution] Proceedings” or “Proceedings”).

This Privacy Notice describes how [Name of Institution] collects and processes per-
sonal data in the context of those services and activities. This Privacy Notice is not
intended to override any other privacy-related orders or notices that may be issued
in the context of [Name of Institution] Proceedings or that we may provide you in
specific circumstances. Our privacy notice for all other activities that do not relate to
[Name of Institution] Proceedings can be found here. [Link]

[Name of Institution] Proceedings may finally determine the rights and interests of
persons (both individuals and legal entities) and must therefore be undertaken fairly
and impartially. While the [Name of Institution] does not determine the outcome of
disputes itself, we play an important role in ensuring that justice is administered in
[Name of Institution] Proceedings, and that the parties’ fundamental rights to due
process, equal treatment and to present their case and to be heard are protected.

In the case of arbitrations administered by an international organisation, determining whether
any relevant privileges and immunities will impact the application of data protection laws
turns on the breadth and scope of the relevant privileges and immunities, as well as the lan-
guage of the relevant data protection law, both in terms of whether data protection laws would
come within their scope, and, if so, which Arbitral Participants would be covered by them.
This is an institution-specific and arbitration-specific enquiry, which goes beyond the scope
of this Roadmap.
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The conduct of [Name of Institution] Proceedings requires that personal data is pro-
cessed that relates to arbitrators, mediators, adjudicators, experts and others acting or
potentially acting in similar roles (“Neutrals™), as well as tribunal secretaries, mem-
bers of the [Name of Institution] Court, parties, their authorised representatives and
legal counsel, witnesses and all other individuals that may be identified or identifiable
in any information that is processed by the [Name of Institution] in the context of the
[Name of Institution] Proceedings.

The [Name of Institution] acts as a controller of personal data for some of its activ-
ities in the context of [Name of Institution] Proceedings. You should be aware that
others may also act as data controllers during [Name of Institution] Proceedings, for
example, the parties, their authorised representative or legal counsel and Neutrals.
The [Name of Institution] is the responsible entity for the data processing activities
that it undertakes as an institution, but not for the activities undertaken by other data
controllers in the context of [Name of Institution] Proceedings. Their activities are
not the subject of this Privacy Notice.

Please note that when, in the context of [Name of Institution] Proceedings, you pro-
vide any personal data relating to an individual with whom we or the person to whom
the personal data is submitted have no direct relationship, it is your duty to provide the
individual data subject with adequate notice that their data is being processed for this
purpose and to comply with your other applicable data protection obligations.

This Privacy Notice is in effect as of the date indicated at the end of this Privacy
Notice. A footer to this Privacy Notice will be placed on all communications during
[Name of Institution] Proceedings. If we make material changes to this Privacy
Notice, we will indicate this in the footer and update this Privacy Notice on our web-
site with a changed date at: [Link].

If you have any questions about this Privacy Notice, or how we treat your personal data in
the context of [Name of Institution] Proceedings, or if you wish to exercise any of your
data subject rights, please refer to the details found at the end of this Privacy Notice.

What personal data do we collect and how do we collect it?

Depending on the circumstances, we may obtain the following personal data about you:

Neutrals/Tribunal Secretaries/Members of the [Name of Institution] Court

— Your name, contact details, financial information (including banking details),
personal identification information (including passport information) and
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other personal data submitted to us by you, a party, a party’s authorised rep-
resentative or legal counsel, a Neutral, a tribunal secretary, or a member of
the [Name of Institution] Court, or otherwise disclosed to or collected by us
from third parties or publicly available resources, in connection with [Name
of Institution] Proceedings;

Information about whether you are subject to economic sanctions or any
other legal or regulatory impediment.

Individual Parties/Party s Authorised Representatives/Legal Counsel

Your name, contact details, financial information (including banking details),
personal identification information (including passport information) and
other personal data submitted to us by you, a party, a party’s authorised rep-
resentative or legal counsel, a Neutral, a tribunal secretary, or a member of
the [Name of Institution] Court, or otherwise disclosed to or collected by us
from third parties or publicly available resources, in connection with [Name
of Institution] Proceedings;

Information about whether you are subject to economic sanctions or any
other legal or regulatory impediment.

Fact and Expert Witnesses

Your name, contact details, financial information (including banking details),
personal identification information (including passport information) and
other personal data submitted to us by you, a party, a party’s authorised rep-
resentative or legal counsel, a Neutral, a tribunal secretary, or a member of
the [Name of Institution] Court, or otherwise disclosed to or collected by us
from third parties or publicly available resources, in connection with [Name
of Institution] Proceedings;

Information about whether you are subject to economic sanctions or any
other legal or regulatory impediment;

Personal data you choose to include in your witness statement or expert
report and any oral testimony you may give (which may be transcribed),
as submitted to us during [Name of Institution] Proceedings in which you
provide written or oral evidence;

Any other personal data of yours submitted to us by a party, a party’s autho-
rised representative or legal counsel, a Neutral, a tribunal secretary, or a
member of the [Name of Institution] Court, or otherwise disclosed to or
collected by us from third parties or publicly available resources, in connec-
tion with [Name of Institution] Proceedings in which you provide written
or oral evidence.
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Other Individuals

Personal data of yours submitted to us by a party, a party’s authorised rep-
resentative or legal counsel, a Neutral, a tribunal secretary, or a member of
the [Name of Institution] Court, or otherwise disclosed to or collected by us
from third parties or publicly available resources, in connection with [Name
of Institution] Proceedings.

How do we use your personal information and on what legal basis?

Depending on the circumstances in which we process your personal data, we may
use your personal data in the following ways and on the legal bases described below:

Neutrals/Tribunal Secretaries/Members of the [Name of Institution] Court

To assess your availability and suitability (including in response to specific
challenges made by parties) to be appointed and to continue to act in [Name
of Institution] Proceedings, as necessary to further our and the parties’
legitimate interests? in ensuring that only suitable candidates are appointed
and that conflicts of interest do not arise that could undermine the actual or
perceived integrity of [Name of Institution] Proceedings;

To maintain a database of potential Neutrals and tribunal secretaries as nec-
essary to further our and potential parties’ legitimate interests in identifying
and appointing suitable Neutrals and tribunal secretaries;

To decide and potentially publish [to be completed where the institution
publishes arbitration-related materials];

To remit funds to you or provide administrative information regarding your
(potential) appointment or the conduct of [Name of Institution] Proceed-
ings, as necessary for the performance of our agreements with you and duties
under them;

To facilitate the general conduct of [Name of Institution] Proceedings,
including to communicate with you, facilitate communications between
arbitral participants, and to fulfil other administrative tasks in relation to
[Name of Institution] Proceedings, as necessary for furthering the parties’
legitimate interests in resolving the dispute between them, and the parties’
and the [Name of Institution]’s interests in ensuring that the arbitral process

2. Any time legitimate interests are relied on in the EU, consideration should be given to under-
taking a documented Legitimate Interests Assessment (see Annex 5).
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operates efficiently and expeditiously and that the rights of the parties are
respected;

—  Where necessary to meet our legal and regulatory compliance obligations,
including those relating to taxes, economic sanctions and money laundering
(“Legal Compliance Obligations”).

Individual Parties/Party’s Authorised Representative and Legal Counsel

— To provide services in relation to [Name of Institution] Proceedings
(including remitting funds) and to communicate with you in your capacity
as a party to [Name of Institution] Proceedings or an authorised represen-
tative or legal counsel of a party, as necessary for furthering the parties’
legitimate interests in resolving the dispute between them, and the parties’
and the [Name of Institution]’s interests in ensuring that the arbitral process
operates efficiently and expeditiously and that the rights of the parties are
respected;

— Where we have entered into an agreement to provide services to you as an
individual in connection with [Name of Institution] Proceedings (for exam-
ple, claims brought by individuals), we may process your personal data (only)
as necessary to perform our obligations and duties under that agreement;

—  Where necessary to meet our Legal Compliance Obligations.

Expert and Fact Witnesses

— To facilitate your giving of evidence in [Name of Institution] Proceedings,
and the examination of such evidence, as necessary for furthering the par-
ties’ legitimate interests in resolving the dispute between them, and the par-
ties” and the [Name of Institution]’s interests in ensuring that [Name of
Institution] Proceedings operate efficiently and expeditiously and that the
rights of the parties are respected;

—  Where necessary to meet our Legal Compliance Obligations.

Other Individuals

— As necessary for furthering the parties’ legitimate interests in resolving the
dispute between them, and the parties’ and the [Name of Institution]’s inter-
ests in ensuring that [Name of Institution] Proceedings operate efficiently
and expeditiously and that the rights of the parties are respected,;

—  Where necessary to meet our Legal Compliance Obligations.
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How do we share your personal information?

Depending on the circumstances in which we handle your personal data, we may
share it with the following natural and legal persons, as necessary for furthering the
parties’ legitimate interests in resolving the dispute between them, and the parties’
and the [Name of Institution]’s interests in ensuring that [Name of Institution] Pro-
ceedings operate efficiently and expeditiously and that the rights of the parties are
respected or as otherwise set out below:

— [Name of Institution] Court members to further the administration of cases
[add other activities of the relevant Court];

—  Other participants in [Name of Institution] Proceedings in which you are
involved, for example professional transcribers or other service providers;

— Ourservice providers such as our third-party data hosting providers in order for
us to provide services in connection with [Name of Institution] Proceedings;

— Third parties including our professional advisors, financial institutions or
law enforcement agencies, where necessary to comply with our Legal Com-
pliance Obligations, or where it is otherwise in our or a party’s legitimate
interests to do so.

Where do we transfer your personal data?

From time to time we transfer personal data to third countries in connection with the
services we perform in relation to [Name of Institution] Proceedings in which you
are involved, or as may otherwise become necessary in the course of our operations.
We make such transfers where there is a lawful basis for doing so.?

How long do we retain your personal information?

We will only keep your personal data for as long as is reasonably necessary in the
circumstances. Retention periods vary depending on the category of data, taking into

3.

Where the GDPR applies, consideration should be given to the following language:

If the recipient is not based in a jurisdiction providing an adequate level of protection for
personal data as determined by the relevant regulatory body, we make such transfers in
accordance with our legal obligations, for example where the standard contractual clauses
or another adequacy mechanism promulgated by the European Union have been entered
into, or if this is not feasible, the transfers are necessary to establish, exercise or defend
legal claims in the context of [Name of Institution] Proceedings, or where there is another
lawful basis to do so.
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account legal and regulatory requirements, limitation periods for taking legal action,
good practice and the lawful basis on which we process your personal data.

What rights do you have over your personal data?

Depending on the circumstances, you have a number of rights over the personal data
that we process about you. These may include the right to:

— Request access to your personal data and to obtain a copy of it from us,
where this would not adversely affect the rights and freedoms of others;

— Correct your personal data that we hold where it is incomplete or inaccurate;

— Have your personal data erased where there is no good reason for us con-
tinuing to use or retain it, unless the processing is necessary to pursue a legal
claim or defence;

— Request that your personal data is used only for restricted purposes, unless
the processing is necessary to pursue a legal claim or defence;

— Request us to stop processing your personal data when it is being processed
based on your consent;

— Object to your personal data being processed if the lawful basis for pro-
cessing it is either our or a third party’s legitimate interests, unless there are
overriding legitimate grounds for the processing;

— Require certain of your personal data to be transferred to you or a third party
to the extent that the data was collected directly from you; and

— Lodge a complaint with the relevant data protection authority.

If you wish to exercise any of these rights, or if you have any questions about this
notice or how we treat your personal data, you can contact us:

— By email: [TO BE ADDED]
— By post: [TO BE ADDED]

Please note that if you are an employee of, nominated or engaged by, or otherwise
affiliated with a party to an [Name of Institution] Proceeding, we suggest that you
raise your concerns with that party in the first instance before contacting the [Name
of Institution] regarding the processing of your personal data in the context of [Name
of Institution] Proceedings.

Date: [dd mm year]
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ANNEX 9B
Data Privacy Notice for Arbitrators

SAMPLE ONLY

SAMPLE DATA PRIVACY NOTICE FOR ARBITRATORS

Last Updated: [eo]

Purpose of this Privacy Notice

[Name of Arbitrator] (“I” or “me”) acts as an arbitrator and carries out other activ-
ities in relation to disputes or potential disputes, both during the pendency of such
disputes and after their conclusion (“Arbitral Proceedings”).

This Privacy Notice describes how I collect and process personal data in the context of
those services and activities. This Privacy Notice is not intended to override any other
privacy-related orders or notices that either I or a tribunal of which I am a part may
issue in the context of the Proceedings or that I may provide to you in specific circum-
stances. My privacy notice for all other activities that do not relate to my activities in
relation to Arbitral Proceedings can be found here. [Link]

Arbitral Proceedings may finally determine the rights and interests of persons (both
individuals and legal entities) and must therefore be undertaken fairly and impartially,
which requires me to ensure that the parties’ fundamental due process rights, rights
to equal treatment and their right to present their case and to be heard are protected.

My activities as an arbitrator may require me to process personal data that relates to
arbitrators, mediators, adjudicators, experts and others acting or potentially acting in
similar roles (“Neutrals”), as well as tribunal secretaries, employees of arbitral insti-
tutions, parties, their authorised representatives and legal counsel, witnesses and other
individuals that may be identified or identifiable in any information that is processed
during the Arbitral Proceedings.

I act as a controller of personal data for some of my activities as an arbitrator. You

should be aware that others may also act as data controllers during Arbitral Pro-
ceedings in which I act as an arbitrator, for example, the parties, their authorised
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representative or legal counsel, the arbitral institution and other Neutrals. When I act
as an arbitrator, I am responsible for the data processing activities that I undertake in
that function, but not for the activities undertaken by other data controllers acting in
the context of Arbitral Proceedings, including other Neutrals. Their activities are not
the subject of this Privacy Notice.

Please note that when, in the context of Arbitral Proceedings, you provide any per-
sonal data relating to individuals with whom I or the person to whom such data is sub-
mitted has no direct relationship, it is your duty to provide the individual data subject
with adequate notice that their data is being processed for this purpose and to comply
with your other applicable data protection obligations.

This Privacy Notice is in effect as of the date indicated at the end of this Privacy
Notice. A link to this Privacy Notice is found under the signature line of my emails.
If I make material changes to this Privacy Notice, I will update this Privacy Notice on
my website with a changed date at: [Link].

If you have any questions about this Privacy Notice or how I treat your personal data
in the context of Arbitral Proceedings, or if you wish to exercise any of your data sub-
ject rights, please refer to the details found at the end of this Privacy Notice.

What personal data do I collect and how do I collect it?

Depending on the circumstances, | may obtain the following personal data about you
in the context of Arbitral Proceedings in which I serve as arbitrator:

Institutional Representatives

— Your name, contact details and other information you may provide to me
during the appointment process or in the context of Arbitral Proceedings,
including any challenge proceedings, in which I serve as an arbitrator.

Neutrals

— Your name, contact details, financial information (including banking details),
personal identification information (including passport information) and
other personal data submitted to me by you, a party, a party’s authorised rep-
resentative or legal counsel, another Neutral, a tribunal secretary, or a rep-
resentative of the institution, or that is otherwise disclosed to, or collected
by, me from third parties or publicly available resources in the context of
Arbitral Proceedings in which I serve as an arbitrator;
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— Information about whether you are subject to economic sanctions or any
other legal or regulatory impediment.

Tribunal Secretaries

— Your name, contact details, financial information (including banking details),
personal identification information (including passport information) and
other personal data submitted to me by you, a party, a party’s authorised rep-
resentative or legal counsel, another Neutral, a tribunal secretary, or a rep-
resentative of the institution, or that is otherwise disclosed to, or collected
by, me from third parties or publicly available resources in the context of
Arbitral Proceedings in which I serve as an arbitrator;

— Information about whether you are subject to economic sanctions or any
other legal or regulatory impediment.

Individual Parties/Party s Authorised Representatives and Legal Counsel

— Your name, contact details, financial information (including banking details),
personal identification information (including passport information) and
other personal data submitted to me by you, a party, a party’s authorised rep-
resentative or legal counsel, another Neutral, a tribunal secretary, or a rep-
resentative of the institution, or that is otherwise disclosed to, or collected
by, me from third parties or publicly available resources in the context of
Arbitral Proceedings in which I serve as an arbitrator;

— Information about whether you are subject to economic sanctions or any
other legal or regulatory impediment.

Fact and Expert Witnesses

— Your name, contact details, financial information (including banking details),
personal identification information (including passport information) and
other personal data submitted to me by you, a party, a party’s authorised rep-
resentative or legal counsel, another Neutral, a tribunal secretary, or a rep-
resentative of the institution, or that is otherwise disclosed to, or collected
by, me from third parties or publicly available resources in the context of
Arbitral Proceedings in which I serve as an arbitrator;

— Information about whether you are subject to economic sanctions or any
other legal or regulatory impediment;

— Personal data you choose to include in your witness statement or expert
report and any oral testimony you may give (which may be transcribed), as
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submitted to me during Arbitral Proceedings in which you provide written
or oral evidence;

— Any other personal data of yours submitted to me by a party, a party’s autho-
rised representative or legal counsel, a Neutral, a tribunal secretary, or a rep-
resentative of the institution, or that is otherwise disclosed to, or collected
by, me from third parties or publicly available resources in the context of
Arbitral Proceedings in which I serve as an arbitrator.

Other Individuals

— Personal data of yours submitted to me by a party, a party’s authorised repre-
sentative or legal counsel, a Neutral, a tribunal secretary, or a representative
of the institution, or that is otherwise disclosed to, or collected by, me from
third parties or publicly available resources in the context Arbitral Proceed-
ings in which I serve as an arbitrator.

How do I use your personal information and on what legal basis?

In the context of Arbitral Proceedings in which I serve as an arbitrator, and depending
on the circumstances, I may use your personal data in the following ways and on the
legal bases described below:

Other Neutrals and Tribunal Secretaries

— To assess your availability and suitability (including in response to specific
challenges made by parties) to be appointed and to continue to act in Arbitral
Proceedings, as necessary to further the parties’ and my legitimate interests*
in ensuring that only suitable candidates are appointed and that conflicts of
interest do not arise that could undermine the actual or perceived integrity of
the Arbitral Proceedings;

— To maintain an informal database of potential Neutrals and tribunal secretar-
ies as necessary to further both my and potential parties’ legitimate interests
in identifying and appointing suitable chair persons and tribunal secretaries;

— To remit funds to you or provide administrative information regarding your
(potential) appointment or the conduct of Arbitral Proceedings, as necessary
for the performance of any agreement we may have entered into and my
duties under them,;

4. Any time legitimate interests are relied on in the EU, consideration should be given to under-
taking a documented Legitimate Interests Assessment (see Annex 5).
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To facilitate the general conduct of Arbitral Proceedings, including to com-
municate with you, facilitate communications between the tribunal and the
arbitral participants more broadly, and to fulfil other administrative tasks in
relation to Arbitral Proceedings, as necessary for furthering the parties’ and
my legitimate interests in resolving the dispute between them efficiently and
expeditiously and ensuring that the rights of the parties are respected,
Where necessary to meet my legal and regulatory compliance obligations,
including those relating to taxes, economic sanctions and money laundering
(“Legal Compliance Obligations”™).

Individual Parties/Party s Authorised Representatives and Legal Counsel

To facilitate the general conduct of Arbitral Proceedings, including to com-
municate with you, facilitate communications between the tribunal and the
arbitral participants, and to fulfil other administrative tasks in relation to
Arbitral Proceedings, as necessary for furthering the parties’ and my legiti-
mate interests in resolving the dispute between them efficiently and expedi-
tiously and ensuring that the rights of the parties are respected;

Where we have entered into an agreement for me to provide services to
you as an individual in connection with Arbitral Proceedings (for example,
claims brought by individuals), I may process your personal data (only) as
necessary to perform my obligations and duties under that agreement;
Where necessary to meet my Legal Compliance Obligations.

Expert and Fact Witnesses

To facilitate your giving of evidence in Arbitral Proceedings, and the exam-
ination of such evidence, as necessary for furthering the parties’ and my
legitimate interests in resolving the dispute between them efficiently and
expeditiously and ensuring that the rights of the parties are respected;
Where necessary to meet my Legal Compliance Obligations.

Other Individuals

As necessary for furthering the parties’ and my legitimate interests in resolv-
ing the dispute between them efficiently and expeditiously and ensuring that
the rights of the parties are respected;

Where necessary to meet my Legal Compliance Obligations.
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How do I share your personal information?

Depending on the circumstances in which I process your personal data, I may share
it with the following people as necessary for furthering the parties” and my legiti-
mate interests in resolving the dispute between them efficiently and expeditiously
and ensuring that the rights of the parties are respected, or as otherwise set out below:

— Arbitral Participants and others involved in Arbitral Proceedings in which
you are also involved;

— My service providers such as third-party data hosting providers in order for
me to provide services in connection with Arbitral Proceedings;

— Third parties including my professional advisors, financial institutions, or
law enforcement agencies, where necessary to comply with my Legal Com-
pliance Obligations, or where it is otherwise in my or another Arbitral Par-
ticipant’s legitimate interests to do so.

Where do I transfer your personal data?

From time to time I transfer personal data to third countries in connection with the
Arbitral Proceedings in which I serve as an arbitrator, or as may otherwise become
necessary in the course of my operations. I make such transfers where there is a lawful
basis for doing so.’

How long do I retain your personal information?

I will only keep your personal data for as long as is reasonably necessary in the cir-
cumstances. Retention periods vary depending on the category of data, taking into
account legal and regulatory requirements, limitation periods for taking legal action,
good practice and the lawful basis on which I process your personal data.

5.

Where the GDPR applies, consideration should be given to the following language:

If the recipient is not based in a jurisdiction providing an adequate level of protection for
personal data as determined by the European Union, such transfers are made in accor-
dance with our legal obligations, including entering into the standard contractual clauses
or another adequacy mechanism promulgated by the European Union where feasible and
if this is not feasible, in accordance with a derogation, for example where the transfers are
necessary to establish, exercise or defend legal claims, or where there is another lawful
basis to do so.
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What rights do you have over your personal data?

Depending on the circumstances, you may have a number of rights over the personal
data that I process about you. These may include the right to:

— Request access to your personal data and obtain a copy of it from me, where
this would not adversely affect the rights and freedoms of others;

— Correct your personal data that [ hold where it is incomplete or inaccurate;

— Have your personal data erased where there is no good reason for me con-
tinuing to use or retain it, unless the processing is necessary to pursue a legal
claim or defence;

— Request that your personal data is used only for restricted purposes, unless
the processing is necessary to pursue a legal claim or defence;

— Request me to stop processing your personal data when it is being processed
based on your consent;

— Object to your personal data being processed if the lawful basis for process-
ing it is either my or a third party’s legitimate interests unless there are over-
riding legitimate grounds for the processing;

— Require certain of your personal data to be transferred to you or a third party
to the extent that I collected the data directly from you,

— Lodge a complaint with the relevant data protection authority.

If you wish to exercise any of these rights, or if you have any questions about this
notice or how I treat your personal data, you can contact me:

— Byemail: [TO BE ADDED]

— By post: [TO BE ADDED]
Please note that if you are an employee of, nominated or engaged by, or otherwise
affiliated with a party to an Arbitral Proceeding in which I am appointed as an arbi-
trator, I suggest that you raise your concerns with that party first before contacting me

regarding the processing of your personal data in the context of Arbitral Proceedings.

Date: [dd mm year]
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ANNEX 9C
Data Privacy Notice for Legal Counsel

SAMPLE ONLY

SAMPLE DATA PRIVACY NOTICE FOR LEGAL COUNSEL

Last Updated: [eo]

Purpose of this Privacy Notice

[Name of Legal Counsel or the law firm] [“I”, “me,” “we” or the firm] act(s)
as a legal counsel and [carry/carries] out other activities in relation to disputes or
potential disputes that are submitted to arbitration and other dispute resolution mech-
anisms, both during their pendency and after their conclusion. (“Dispute Resolution
Proceedings”)

This Privacy Notice describes how [I/we/the firm] collect and process personal data
in the context of those services and activities. [My/ the firm’s] General Privacy Notice
can be found here. [Link]

Dispute Resolution Proceedings may finally determine the rights and interests of per-
sons (both individuals and legal entities) and must therefore be undertaken fairly and
impartially, which requires that the parties’ fundamental due process rights, rights to
equal treatment and their right to present their case and to be heard are protected.

[My/The firm’s] activities as a legal counsel during Dispute Resolution Proceed-
ings may require [me/us/the firm] to process personal data that relates to arbitra-
tors, mediators, adjudicators, experts, and others acting or potentially acting in similar
roles (“Neutrals”), as well as tribunal secretaries, employees of arbitral institutions,
parties, their authorised and legal counsel, witnesses, and other individuals that may
be identified or identifiable in any information that is processed during the Dispute
Resolution Proceedings.

[I/we/the firm] acts as a controller of personal data for some of [my/our] activities
as legal counsel. You should be aware that others may also act as data controllers
during a Dispute Resolution Proceeding, for example, the parties, their authorised
representatives, other legal counsel, the arbitral institution, and Neutrals. When I act
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as a legal counsel, I am responsible for the data processing activities that I undertake
in that function, but not for the activities undertaken by other data controllers acting
in the context of Dispute Resolution Proceedings. Their activities are not the subject
of this Privacy Notice.

Please note that when, in the context of Dispute Resolution Proceedings, you provide
me with any personal data relating to individuals with whom I have no direct relation-
ship, it is your duty to provide the individual data subject with adequate notice that
their data is being processed for this purpose and to comply with your other applicable
data protection obligations.

This Privacy Notice is in effect as of the date indicated at the end of this Privacy
Notice. A link to the Privacy Notice is found under the signature line of [my/our/the
firm’s] emails. If [I/we] make material changes to this Privacy Notice, [I/we] will
update this Privacy Notice on the website with a changed date at: [Link].

If you have any questions about this Privacy Notice, or how [I/we/the firm] treat your
personal data in the context of Dispute Resolution Proceedings or wish to exercise any
of your data subject rights, please refer to the details found at the end of this Privacy
Notice.

What personal data do I collect and how do I collect it?

Depending on the circumstances, [I/we/the firm] may obtain the following personal
data about you in the context of Dispute Resolution Proceedings in which [I/we/the
firm] act as a legal counsel:

Institutional Representatives

— Your name, contact details, and other information you may provide to [me/
us/the firm] in the context of Dispute Resolution Proceedings in which [1/
we/the firm] act[s] as legal counsel.

Neutrals

— Your name, contact details, financial information (including banking details),
personal identification information (including passport information) and
other personal data submitted to [me/us/the firm] by you, a party, a party’s
authorised representative or legal counsel, a Neutral, a tribunal secretary, or
a representative of the institution, or that is otherwise disclosed to, or col-
lected by, [me/us/the firm] from third parties or publicly available resources

142




ROADMAP TO DATA PROTECTION IN INTERNATIONAL ARBITRATION

in the context of Dispute Resolution Proceedings in which [I/we/the firm]
act[s] as legal counsel;

Information about whether you are subject to economic sanctions or any
other legal or regulatory impediment.

Tribunal Secretaries

Your name, contact details, financial information (including banking details),
personal identification information (including passport information) and
other personal data submitted to [me/us/the firm] by you, a party, a party’s
authorised representative or legal counsel, a Neutral, a tribunal secretary, a
representative of the institution, or otherwise disclosed to, or collected by
[me/us/the firm] from third parties or publicly available resources in the
context of Dispute Resolution Proceedings in which [I/we/the firm] act[s]
as legal counsel;

Information about whether you are subject to economic sanctions or any
other legal or regulatory impediment.

Individual Parties/Party s Authorised and Legal Counsels

Your name, contact details, financial information (including banking details),
personal identification information (including passport information) and
other personal data submitted to [me/us/the firm] by you, a party, a party’s
authorised representative or legal counsel, another Neutral, a tribunal sec-
retary, or a representative of the institution, or that is otherwise disclosed
to, or collected by, [me/us/the firm] from third parties or publicly available
resources in the context of Dispute Resolution Proceedings in which [1/we/
the firm] act as a legal counsel;

Information about whether you are subject to economic sanctions or any
other legal or regulatory impediment.

Fact and Expert Witnesses

Your name, contact details, financial information (including banking details),
personal identification information (including passport information) and
other personal data submitted to [me/us/the firm] by you, a party, a party’s
authorised representative or legal counsel, another Neutral, a tribunal sec-
retary, or a representative of the institution, or that is otherwise disclosed
to, or collected by, [me/us/the firm] from third parties or publicly available
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resources in the context of Dispute Resolution Proceedings in which [I/we/
the firm] act as a legal counsel;

— Information about whether you are subject to economic sanctions or any
other legal or regulatory impediment;

— Personal data you choose to include in your witness statement or expert
report and any oral testimony you may give (which may be transcribed), as
submitted to [me/us/the firm] during Dispute Resolution Proceedings in
which you provide written or oral evidence;

— Any other personal data of yours submitted to [me/us/the firm] by a party,
a party’s authorised representative or legal counsel, a Neutral, a tribunal
secretary, or a representative of the institution, or that is otherwise disclosed
to, or collected by, [me/us/the firm] from third parties or publicly available
resources in the context of Dispute Resolution Proceedings in which [I/we/
the firm] act as a legal counsel.

Other Individuals

— Personal data of yours submitted to [me/us/the firm] by a party, a party’s
authorised representative or legal counsel, a Neutral, a tribunal secretary, or
a representative of the institution, or that is otherwise disclosed to, or col-
lected by, [me/us/the firm] from third parties or publicly available resources
in the context of Dispute Resolution Proceedings in which [I/we/the firm]
act as a legal counsel.

How do [I/we/the firm] use your personal information and on what legal basis?

In the context of Dispute Resolution Proceedings in which [I/we/the firm] act as a
legal counsel, depending on the circumstances, [I/we/the firm] may use your personal
data in the following ways and on the legal bases described below:

Neutrals and Tribunal Secretaries

— To assess your availability and suitability (including in response to specific
challenges made by parties) to be appointed and to continue to act in Dispute
Resolution Proceedings, as necessary for furthering [my/our/the firm’s]
and our client’s legitimate interests in resolving its dispute efficiently and
expeditiously and ensuring that our client’s rights are respected;®

6. Any time legitimate interests are relied on in the EU, relevant EU guidance suggests that con-
sideration should be given to undertaking a documented Legitimate Interests Assessment (see
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To maintain an informal database of potential Neutrals and tribunal secretar-
ies as necessary to further [my/our/the firm’s] and potential parties’ legit-
imate interests in identifying and appointing suitable Neutrals and tribunal
secretaries;

To remit funds to you or provide administrative information regarding your
(potential) appointment or the conduct of Dispute Resolution Proceedings,
as necessary for the performance of any agreement we may have entered
into and [my/our/the firm’s] duties under it;

To facilitate the general conduct of Dispute Resolution Proceedings, as nec-
essary for furthering [my/our/the firm’s] and our client’s legitimate inter-
ests in resolving its dispute efficiently and expeditiously and ensuring that
our client’s rights are respected;

Where necessary to meet [my/our/the firm’s] legal and regulatory compli-
ance obligations, including those relating to taxes, economic sanctions and
money laundering (“Legal Compliance Obligations”).

Legal Counsel of Other Parties

To facilitate the general conduct of Dispute Resolution Proceedings, as nec-
essary for furthering [my/our/the firm’s] and our client’s legitimate inter-
ests in resolving its dispute efficiently and expeditiously and ensuring that
our client’s rights are respected;

Where we have entered into an agreement for me to provide services to
you as an individual in connection with Dispute Resolution Proceedings (for
example, claims brought by individuals), [I/we/the firm] may process your
personal data (only) as necessary to perform [my/our/the firm’s] obliga-
tions and duties under that agreement;

Where necessary to meet [ my/our/the firm’s] Legal Compliance Obligations.

Expert and Fact Witnesses

To facilitate your giving evidence in Dispute Resolution Proceedings and
the examination of such evidence, as necessary for furthering [my/our/the
firm’s] and our client’s legitimate interests in resolving its dispute efficiently
and expeditiously and ensuring that our client’s rights are respected;

Where necessary to meet [ my/our/the firm’s] Legal Compliance Obligations.

Annex 5).
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Other Individuals

— As necessary for furthering [my/our/the firm’s] and our client’s legitimate
interests in resolving its dispute efficiently and expeditiously and ensuring
that our client’s rights are respected;

— Wherenecessary tomeet [my/our/the firm’s] Legal Compliance Obligations.

How do share your personal information?

Depending on the circumstances in which [I/we/the firm] process your personal data,
[[/we/the firm] may share it with the following people, as necessary for furthering
[my/our/the firm’s] and our client’s legitimate interests in resolving its dispute effi-
ciently and expeditiously and ensuring that our client’s rights are respected:

— Participants involved in Dispute Resolution Proceedings in which our client
is also involved;

— [My/Our/The firm’s] service providers such as third-party data hosting
providers in order for [me/us/the firm] to provide services in connection
with Dispute Resolution Proceedings;

—  Third parties, including my colleagues, professional advisors, financial insti-
tutions, or law enforcement agencies, where necessary to perform conflict
checks, to comply with [my/our/the firm’s] Legal Compliance Obligations,
or where it is otherwise in [my/our/the firm’s] or another Arbitral Partici-
pant’s or third party’s legitimate interests to do so.

Where do I transfer your personal data?

From time to time [I/we/the firm] transfer personal data to third countries in connec-
tion with the services [I/we/the firm] perform for the Dispute Resolution Proceedings
in which [I/we/the firm] serve as a legal counsel, or as may otherwise become nec-
essary in the course of [my/our/the firm’s] operations. [I/we/the firm] make such
transfers where there is a lawful basis for doing so.”

7.

Where the GDPR applies, consideration should consider the following language:

If the recipient is not based in a jurisdiction providing an adequate level of protection for
personal data as determined by the European Union, such transfers are made in accor-
dance with our legal obligations, including entering into the standard contractual clauses
or another adequacy mechanism promulgated by the European Union where feasible and
if this is not feasible, in accordance with a derogation, for example where the transfers are
necessary to establish, exercise or defend legal claims, or where there is another lawful
basis to do so.
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How long do [I/we/the firm]| retain your personal information?

[I/we/the firm] will only keep your personal data for as long as is reasonably neces-
sary in the circumstances. Retention periods vary depending on the category of data,
taking into account legal and regulatory requirements, limitation periods for taking
legal action, good practice and the lawful basis on which [I/we/the firm] process it.

What rights do you have over your personal data?

Depending on the circumstances, you may have a number of rights over the personal
data that [I/we/the firm] process about you. These may include the right to:

— Request access to your personal data and obtain a copy of it from [me/us/
the firm], where this would not adversely affect the rights and freedoms of
others;

— Correct your personal data that [I/we/the firm] hold where it is incomplete
or inaccurate;

— Have your personal data erased where there is no good reason for [me/us/
the firm] continuing to use or retain it, unless the processing is necessary to
pursue a legal claim or defence;

— Request that your personal data is used only for restricted purposes, unless
the processing is necessary to pursue a legal claim or defence;

— Request [me/us/the firm] to stop processing your personal data when it is
being processed based on your consent;

— Object to your personal data being processed if the lawful basis for pro-
cessing it is either [my/our/the firm’s] or a third party’s legitimate interests
unless there are overriding legitimate grounds for the processing;

— Require certain of your personal data to be transferred to you or a third party
to the extent that [I/we/the firm] collected the data directly from you; and

— Lodge a complaint with the relevant data protection authority.

If you wish to exercise any of these rights, or if you have any questions about this
notice or how [I/we/the firm] treat your personal data, you can contact [me/us/the
firm] as follows:

— By email: [TO BE ADDED]

— By post: [TO BE ADDED]

Please note that if you are an employee of, nominated or engaged by, or otherwise
affiliated with a party to an Dispute Resolution Proceeding in which [I/we/the firm]
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act as a legal counsel, [I/we/the firm] suggest that you raise your concerns with that
party first before contacting [me/us/the firm] regarding the processing of your per-
sonal data in the context of Dispute Resolution Proceedings.

Date: [dd mm year]
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ANNEX 10
List of Sources by Category

Data Protection Related Materials

Application of Data Protection Directive to Discovery

1.

Working Document on Pre-trial Discovery for Cross Border Civil Litigation, EU
Working Party, 00339/09/EN WP 158, 2009 (endorsed by the EPDB) (referred to as
“Document Disclosure Guidance”)

The Sedona Conference: International Principles on Discovery, Disclosure & Data
Protection in Civil Litigation (Transitional Edition), App. D: Cross-Border Data
Safeguarding Process + Transfer Protocol, Sedona Conference Working Group
(2017)

E-Discovery and Data Privacy: A Practical Guide, Catrien Noorda & Stefan Han-
lose eds., 2011

Consent

4. Guidelines on Consent under Regulation 2016/679, EU Working Party, 17/EN

WP259 rev.01, as revised and adopted on 10 April 2018 (endorsed by the EPDB)

Controller versus Processor

5. Opinion 1/2010 on the Concepts of “Controller” and “Processor”, EU Working

Party, 00264/10/EN WP 169, 2010 (“Controller/Processor Opinion™)

Data Breach

6. Guidelines 01/2021 on Examples regarding Personal Data Breach Notification, EU

Working Party, Version 2.0, adopted on 14 December 2021
Guidelines on Personal data breach notification under Regulation 2016/679,

endorsed by the EDPB, G29 WP250 rev.1, 6 February 2018, https://ec.europa.eu/
newsroom/article29/item-detail.cfm?item id=612052.
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Data Processing

8. What Constitutes Data Processing?, European Commission, https://ec.europa. eu/
info/law/law-topic/data-protection/reform/what-constitutes-data-processing_en
[https://perma.cc/Q85B-NJ33] (archived 19 March 2018)

Data Transfers

9. Guidelines 05/2021 on the Interplay between the application of Article 3 and the
provisions on international transfers as per Chapter V of the GDPR, EDPB, Version
for Public Comment, 18 November 2021

10. Commission Implementing Decision (EU) 2021/914 of 4 June 2021 on standard con-
tractual clauses for the transfer of personal data to third countries pursuant to Reg-
ulation (EU) 2016/679 of the European Parliament and of the Council (Text with
EEA relevance) C/2021/3972 OJ L 199, 7.6.2021, p. 31-61. https://eur-lex.europa.
eu/eli/dec_impl/2021/914/0j?7uri=CELEX:32021D0914&locale=en (referred to as
“standard contractual clauses”)

11. Guidelines 2/2018 on derogations of Article 49 under Regulation 2016/679, EDPB,
2018 (referred to as “Data Transfer Guidance”)

12. Working Document on a Common Interpretation of Article 26(1) of Directive 95/46/
EC of 24 October 1995, EU Working Party, 2093/05/EN WP 114, 2005

13. Adequacy of the protection of personal data in non-EU countries, European Commis-
sion, https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-
eu/adequacy-protection-personal-data-non-eu-countries_en

General Materials

14. Daniel Cooper and Christopher Kuner, Data Protection Law and International Dis-
pute Resolution, 32 Recueil des cours/ Collected Courses of the Hague Academy of
International Law 9-174 (2017)

15. Stronger Protection, New Opportunities — Commission Guidance on the Direct
Application of the General Data Protection Regulations as of 25 May 2018, Com-
munication from the Commission to the European Parliament and the Council, COM
(2018) 43 (24 January 2018)

16. Handbook on European Data Protection Law, European Union Agency for Funda-
mental Rights (2018)
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Joint Controller

17. Judgment of 5 June 2018, Wirtschafisakademie Schleswig-Holstein C210/16,
EU:C:2018:388

18. Judgment of 10 July 2018, Tietosuojavaltuutettu, C25/17, EU:C:2018:551 Case
C-25/17

19. CJEU rules on joint controllership — what does this mean for companies?, https://
digital.freshfields.com/post/102f0aw/cjeu-rules-on-joint-controllership-what-does-
this-mean-for-companies (August 2018)

Legitimate Interests

20. Opinion 06/2014 on the notion of legitimate interests of the data controller under
Article 7 of Directive 95/46/EC, EU Working Party, 844/14/EN, WP 217, 9 April
2014

21. Guidelines 2/2019 on the processing of personal data under Article 6(1)(b) GDPR
in the context of the provision of online services to data subjects, EDPB, 8 October
2019

Lead Supervisory Authority

22. Guidelines for Identifying a Controller or Processors Lead Supervisory Authority,
EU Working Party, 16/EN WP 244 rev. 01, 2017

Personal Data

23. What is Personal Data?, European Commission, https://ec.europa.eu/info/law/law-
topic/data-protection/reform/what-personal-data_en [https://perma.cc/CJ52-ZQVB]
(archived 31 May 2018)

Proportionality

24. EDPS Guidelines on assessing the proportionality of measures that limit the fun-
damental rights to privacy and to the protection of personal data, European

Data Protection Supervisor, https://edps.europa.eu/sites/edp/files/publication/
19-12-19 _edps_proportionality guidelines2 en.pdf (19 December 2019)
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Risk-Based Approach

25. Statement on the Role of a Risk-Based Approach in Data Protection Legal Frame-
works 3, EU Working Party, 14/EN 218 WP 169, 2014

Territorial Scope
26. Guidelines 3/2018 on the Territorial Scope of the GDPR, EDPB, 12 November 2019
Transparency

27. Guidelines on Transparency under Regulation 2016/679, EU Working Party, 17/EN
WP 260, 2018

Arbitration-related Data Protection Materials
28. Protocol for Online Case Management in International Arbitration, Working Group
on LegalTech Adoption in International Arbitration (2020) (referred to as “Online

Platform Protocol™)

29. Note to Parties and Arbitral Tribunals on the Conduct of the Arbitration under the
ICC Rules of Arbitration, International Chamber of Commerce (1 January 2021)

30. It’s All About the Data: The Impact of the EU General Data Protection Regulation
on International Arbitration, Kathleen Paisley, 41 Fordham Int’l L.J. 840 (2017)

31. IBA Rules on the Taking of Evidence in International Arbitration (International Bar
Association, revised in 2020) (referred to as “IBA Rules”)

32. Commentary on the Revised Text of the 2020 IBA Rules on the Taking of Evidence in
International Arbitration (2020)

Cybersecurity Materials

33. ICCA/NYC Bar/CPR Cybersecurity Protocol for International Arbitration (2022
Edition) (referred to as “Cybersecurity Protocol”)

34. Cybersecurity Guidelines, IBA Presidential Task Force on Cybersecurity (2018)

35. A Call to Cyberarms: The International Arbitrator s Duty to Avoid Digital Intrusion,
Stephanie Cohen and Mark Morril, 40 Fordham Int’1 L.J. 981 (2017)
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36. Debevoise & Plimpton Protocol to Promote Cybersecurity in International Arbitra-
tion https://www.debevoise.com/~/media/files/capabilities/cybersecurity/protocol
cybersecurity intl_arb_july2017.pdf. (2017)

Applicable Law to Data Protection

37. Cross-Border Application of EU's General Data Protection Regulation (GDPR)- A
private international law study on third state implications, Anni-Maria Taka (2017)

38. How the best-laid plans go awry: the (unsolved) issues of applicable law in the Gen-
eral Data Protection Regulation, Jiahong Chen, International Data Privacy Law 6.4
(2016): 310-323.

39. Data protection and conflict-of-laws: a challenging relationship, Maja Brkan, Eur.
Data Prot. L. Rev. 2 (2016): 324

40. Conflict of Law Issues in the 2016 Data Protection Regulation of the European Union,
Christian Kohler, Rivista di diritto internazionale privato e processuale (2016): 653

41. Protection of Privacy in Private International and Procedural Law: Interim Report
and Commentary, International Law Association Sydney Conference (2018)
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ANNEX 11
Compendium of Selected Data Protection Laws

The Task Force has compiled this compendium from publicly available sources
and has undertaken reasonable efforts to ensure that it is current as of the date
of publication of the Roadmap. It should not be relied on without independent
confirmation of the current law.
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https://www.ris.bka.gv.at/Dokumente/Erv/ERV_1999_1_165/ERV_1999_1_165.html
https://www.ris.bka.gv.at/Dokumente/Erv/ERV_1999_1_165/ERV_1999_1_165.html
https://www.ris.bka.gv.at/Dokumente/BgblAuth/BGBLA_2018_I_23/BGBLA_2018_I_23.pdfsig
https://www.ris.bka.gv.at/Dokumente/BgblAuth/BGBLA_2018_I_24/BGBLA_2018_I_24.pdfsig
https://iapp.org/media/pdf/resource_center/Belgian-GDPR-law_FR-DUTCH.pdf
https://iapp.org/media/pdf/resource_center/Belgian-GDPR-law_FR-DUTCH.pdf
http://www.ejustice.just.fgov.be/eli/wet/2017/12/03/2017031916/staatsblad
https://narodne-novine.nn.hr/clanci/sluzbeni/full/2018_05_42_805.html
http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/all/DE97F6F59835A03AC22582DD003D895E/$file/%CE%9D%CF%8C%CE%BC%CE%BF%CF%82%20125(%CE%99)_2018.pdf?openelement
http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/all/DE97F6F59835A03AC22582DD003D895E/$file/%CE%9D%CF%8C%CE%BC%CE%BF%CF%82%20125(%CE%99)_2018.pdf?openelement
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https://www.retsinformation.dk/Forms/R0710.aspx?id=201319
https://www.retsinformation.dk/Forms/R0710.aspx?id=201319
https://www.retsinformation.dk/Forms/R0710.aspx?id=201319
https://www.retsinformation.dk/Forms/R0710.aspx?id=201319
https://www.datatilsynet.dk/media/6894/danish-data-protection-act.pdf
https://www.datatilsynet.dk/media/6894/danish-data-protection-act.pdf
https://www.riigikogu.ee/tegevus/eelnoud/eelnou/e14c5e2f-b684-4aa4-a7dd-ffb76f63f395/Isikuandmete%20kaitse%20seadus
https://iapp.org/media/pdf/resource_center/Finland_draft-GDPR-implementation.pdf
https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000037085952&categorieLien=id
https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000037085952&categorieLien=id
https://www.legifrance.gouv.fr/eli/ordonnance/2018/12/12/JUSC1829503R/jo/texte%20%5bFrench%5d
https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=LEGITEXT000006052581&dateTexte=20190213
https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=LEGITEXT000006052581&dateTexte=20190213
https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=LEGITEXT000006052581&dateTexte=20190213
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https://iapp.org/media/pdf/resource_center/Eng-trans-Germany-DPL.pdf
https://iapp.org/media/pdf/resource_center/Eng-trans-Germany-DPL.pdf
https://www.baden-wuerttemberg.datenschutz.de/wp-content/uploads/2018/06/LDSG-neu-GBl-2018173.pdf
https://www.baden-wuerttemberg.datenschutz.de/wp-content/uploads/2018/06/LDSG-neu-GBl-2018173.pdf
https://www.baden-wuerttemberg.datenschutz.de/wp-content/uploads/2018/06/LDSG-neu-GBl-2018173.pdf
https://www.baden-wuerttemberg.datenschutz.de/wp-content/uploads/2018/06/LDSG-neu-GBl-2018173.pdf
http://gesetze-bayern.de/Content/Document/BayDSG/true
http://gesetze-bayern.de/Content/Document/BayDSG/true
https://bravors.brandenburg.de/br2/sixcms/media.php/76/GVBl_I_07_2018.pdf
https://bravors.brandenburg.de/br2/sixcms/media.php/76/GVBl_I_07_2018.pdf
https://datenschutz-hamburg.de/assets/pdf/HmbDSG_neu.pdf
https://datenschutz-hamburg.de/assets/pdf/HmbDSG_neu.pdf
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https://www.datenschutz-mv.de/static/DS/Dateien/Rechtsgrundlagen/Landesdatenschutzgesetz.pdf
https://www.datenschutz-mv.de/static/DS/Dateien/Rechtsgrundlagen/Landesdatenschutzgesetz.pdf
https://www.datenschutz-mv.de/static/DS/Dateien/Rechtsgrundlagen/Landesdatenschutzgesetz.pdf
https://www.datenschutz-mv.de/static/DS/Dateien/Rechtsgrundlagen/Landesdatenschutzgesetz.pdf
https://www.datenschutz-mv.de/static/DS/Dateien/Rechtsgrundlagen/Landesdatenschutzgesetz.pdf
https://www.datenschutz-mv.de/static/DS/Dateien/Rechtsgrundlagen/Landesdatenschutzgesetz.pdf
https://www.datenschutz-mv.de/static/DS/Dateien/Rechtsgrundlagen/Landesdatenschutzgesetz.pdf
https://www.datenschutz-mv.de/static/DS/Dateien/Rechtsgrundlagen/Landesdatenschutzgesetz.pdf
https://www.datenschutz-mv.de/static/DS/Dateien/Rechtsgrundlagen/Landesdatenschutzgesetz.pdf
https://www.datenschutz-mv.de/static/DS/Dateien/Rechtsgrundlagen/Landesdatenschutzgesetz.pdf
https://www.lfd.niedersachsen.de/recht/nieders_recht/ndsg/das-niedersaechsische-datenschutzgesetz-56264.html
https://www.lfd.niedersachsen.de/recht/nieders_recht/ndsg/das-niedersaechsische-datenschutzgesetz-56264.html
https://recht.nrw.de/lmi/owa/br_vbl_detail_text?anw_nr=6&vd_id=16982&vd_back=N244&sg=0&menu=1
https://recht.nrw.de/lmi/owa/br_vbl_detail_text?anw_nr=6&vd_id=16982&vd_back=N244&sg=0&menu=1
https://recht.nrw.de/lmi/owa/br_vbl_detail_text?anw_nr=6&vd_id=16982&vd_back=N244&sg=0&menu=1
https://recht.nrw.de/lmi/owa/br_vbl_detail_text?anw_nr=6&vd_id=16982&vd_back=N244&sg=0&menu=1
https://datenschutz.saarland.de/fileadmin/datenschutz/ds-gvo/sdsg/ads_19-2018_teil_I_254-266.pdf
https://datenschutz.saarland.de/fileadmin/datenschutz/ds-gvo/sdsg/ads_19-2018_teil_I_254-266.pdf
https://www.revosax.sachsen.de/vorschrift/17646
https://www.revosax.sachsen.de/vorschrift/17646
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https://www.thueringen.de/mam/th3/tim/datenschutz/gesetz-und-verordnungsblatt-nr-06-2018.pdf
http://www.parlament.hu/irom41/00335/00335.pdf
http://www.parlament.hu/irom41/00335/00335.pdf
https://data.oireachtas.ie/ie/oireachtas/act/2018/7/eng/enacted/a0718.pdf
http://www.gazzettaufficiale.it/atto/serie_generale/caricaDettaglioAtto/originario?atto.dataPubblicazioneGazzetta=2018-09-04&atto.codiceRedazionale=18G00129&elenco30giorni=true
http://www.gazzettaufficiale.it/atto/serie_generale/caricaDettaglioAtto/originario?atto.dataPubblicazioneGazzetta=2018-09-04&atto.codiceRedazionale=18G00129&elenco30giorni=true
http://www.gazzettaufficiale.it/atto/serie_generale/caricaDettaglioAtto/originario?atto.dataPubblicazioneGazzetta=2018-09-04&atto.codiceRedazionale=18G00129&elenco30giorni=true
http://www.gazzettaufficiale.it/atto/serie_generale/caricaDettaglioAtto/originario?atto.dataPubblicazioneGazzetta=2018-09-04&atto.codiceRedazionale=18G00129&elenco30giorni=true
https://likumi.lv/ta/id/300099-fizisko-personu-datu-apstrades-likums
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https://e-seimas.lrs.lt/portal/legalAct/lt/TAP/952a77b0709011e8a76a9c274644efa9
http://legilux.public.lu/eli/etat/leg/loi/2018/08/01/a686/jo
http://legilux.public.lu/eli/etat/leg/loi/2018/08/01/a686/jo
http://www.justiceservices.gov.mt/DownloadDocument.aspx?app=lom&itemid=12839&l=1
http://www.justiceservices.gov.mt/LOM.aspx?pageid=27&mode=chrono&gotoID=586
https://zoek.officielebekendmakingen.nl/stb-2018-144.html
http://prawo.sejm.gov.pl/isap.nsf/download.xsp/WDU20180001000/O/D20181000.pdf
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https://www.senat.ro/legis/PDF/2018/18L294FP.pdf
https://www.senat.ro/legis/PDF/2018/18L294FP.pdf
https://www.senat.ro/legis/PDF/2018/18L294FP.pdf
https://www.senat.ro/legis/PDF/2018/18L294FP.pdf
https://iapp.org/media/pdf/resource_center/Romanian_Data_Protection_Law_English_Translation.pdf
https://iapp.org/media/pdf/resource_center/Romanian_Data_Protection_Law_English_Translation.pdf
http://www.portal-braila.ro/dm/portal.nsf/69651FAD84B537DBC22582B900367230/$FILE/LEGEA%20%20Nr.%20129-2018%20din%2015%20iunie%202018.pdf
http://www.portal-braila.ro/dm/portal.nsf/69651FAD84B537DBC22582B900367230/$FILE/LEGEA%20%20Nr.%20129-2018%20din%2015%20iunie%202018.pdf
http://www.portal-braila.ro/dm/portal.nsf/69651FAD84B537DBC22582B900367230/$FILE/LEGEA%20%20Nr.%20129-2018%20din%2015%20iunie%202018.pdf
http://www.portal-braila.ro/dm/portal.nsf/69651FAD84B537DBC22582B900367230/$FILE/LEGEA%20%20Nr.%20129-2018%20din%2015%20iunie%202018.pdf
http://www.portal-braila.ro/dm/portal.nsf/69651FAD84B537DBC22582B900367230/$FILE/LEGEA%20%20Nr.%20129-2018%20din%2015%20iunie%202018.pdf
https://www.dataprotection.gov.sk/uoou/sites/default/files/kcfinder/files/Act_122-2013_84-2014_en.pdf
https://www.dataprotection.gov.sk/uoou/sites/default/files/kcfinder/files/Act_122-2013_84-2014_en.pdf
https://www.dataprotection.gov.sk/uoou/sites/default/files/kcfinder/files/Act_122-2013_84-2014_en.pdf
http://www.mp.gov.si/fileadmin/mp.gov.si/pageuploads/mp.gov.si/novice/2018/ZVOP-2_NG_2_apr.pdf
https://www.riksdagen.se/sv/dokument-lagar/dokument/svensk-forfattningssamling/lag-2018218-med-kompletterande-bestammelser_sfs-2018-218
https://www.riksdagen.se/sv/dokument-lagar/dokument/svensk-forfattningssamling/lag-2018218-med-kompletterande-bestammelser_sfs-2018-218
http://www.riksdagen.se/sv/dokument-lagar/dokument/svensk-forfattningssamling/forordning-2018219-med-kompletterande_sfs-2018-219
http://www.riksdagen.se/sv/dokument-lagar/dokument/svensk-forfattningssamling/forordning-2018219-med-kompletterande_sfs-2018-219

Roadmap to Data Protection in International Arbitration

Data protection laws prescribe the rules applicable to personal data processing,
including when, where and how personal data may be processed. However, they do
not address how they should be applied in specific contexts, including arbitration.
This ICCA-IBA Roadmap to Data Protection in International Arbitration (“Roadmap”)
has therefore been developed by the ICCA-IBA Task Force as a tool to assist
arbitration professionals in understanding how the data protection laws may apply
during international arbitration proceedings.

When an arbitral participant is subject to a data protection law, compliance is
legally required. As a result, data protection principles will need to be applied to
supplement the applicable laws, arbitration rules, and soft law instruments
(including the IBA Rules). By reference to general data protection principles, the
Roadmap aims to assist arbitral participants in identifying and addressing data
protection issues, and proposes that arbitration proceedings benefit when data
protection compliance is addressed early in the process and a reasonable,
cooperative, and proportionate approach is adopted and documented. The
Annexes provide practical guidance in the form of practice tips, check lists,
references, and sample text for data protection directions/protocols, standard
contractual clauses, and privacy notices.
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